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Symmetriskt krypto
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Kerckhoff’s princip

e “Endast nyckeln ska vara hemlig”

* Det finns undantag till denna
regel
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Diffie-Hellman (1976)
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AES: den moderna arbetshasten

* Advanced Encryption Standard

standardiserades av NIST 2001 2oa] s 2] 2o by 1| 5] Bo Brs
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* Blockkrypto
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Hur anvander man ett blockkrypto?
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Nyckelhantering

* Dyrt och svart!
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Trapdoor-funktioner

* Enkelt att ga at ena hallet
 Svart at andra hallet

* Enkelt att ga at bada hallen med
en hemlig bit information
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Primtalsfaktorisering, n=pq
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Symmetriskt vs asymmetriskt

* Symmetriskt krypto: Snabbt,
sakert och enkelt att studera,
kraver nyckel

* Asymmetriskt krypto: Langsamt,
svar matematik

* Sessionsnyckel
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Exempel: TLS/HTTPS

Client

* F6rmodligen det viktigaste Server
kryptoprotokollet idag i T
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* TLS1.0 och TLS1.1 ar foérlegade D 39
ServerHello
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ClientKeyExchange s
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Gamla tiders krypto: PGP/GPG

* GPG ger e-postsakerhet

To michael@ipv&secure.co.uk
) Va rJe pe rso n h a r ett nyc kel pa r I{} Add cc &P .f-.ddlﬂcc € Add Reply-To &P Add Followup-To
Subject Encrypted Message

* Web of trust L - PR
(o . e T B BEGIN PGP MESSAGE-----

i a glorlous experlment that Version: GnuPG v1.4.11 (GNU/Linux)
h a S ru n itS CO u rse" hQEMAZFtmrtsd]j/JAQgALzYpWTsRpSyd1kjGHNm] 1/063V7SRaNHYIW6zZ2vcRHN

ojyUoAbeyqggB4RRRIGBDOWTDw3SStagoqr QpyeBuZdqt jIr5fuxg6io+OHgalx
JZHWsy1209bY¥7151Y2USpLphsz4550WynMIc JECAWXWBSEaTgSATVACBEt j74p/1
XDfye+jail/BkEuttfzIyxImTX]7//F3HItINlawBdgc3cSgMol OdgmajS+FMidia
XKXuOHN1DJpDI/ 7 +WIEPNTWHKNC109WnGTFAJ jbDHo fsxwdsh/6HbMgRGNI 8+faT
v/tjCLToNHZGV7 Jemr 1nwiS7qoM3742Msv1kdeaVedIKZAZy JAe3rRVEVVEQ/ 050x%
JuL55e0r gy0A/m5YblxTsoFVr+gBayL tN10CpX216GrZZMSTudJt tPs5kGhwS4t2
SKOCk+gnokDS+HeMD8XwvuNN3pT8bad3y/0EtXjLyW7LR25SN13yQVGCOLa1QrpY
FOtjvM3T/ /1VouZrapFj fouvaUMkQ4jagwOAWTE j 9F4NWihodcQ8DOTh

=hfZx
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Ny tiders krypto: Forward Secrecy

* “Nya nycklar varje gang”

* Férlorar man en nyckel kan man Ratchet Root Sending Receiving
inte dekryptera tidigare r* :
meddelanden S =S

ia

* Bra exempel: Signal . I
_ — RK ok
DH ratchet Symmetric-key ratchet
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Informationssakerhet behover krypto

 Sekretess (uppenbart)

e Riktighet (checksummor)

* Tillganglighet (mer komplext)
* Non-repudiation (signaturer)
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Hur knacker man krypto?

* De senaste 50 aren har
algoritmerna blivit “for bra” for
att knackas

* | stillet ger man sig pa
andpunkterna
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Knacka krypto: Power Analysis

e Mat stromforbrukningen hos

kryptochipet LW =

* Valdigt relevant for smartkort

OWASP FOUNDATION OWasp.org



Exempel: Krypterad rosttrafik
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Autentisera ditt krypto!

* Kryptering ger inte Riktighet
e Autentisering ger inte Sekretess

 AEAD, Authenticated Encryption
with Associated Data
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Hot mot krypto: Kvantdatorer
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Kvantkrypto, en mojlig losning?
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Kvantsakert krypto

* Kvantdatorer forstor vara
existerande trapdoor-
funktioner

* Behovs ny matematik
e Lattice-krypto
e Kod-krypto
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Defense in depth

e Sakerhet ar som en 10k, ju mer
du tar bort desto mer grater du
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Implementera inte krypto sjalv

Foo‘r"Shoo-ring

Prevention Agreem ent

I, . pr‘omise fhaf once
Your Namc

I see how simple AES rea"y is, T will
not imp|emenf it in producﬂon code
even fhough it would be really fun.

This agreement shall be in effecr
until the undersigned creates a
meaningfd inferpreﬂve dance that
compares and contrasts cache—based,
fiming, and other side. channel arracks
and their countermeasures.

Signature Date
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lota: Bra exempel pa hur det inte ska goras

var normalizedHash = this.normalizedBundle(hash);
if(normalizedHash.index0f (13 /* = M */) 1= -1) {
[/ Insecure bundle. Increment Tag and recompute bundle hash.
var increasedTag = tritAdd(Converter.trits(this.bundle[@].cbsoleteTag), [1]);
this.bundle[@].obsoleteTag = Converter.trytes(increasedTag);
} else 4
validBundle = true;

¥

* https://github.com/iotaledger/iota.js/blob/0927cdd94f496cal93
9d0b885a6b513a0b8c5aa5/lib/crypto/bundle/bundle.js#L119
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Libsodium

* Bra satt att anvanda krypto
e Gar inte att gora fel
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Boktips!

"JAn] muberntative pormait
innovasion i mathemati
coented with grocs v

CODE
WARRIORS

NSA'S CODEBREAKERS
AND THE SECRET INTELLIGENCE WAR
AGAINST THE SOVIET UNION

STEPHEN
BUDIANSKY
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Social engineering - You are a target
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