Case Study Z oSt

https://appsec-labs.com

@AD pDSeC o e

Application security (Il =1}

Java Hurdling
Obstacles and Techniques in
Java Client Penetration-Testing

Tal Melamed
Application Security Expert
Tal@AppSec-Labs.com



mailto:Tal@AppSec-Labs.com

Me
AppSec Labs

The problems

Fail #1
Fail #2

Fail #3

© All rights reserved to AppSec Labs Ltd.




@ Tech Lead @ AppSec Labs
Tal@AppSec-Labs.com

@ Application Security Expert

@ Trainer, builder & breaker

8 Follow me @ appsec.it amdocs

embrace challenge
eXperience success

@ https://github.com/nullpOinter

SnecCEout

RSAJ

The Security Division of EMC

, but when | do:
http://Inkdin.me/cyber
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WHERE DO WE WANT IT ?

Industry vectors: amdadocs * AVC

AppSec Labs provides its high end services to the following

industry vectors: 2% LIVEPERSON

O High Tech software development intel —

O Banking and financing L—-‘ Hewlet! Packard

O National security Tavl_ Enterpnse

O loT B Iy > OLUASD

G Cloud : I

O Pharmaceuticals ) ’Sre

O Commerce

O Travel and transport ‘Ce"com

O T Security products R M

8 Biometrics > | 0

O Education @kamaf e Yale MOTOROLA

2@ Gaming D:'F ‘J@N‘ — EX NTT

© Government '@ bank hapoalim wgﬁﬁﬂgaﬂg WiX iy
888.{:1::"1

O Telecommunications ﬁR’NT RAFAELOM o ao oo i
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Experienced PT

Exp. Code-Review* ]

Training skills jobs@appsec-labs.com
Willing to travel *

English

Independent work and self-learning ability © All rghts reserved to AppSec Labs Ltd.




lDlsclalmer A D APPSeC

@ Thisis a true story. The events depicted in thls talk
took place in 2016.

o]

At the request of the survivors, names, characters,
places and incidents were changed, and are either
products of the author’s imagination
or are used fictitiously.

o]

Any resemblance to actual events
or locales or persons,

living or dead, is entirely coincidental.

The rest is told exactly as it occurred. ERLARIIc L

o]

o]

Warning: this presentation might contain memes..
I OIJJFI"U

Hps c Israel 2016 —
© All rights reserved to AppS ¢ Labs Ltd.
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TCP rather than HTTP
SSL/TLS MEMES EVERYWHERE
Certificate Pinning

Runtime manipulation

Patching the application
ProKSy — revealed for the first time...

= OWASP

AppSec Israel 2016
© All rights reserved to AppSec Labs Ltd.



B Let’s use BURP! - set the HTTP Proxy (option in tool)
RELAX..IVEGOTATHIS?

@ Nothing happens...

@ Looking at WireShark

/
¢ .

S . s 14

o ql
wl

© Port 1XXXX TLS - Not HTTP!
YOU'RE WELGOME.

© Sure, let use AppSec Labs’ incredible TCP proxy tool (TBC)

© All rights reserved to AppSec Labs Ltd.



[Problem #1: No HTTP/S D Oacesec

9 We all Burp (nothing to be ashamed about)

e

QO But what if...
the application is not communicating over HTTP(s)?

WHATIELTOLD YOU

0 O LS. Y




@ Link: unknown (good luck with FileHippo)

Process

Rules Options

#) [©) (%] (0) (#) (1] (L)

Help

a

AppSec

Application security (==

Traffic Log
Proto Source Destination Size
A TCP 0.0.0.0:0 0.0.0.0:0 128
4 TCP 0.0.0,0:0 0.0.0.0:0 21
4 TCP 0.0.0.0:0 0.0.0.0:0 5
4 TCP 0.0.0,0:0 0.0.0.0:0 15
4 TCP 0.0.0.0:0 0.0.0.0:0 934
4 TCP 0.0.0,0:0 0.0.0.0:0 15
| 4 TCP  0.0.0.0:0 0.0,0.0:0 185
00 01 02 03 04 05 06 O7 OB 0S5 OA OB OC OD OE OF 012345ETBQABCDEF
0x0000 | 3C 62 72 3E 45 61 63 6D 65 42 61 76 61 20 76 31 «br>rHacmeJdava vl
0x0010 | 2E 30 3C 62 72 3E 3C 62 72 3E 48 61 63 6B €9 6E .O<br>»<br>Hackin
Ox0020| 67 20 61 6E 64 20 52 65 76 65 T2 73 69 6E €7 20 g and Reversing
0x0030 20 &9 6E 20 4 Application in J
0x0040 43 6F 70 79 72 ava<br><br>Copyr
6C 20 72 €3 &7
0=x0070 64 2E 3C 62 72 hts reserved.<br
Ox0080 2F 2F &1 70 70 >»<br>https://app
0=x0090 al 3C 62 72 3E sec-labs.com<br>
0x00A0 <br>.
Injected into "java.exe” 00066 020058 - 000066 (12 bytes) Read Only Active

~ AppSec Labs Ltd.




Application security (==

@ADDS?C

@ https://appsec-labs.com/advanced-packet-editor/

B8 https://github.com/appsec-labs/Advanced Packet Editor

N ADVANCEDITOILET/PAPER
O Based on: N
\\\'

=
File

Username: admin

Welcome r User Profile rndd User r\.‘iew Users r Shop r Inhox r About |

File  Irmwoke  Tools  Options  Help
1 stamp  Socket  Proto Method Size « Data

35 P | 04E4 IP zend(] 18 getteszages: admin

< Puml vergion=""1.0" encoding="UTF-1E"?><data> <message:> <fromidza...

adrnir;: zecret

Gate Bills:true

[#- 215:34 PM gethostname) adrmir; secret - 21535 PM WEASocket]]

- 2:17:02 PM gethostname() 1535 PM WSASocket()
F- 2:15:35 PM socket(]

15:35 PM closesocket()
15:35 PM zocket()

#- 21535 PM closesocket])

[ 2:15:35 PM 'WSASacket]

© All rights reserved to AppSec Labs Ltd.



https://appsec-labs.com/advanced-packet-editor/
https://github.com/appsec-labs/Advanced_Packet_Editor

B Ape2es
9 Intercept & tamper with TCP-based comm
|8l Hacmelava E'@ e
File
Username: attacker
rWEIEﬂmE User Profile | Add User View Users | Shop | Inbox | About |
SJerver Started |

|Adding Servlets|
| Servlets Loaded!| |

Eeceived: getMessages:admin “
Beceived: getProducts

Beceived: getlUserBalance:admin

ﬁ

© All rights reserved to AppSec Labs Ltd.



File [hwake

@ What's new

Tools | Options  Help

Timestamp

£:15:39 P

Sock,

0464

- Ernahle moaonitar
- Enahble filters

Lister for requests

21702 PM

0344

Enable External Filter

£17:03 PM

0344

Application security (=] =Y

< @Appser:

Drata

<l version=""1.0" encoding="UTF-16"":<data> <message: <fromidza...

admit: zecret

sockets

Gate Bills:true

Set internal filters

- 2:15:34 PM gethostname] admin: zecret

- 21702 PM gethiostname])

- 215235 P WSAS ocket() -~
- 21538 P WSASocket])
21535 PH zocket]]

- 215035 PH clozezocket]]
21535 P zockel(]

- 21535 PM closesocket]]
- 215235 P WSAS ocket()
21535 P zockel(]

- 21535 PM connect()

- 21539 P clnzezockeH]

© All rights reserved to AppSec Labs Ltd.




@ External Filter — python based

File
Username: admin

Us

_ Welcome |/User Profile |’nuu User |/‘-.ﬂew Users |/5hup rlnhux rnhuut |

Welcome Job Steves

@App&ec

Application security (=] =1

e TeEE——— - - LT it

File
{| Filker

Application security (==

@App:—:ec

Server started at port 8084 and listen to 127.0.0.1

Filker path: C:hprogz\Pro=yscriptzhfilter. py
Log path: C:AprogzhProsehLog. bt

1234

1234

1234

1234

getPrafile: admin

admir: zecret: Gate Billz:5000
getPrafile: admin

admir: zecret. Job Stevesz: 5000
getProfile: admin

admir: zecret. Job Stevesz: 5000

getPrafile: admin

admir: zecret. Job Stevesz: 5000

1=E

=red

2425 PM | D4 data = data.replace( 'Gate Bills", "Job Steved"

A amomn mws | o] SETECTIETS

- 2:39:39 PM monitor_color=2

- 23349 PM




@App:—:ec

Application security (==

—{

@ HTTP/S? — Why not integrating with Burp?

O PacketEditor - C\Program Files (x86)\Jz

File  Irwoke  Tools  Options  Help
P ethiod

Timestarmp  Socket  Proto Size
2:23:40 PM
223340 PM

£:39:43 PM

Gate Billztrue

getProfile: admin

Copy the following code into the repeater feature in burp
and press continue: et Gate Billz:RO00

FOST Aunc=send[&eockid=0038 HTTRA 1
Host: 127.0.0.1:8033
Content-Length: B2
Expect: 100-continue
Connection: Keep-tlive

et ab Steves:A000

DATA_TO_SEND|

Continue

- 2-41-1F P nethnstnamel]

_ © All rights reserved to AppSec Labs Ltd.
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8@ Nothing! Probably SSL...

T e = 5 oaomiiEm » vy e
Echo Mirage
ocess Rules Opbons  Help

7 [0 [ [0 [+ [E]E

Traffic Log
ol Source Daeztrabon Sre
1.

Uir Hami  pl_uter

Patyward Besssann

Eﬁ 01 02 03 04 OS5 06 07 02 0% OA OB -l.;.l.C“.ﬁD IﬁE
v S BOGTELE BN LLE Nae

@ (Also,.doesn’t work on 64-bit) i J .

© All rights reserved to AppSec Labs Ltd.




|What Else is There? B APPSec

O Stcppipe
http://aluigi.altervista.org/mytoolz/stcppipe.zip

Simple TCP proxysdatapipe B.4.8h
by Luigi Auriemma

e—mail: aluigifautistici.org
wehb: aluigi.oryg

Uzage: stcppipe.exe [options] <dest#*> {dest_port> <local_portr

local IP or hostname of the interface to hind. used for security
18.8.8.165 127.8.68.1

as above but works only for the outgoing socket, thisz means you can
decide to use a secondary interface for connecting to the host (fopr
example using the wi—fi connection instead of the main onel

dump the content of the connections in various tcpdump—like cap files
dump the content of the connections directly here on stdout

enahle S8L. hoth input and output are handled as S8L Cgood for MITHM}
options for specifving a custom 55L method M. a certificate file © and
the needed password P for its private key. hy default this tool uses
methnd 23 (chnlces- 12, ==13. t1“1 dtl=sl. 23) and a pa suwordless

1 for 1ncum1ng EEL and deutlnatlun in plaln—text
2 for 1ncum1ng plaln—text and destination 55L

SE5L <default,. exactly like -5

R ]

list of IP addre ses and hostnames to which allow the access.
useful for granting access only to a limited amount of trusted IPs
reverse, this tool will connect to H:P from local_port and then will
create a connection with dest:odest_port, wseful for bypassing HAT=.
local_port equal to B for any available. try reconnect in one second
in caze of multiple destinations this option allows to connect to all
the hosts at the zame time sending and receiving the data from them
set the maximum number of incoming connections
guiet output, no informations about incoming connections
increasze process priority
stupid HOR function, use ¥ eqgual to 1 for HORing the data sent through
luqal_purt with the hytg Bk f or 2 fur dest_puﬁt, in@erestinﬂ for

substituite all the occurrences of the 51 stwring in the connection’s
data with 82. NOTE that this option iz experimental since works only
on the zame hlock of data ¢(so if 51 dis half in one packet and half in
another one it will he HOT modified> erved to AppSec Labs Ltd



http://aluigi.altervista.org/mytoolz/stcppipe.zip

@ADDSE’C

Application security (==

IA Fraction of Hope...

:':'.l._l. ¥ I CP P

I‘_ll_ll |_.I| 1y

e-malil: aluigifPautistici.orq
el e aluigi.ory

L e 1e mima

local ovort 13888
remote hostsz: 192.168.1.38:13088
WAl CONNECT 10NS -

IN 192.168.1.29:1463

OUT 192.168.1.30:13000

:E'E' @5 75 72 @0 13 5Sb 4c 6a 61 76 61 2e 6 |....ur..[Ljava.l]
61 6e 67 2e 4f 62 6a 65 63 74 3b 90 ce 58 9f 106 |ang.0bject;..X..|
73 29 6C 92 ©0 9D 78 70 ©O0 00 00 ©3 73 72 0@ 47 |s)l...xpe...Sr.Gl
6f 72 67 2e 61 79 61 63 68 65 2¢ 6d 79 66 61 63 |org.apache.myfac|
65 73 2e 61 70 70 6c 69 63 61 74 69 6f 6e 2e 534 |es.application.T|
72 65 65 53 74 72 75 63 74 75 72 65 4d 61 6e 61 IFEEStr‘uctur‘EI"lEmEII
67 69 72 24 54 72 65 65 53 74 F2 75 63 74 43 6f |gerdTreestructCo|

bd 70 ©6f 6e 65 62 74 46 59 17 d8 9c 4a f6 cf 62 |mponentFY...J...|

-

THE HECK?



8 What is Serialization
© Converting the state of data to a byte stream so that the byte stream
can be reverted back into a copy of the object

9 What is the problem?
@ Deserialization of untrusted data

8 What does that mean?
© De-serializing data coming from the client could abuse the application
logic, deny service, or execute arbitrary code.

© What to look for?

© Objectinput.readObject()

O Externalizable.readExternal()
Serializable.readResolve()
ObjectOutputStream.replaceObject ()
ObjectInputStream.readUnshared()
Many more...

(m]
(m]
(=}
(m]

© All rights reserved to AppSec Labs Ltd.




@ You can find everything here:
8 https://github.com/GrrrDog/Java-Deserialization-Cheat-Sheet
8 https://github.com/njfox/Java- Deserlallzatlon Exploit

:1.-" .Ll
@ PayPal RCE (2016) cllections w3
B http://artsploit.blogspot.co.il/2046£01+paypal-rce.html  sur.-r
s ity e oo el
© Burp Extension S I TS B o

@ https://github. com/NetSPI/JavagSerlaIK_Lller o gy
8 https://github. com/federlcodot“ta/BuerPSer-ng-edited e
8 https://appsec-labs. com/belch/ i i

P jaowm
ralcigac . R - YT
T..woluexr. . jovo.1ars T e

@ Scanner : CE :
© https://github.com/federicodotta/Java- Deserlallzatlon Scanner

@ Code Analyzer  OURSP @
@ https://github.com/mbechler/serianalyzer e (2

© All nghts reserved to AppSec Labs Ltd.
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https://github.com/GrrrDog/Java-Deserialization-Cheat-Sheet
https://github.com/njfox/Java-Deserialization-Exploit
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https://github.com/NetSPI/JavaSerialKiller
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Application security (==

@Appsec

@ | can see the traffic, but how do | tamper with it?
| “stripped” traffic onto APE!
@ We need to inject APE into stcppipe

@ Tunne

LT LN, R LU dal T P e I N D L L LR L L ¥, N L L L 8 YL L LA LI P T L L

() Advanced Packet Editor - AppSec Labs - |I:I|5

File  Inwvoke Tools  Options  Help

| Timestamp | Socket | Prate | Method | Size | Data
acach x|
plD Proccesz Mame % | Window Path &
00000764 | swehast CAWindowslspstem32ievchost ene
00000100 |svehast Cindowsispstem32\evchost ene
O0000SED | swvehast CAWindowslspstem32ievchost ene
00000524 | svehast Cindovs\Iystem 3 Devchost ene
00000324 | swvehast CAWindowsispstem32ievchost ene
steppipe Chlzersiavaluation) loppipe eHe
[ || |ooooo7re sqlwriter ¢ \Program Files\Microsoft SEL Server@lSharadisglunte. .. -
O0000SFC | sglserr o \Program Files\Microszaft SGL ServerlMSSQL'IEI.SLEX... L
00000145 (smss Caindowslspstem3diemss exe '.::-"L':"' 24 I HAV E N D EA ..-’;‘r |
00000400 | Slewve CaWindowsispstem3I2\S Leve axe \ . *‘;‘
00000270 | services Cindowsispstem32sarvices ane ‘

Attac

7
T i}WHAT_I'M DOING

© All rihts reserved to AppSec Labs Ltd.




Application security (==

@Appsec

BOAPE got the encrypted data
i PacketEditor - C:\Users'evaluation’Desktop' stcppipe.exe ;|g|5|
File  Inwoke  Tools  Options  Help
Timestamp | Socket | Prote | Method | Size | Data -
E:33:07 PM | O0E4
E:33:07 PM | O0B4 recy(] 84 WHH O-im® . 177 BIWLE %4+ 3/ 2 i R R
E:33:07 PM | O0B4 zend]) 2a3 Tl 0y MLLwRESRIE EIOEE A-RAIT™A «JRU IGY¥4pEYah & somiZelfea] i qLLLLY L4 LA
£:33.07 PK | D054 recy(] 5 TlL
£:33:07 PM | 0064 recv() 134 4 . rEGaaAAOMED |EO0-HbaistmalS[By S0 vat{«Cx MwAS A 08 L0%<CA%Z0 6LR- Ma0Th({ILE..
£:33:07 PM | DOE4 recy() 5 fiLL
6:39:07 P | 0064 recy(] 1
£:33:07 PM | DOE4 recy() 5 Tt
E:33:07 PM | O0B4 recy(] 43 eyt AR E = BCOROE D | Fheaii#-Ip1 & baic a0
E:33:07 PM | 0064 zend]) ks et Ll R i@ $098 QRS hnE et b (ILOSH B ety
EB3307PM [00B2  |TCP | send) 351 ] LD JADAAASANAA A £ ¥ k|98 7 tALA §omo: ®AZA A ARA|_

- B 3507 P socket])
-B:39:07 PM bind(]

- B:39:.07 PM connect()

B 39:07 PM closesocket(]
-B:39:07 PM closezocket])

S ————— .

© All rights reserved to AppSec Labs Ltd.
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@ Download TcpCatcher
http://www.tcpcatcher.org/

@ Download TcpCathcer’s root certificate
@ Install it as a RootCA in the KeyStore

- ks * - KeyStore Explorer 5.2.1

L

File Edit View Tools Examine Help

lEmeasr kDB RLCAE—O|ADQ|O
ks * ®

3
(T W |E Entry Mame .ﬁ.lgnriihm Key Size Certificate Expiry L
ﬁ’ = ha::me_laua af1/2017 11:56:53 AMIDT 9

Eertrﬁcate Details for Entry 'tcpcatcher ca certificate’

Certificate Hierarchy:

| §TcpCatcher CA Certificate

@ Download KeyStore Explorer
http://www.keystore-explorer.org/

© All rights reserved to AppSec Labs Ltd.
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@ADDBPC

Application security (==

@ Configure TcpCatcher to communication with both, the
client and the server

[ Captured Traffic I HTML Pages ISeﬁngs 1

Main Setup
Listen on port 30
() HTTP Proxy (any host- HTTP pratocal anly) () SOCKS(VS) Proxy (®) TCP Proxy (target a specific host - any protocol)
¥| Reassemble HTTP Packets &) Unzip HTTP contents I Server Host | 10.0.0.106
Server Port 9870
Target corporate web Proxy hostport [;_'] Monitor S5L communication [1d]
S5L

Download TopCatcher (2

() runtime certificates, SSL servers pool AC: Root Certificate

O TunnelssL'» @ MonitorssL Y {

(® static certificate, SSL server opened on port | 9870 Certificate Name | myhost ]

@ TcpCatcher will now serve as a MitM.

= OWASP 1

AppSec Israel 2016
© All rights reserved to AppSec Labs Ltd.




M TepCatcher® @VERSION® running on

Application security (==

@App&.ec

[ Captured Trafic | HTML Pages | Settings |
& . = = et 15 Hacmelava
‘i & Date | Size | Dire.. Content : e —— ——
[ A R P F o I — g File .
3 94313AM . E‘:{I‘:‘mﬂ- admin:secret:Ads Ministrator-5000 0
4 943:23 AM ... Right click to filter 9etFile=about txt Username: admin 0
5 94324 AM 185 Y <breHacmedava v1.0<br><br>Hacking and 0
6 9:43:43 AM . 12 A getProducts [ Welcome | User Profile | Add User | View Users | Shop | Inbox | About | 0
7T 94343 AM .. 126 9 AppSec Labs Secure Laptop:2500.26:Apg| 0
8 9:43:43 AM .. 21 ﬂ getUserBalance:admin 0
9 94344 AM 5 % 5000 0
l 10 94346 AM 17 A getProfile:admin 0
| 11 94346 AM | 34 & admin: secret:Ads Ministrator:5000 0
12 94413 AM 18 A getViewUserstrue W | |—[ S i 0
! 13 9:44:13 AM ... 143 \ attacker attacker789:Mr. Robot:0-false;add) e Co m e O m e r 1 m PSO n 0
14 9:44:14 AM ... 12 A getProducts 0
¥ 15 S44:16 AM . 128 ‘ AppSec Labs Secure Laptop-2500:26:Appl| 0
16 9:44:15 AM .. 21 ’ getUserBalance:admin u
17 S44:16 AM . 5 %y 5000 0
18 9:44:16 AM .. 18 ﬂ getFile=about txt D ADDS?C 0
19 944:16 AM .. 165 9 <breHacmeJava v1.0<br><br=Hacking an Application security (W] =1=] 0
20 944:18 AM . 17 ﬂ getProfile:admin 0
21 94418 AM . 34 %y admin:secret:Ads Ministrator:5000 LR - 0
22 94431 AM a7 ﬂ updateProfile=admin:secret:Homer Simpsone:... /M127.0.0.1:. /M10.0.0.106... 1 0 [
24 94447 AM 13 S adminsecret M27.0.0.1... /10.0.0.106.. 12 0 cnn HY 0" '
25 9:44:47 AM .. 20 ‘ Homer Simpsone:true M2T.0.0.1:... M0.0.0.106... 12 39

)
-

IMHERE FORTHE
COMMENTS

© All



What Really Happened? D APRSeEC

At didn’t work!

Olet’s say | got this........ ...nl's'vmusw._h

C:slUsersskeizersDesktop~0OUWASP > java —jar HacmedJavaClient_8SSL.jar S55L

C=GB, 3T=hacme.java, L=hacme.java, O=hacme.java, OU=hacme.java, CM=hacme.java
Pleaze, do not try to MitM me?

OLet’s decode:

Login.class

System. setFProperty("javax.net.ssl.trust3tore™, "k3");
S55LSocketFactory sslsoccketfactory = (S5LSccketFactory) 35LSocketFactory.getDefaulkb():
HostnameVerifier hnf = new HostnameVerifier()
{
public boolean verify(String argl, 55L3ession argl)
{
try
i

Certificate cert = argl.getPeerCertificates()[0]:
¥509Certificate x = ¥X509Certificate.getInstance(cert.getEncoded()):
System.out.println{x.getSubjectDN({) .getHame () ) r

String owasp = "OWASF IL";

X500Hame owner = new X500Name (x.getIssuerDN({) .getName());

if {{owner.getOrganization().compareTo("HacmeJava, Inc.™

{owner.getCommonName () . compareTo ("hacme.java™) == 0) =
{owner.getLocalitv () .compareTo ("localhost™) == 0} &=
{owner.getOrganizationallUnit() .compareTo("Insecurity™) == 0) &&

" om

{owasp.compareTlo (owner.getState () +
return true;

}

return false; pSec Labs Ltd.

+ owner.getCountry()) == 0})) |




[Now, That my friends.... N D AppSec

_— -

81s SSL pinning!

8The application validates the info of the received
(TcpCatcher’s) certificate, against the wanted info,
hardcoded in the class.

8Since it’'s a self-signed certificate — we could just
replace it with our own.

8You passphrase is: “OpenSSL”
O Create you own self-signed certificate
OFill in the required info (found in the class)
OInstall the new certificate in the KS.
0Should do the trick!

© All rights reserved to AppSec Labs Ltd.



I Keytool D Oaeesec

O keytool -keystore clientkeystore -genkey -alias client

CisllzeprsskeizersDesktop~OWASP*keytool —keystore clientkeustore —genkey —alias client
Enter keystore password:
Re—enter new password:
lhat iz your first and last name?
[Unknownl: UWho me?
llhat iz the name of your organizational wnit?
[Unknownl:= SWAT
llhat iz the name of your organization?
[Unknownl:= FBI
llhat iz the name of your City or Locality?
[Unknownl: USA
llhat iz the name of your State or Province?
[Unknownl:z: MR
llhat iz the two—-letter country code for thiszs wnit?
[Unknownl:= US
Is CH=Who me?, OU=SWAT,. O=FBI. L=USA, 5T=H-sA, C=US correct?
[nol: yes

0 keytool -keystore clientkeystore -certreq -alias client -keyalg rsa -file client.csr

chentkeystore - KeyStore Explorer 5.2.1

File Edit View Teoocls Examine Help

#a L H: % H 'ﬂ 1 U. wl H
dientkeystore
T| |H |E|l Entry Mame Algorithm Key Size Certificate Expiry
=|"

© All rights reserved to AppSec Labs Ltd.



@ TcpCatcher does not support using your own
certificate

@ only on-the-fly ones with a single value.

© All rights reserved to AppSec Labs Ltd.



[Other Possible Scenarios \ DAPPSEC

8Checking that its “actually” a Root CA
@ Create a Root CA, using OpenSSL
0Sign your certificate with the RootCA

8Import the new Root CA into the default KeyStore
(default password: changeme)

8Pinning the Root CA
8You might need toactually sign your own certificate

8Pinning the intermediate

8You’ll probably have to patch the code and replace the int.
public key with your own.

8Using self-created KeyStore
8 Replace the KeyStore

8 Might require some patching the bypass possible KS
validations (e.g. checksum)

© All rights reserved to AppSec Labs Ltd.



Let’s hook in runtime!

a

(a]

Goodbye stcppipe.

Hello... JavaSnoop!

L
|

Welcome to JavaSnoop!

A program for hacking Java applications.

hitpelwanw.as Securi

What process do you want to hack?

An existing process

Lomftools/javasnoo

or

A New process

© All rights reserved to AppSec Labs Ltd.




lDay 2: JavaSnoop D DAeeses

O Attaches into any app running over JVM

@ Hook methods

@ Tamper with parameters, print stacks, etc.
(hooseaprocesstoattach

gl MLl seedri o @

P-4 com

Procass I 2Ta
Ve SV A el 52 Mool PSRN D cnc Oodlinag =UTF-8 -Dijava westun iy debeg
Wt o pumeerd s, O & evalualion D sktop |
i gy sk A

I OWASP

AppSec Israel 2016 w-—



AppSec

Application security (==

DEMO TIME .--......

megmegeneraionnet

OWARSP 1O

AppSec Israel 2016
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Application security (==

@Appsec

@ JavaSnoop == 2%
File Actions Class Man~—; o — == | 52 |w
B Add new function hook 1
Enabled S I
Operand |
Class: | | | Browse... |
WY R T | 1
B Choose class - 3510 classes loaded ﬂ

Begin typing the name of the class you want to find: [ | Only show classes with main{) methods
| | Hide Javal/Sun classes Hide JavaSnoop classes

| Add New Hook... ||:

On execution

) Login -
] Print parameters Login$1 -
[]..to console “~u | |Login$2
[ - to ie: e I WI I.I. FI N n
MainWindow

1| |mainwindows1
MainVWindow$2
[] Run custom script MainWindow$3

| Edit Script... | MainWindow$4
] MainWindow$5s
[] Tamper with parameJ MainWindow$6

MainVWindow$ 7

MainWindow$8
[] Pause program MainWindow$9
jdk.internal.org.objectweb.asm.AnnotationVisitor (abstract)
jdk.internal.org.objectweb.asm.Annotation\Writer
jdk.internal.org.objectweb.asm.Attribute
jdk.internal.org.objectweb.asm.ByteVector
jdk.internal.org.objectweb.asm.ClassReader
jdk.imternal.org.objectweb.asm.ClassVisitor (abstract)
jdk.internal.org.objectweb.asm.Class\Writer

[J] Tamper with return w

YouR,

Finished setting hooks at 9:32:52 PM




B Search for function

#

Application security (==

@ADDS?C

%ﬁ—

S |

=

Type part of the function name you want to search for: Hide Javal/Sun classes Hide JavaSnoop classes
|user | Search [ | Return type lgnore case

Return Method
java.lang.5... |private java.lang.String MainWindow$9.getUsers(java.lang.Boolean)
int private int MainWindow$9.getUserBalance(java.lang.5tring)
void private void MainWindow$1.createMewUser(java.lang.string)
[Ljava.lang....[private java.lang.String] MainWindow.getUserProfile(java.lang.String)

© All rights reserved to AppSec Labs Ltd.




Application security (==

@Appsec

.

¥ JavaSnoop = | = [
File Actions Class Management Settings Help
Enabled ClassiMethod Inheritable Conditions
MainWindow$9.getUs ers(Boolean) L] Parameter | Operator Operand |
® Always hook (7 Hook IF " Don't hook IF Add Conditign
Add New Hook... Delete Hook
On execution

[] Print parameters [_| Print stack trace

[ ] ..to console

[ ] .. tofile:

| Browse...

[ ] Run custom script

| Edit Script... |

Tamper with parameters

Tamper with return value

[ | Pause program

[ Console | Decompiled Code |

SOUNDS LIKE
AN EVILIPLAN..

© All rights reserved to AppSec Labs Ltd.



8 Server checked the value... ®

8 What next?
O Let’s patch the JAR!

© All rights reserved to AppSec Labs Ltd.



Divectory of C:xlserssevaluationDesktopstemp

A6.-A3.-2016 A7:57 PM <DIR> .

. s B6-83-2816 @7:57 PHM <DIR> - -

Da Fal 11,12,2012 ©4:05 PM 29,272,452 I . jor
s 1 File<s> EF EFE . H94 DUTEs

2 Divds> 19.498,.246.144 hytes free

C:sUserssevaluationsDesktopsienbrjar —xf [NNIEINIG. j->r

CislUszerssevaluationsDesktogftemprdir

// extract jar
. . Jolume in drive C has no fabel.
# Jar 'Xf myapp,Jar Uolume Serial Humbher is ZBAB-B3AA

Divectory of C:xlsers aluation~Dezsktop~temp

B6-83-2016 @7:57 PM <DIR> -

// pack jar @6/@3,2016 B7:57 PM4 <DIN> -
@6,/03/2016 @7:57 P <DIR> com

# jar —cvf <desired.jar> <files> GRS AENA

B6-83-2016 @7:579FM <DIR> mseries
B6-83-2616 @7:5 PM <DIR> test
File<s > L9, 272,954 hytes

// update jar f Dir(s> 19,434.831.872 hytes free
. . . C=xUzerssevaflation~Dezsktop~temp>
# jar -uf <file.jar> <my.class>

k3

C:sUserssevaluationsDesktopstempXjar —cof G- i3

= YHZL>» Cout= 44H>{def lated 4ZLx>
adding: test/|ER -ht-acussimulation/port
= 545) Cout= 323>(deflated 481>

adding: test. il - ht acu/sinmulationsScript
33 (def lated 57x>

adding: test .-t acu/simulationsSimus
805> (out= 43%93<{deflated 45>

adding: test/IER . Lt acussimulationsSingfcriptReader.class{in = 716
4037 > (def lated 55x>

WHAT THE HELL®292

EventGenerator.

sts.class{in = 2799>

iptReaderbFireMessage.cl

C:xUzerssevaluationsDesktop~temprdir
Jolume in drive G has no label.
Uolume Serial Mumber iz 2888-B3AR

Directory of C:slUserssevaluationsDeskigbpstemp

B6-83-2816 GBE:88 M <DIR> -
B6-83-2816 GBE:88 M <DIR> --
06/83/2016 @7:57 PM  <DIRA =

SH3~ H o=
B6-83-2816 BE:81 PM 14.485.328 --.'_iar
B6-83-2816 @7:57 PM <D mECTEEE
B6.-83-2816 @7:57 M <DIR> test

1 File{s>» 14,405,328 hytes
6 Dirds> 19.420,.426.240 bhuytes free

© All rights reserved to AppSec Labs Ltd.




Let’s Modify Classes Directly! B AReSeCc

) nanagemend] ¥ | K23 |
Help
-
Name = | | Date modified |-
editors 5f25/2016 2:32 PM
5 5/25/2016 2:32 PM'
Nodes.class 016 2: I
W ConfigParams.class -
el.class
el$l.class
_ 3
I 5
o
i
i
5 . There is always hope.
55 " "5[25/2016 2:32 PM
dListener.class 5f25/2016 2:32 PM
ccourt . class 5/25/2016 2:32 PM
55 5/25/2016 2:32 PM'
ngeable,class 5f25/2016 2:32 PM
ngeabletd ] .class 5/25)2016 2:32 PM
ngeablet?. class 5/25/2016 2:32 PM
nnaahlatFuant clace Ef7SIPNIA 737 P

O Now, how do you modify class files??

© All rights reserved to AppSec Labs Ltd.



Application security (SEE1 =YY

C @App&ec

@ Java Bytecode Editor - http://set.ee/jbe/

File Edit Browse Window Help

WO 0RO

oo General Informakion ~iaEneric inko;
j,. Canskant Poal Aktribute name index:  cpinfo #25

Interfaces Aktribute lenagth; 133

Fields
Methods ~ Specific info:
"Ly =clinit> Bytecode | Exception table | Misc | Code Editar
- SendMsgServerioid
-1 SendMsgServerString
< L readal

< <initz

. gekUserProfile
| gekabout

aconst null
astore 1
A0
1ldc w #5350 <getFile=about.txt>
invokespecial EEB <m1nduwfﬁendﬂsg3ErverString|:Ljava,-"lang,-"String.
2 astore 1
10 aload 1
11 areturn
12 astore 1
13 aload 1
14 invokevirtual #5535 <java/lang/Exception/printitackTrace()V:=
17 aconst null
18 1de w #3538 «<Connection Faild, Zerwer nay be down!>

[n LSV I |

- accesshl
- arcesshl
~ | accessE3

- accesshd
- arcessdn
~ | access$b

W0 -1 o e W M

R P
WM RO

"L access§? 14 21 invokestatic #540 <javax/swing/J0ptionPane/showMessageDialog(Liava/an
-, arcess$E 15 24 1dc #124
le 26 areturn

~ | access$o
Attributes

t— HHHHHHHHHH

© All rights reserved to AppSec Labs Ltd.



http://set.ee/jbe/

@ https://en.wikipedia.org/wiki/Java bytecode instruction listings

" avagytecode | humen
ifeq / ifne if value is (not) 0, branch to offset

if _icmpeq /if _icmpne if ints are equal / not equal

iconst_0 /iconst_1 load int=0/ int=1

aload 0 load a reference into a local variable O

astore_1 store a reference into local variable 1

dcmpg compare two doubles

areturn return a reference form a method

fneg negate a float

ireturn return an integer from a method

ldc push a constant from a constant pool to the stack

OWARSP 1

AppSec Israel 2016
© All nghts reserved to AppSec Labs Ltd.


https://en.wikipedia.org/wiki/Java_bytecode_instruction_listings

[Java Bytecode Editor D ©seeses

@ Demo time...

= 0WASP 1§
AppSec Israel 2016 S
© All rights reserved to AppSec Labs Ltd.



aload 0

ifnull 14 (+13)

aload 0 .

getstatic #3 < fuser/management/ I User/ADMIN L Jir.
invokevirtual #4 < /interfaces/util/|  InsensitiveString/equals{Ljav
ifeq 18 (+7)

iconst_ 0

goto 19 (+4)

iconst 1

ireturn

0. Load something...

1. If null 2 jump to 14 (const_0)

4. Load something...

5. Get static “ADMIN”

8. Invoke equals(x,y)

11. If equals = jump to 18 (const_1)
14. (no jump) const_0

15. Go to =2 19 (return)

18. const_1

19. return

© All rights reserved to AppSec Labs Ltd.




Application security (==

@Aop&ec

E |8 Hacmelava Eléu

File

Username: attacker

[ Welcome | User Profile | Add User [ View Users | Shop | Inbox | About |

Client says: You are not allowed to view users |

© All rights reserved to AppSec Labs Ltd.




Application security (=] =T

=

o @Appsec

&% Java Bytecode Editor

File Edit Browse Window Help
Woe T MO

@ General Information 'Gumthfnc
. Constant Pool Attribute name index: o info =179
). Interfaces Attribute length: 43

o888

- Spedific nfo:
[Bytecode | Excepton table | Mc|[Code Eator]

aload_0
ifnull 9

aload 0

getstatic | 'user/management/ Use
r/ADMINI:/interfaces/util/l | InsensitiveStr
ing;

S5|invokevirtual -1nte rfaces/uti lnme nsiti

ETESSIONS

‘ermissions veString/equals(Lijava/lang/Object;)2
yUserPrefData 6|ifeg 9

N [iconst g

g [goete 1O

9|iconst_1

10 |ireturn

=

(@]

f
W R e

5686866688860 88886—08
rrrtrErrrrrrrrEE e @

© All rights reserved to AppSec Labs Ltd.




Application security (=] =Y

C @App&ec

$14aih
E&E

2= 22 2 2o 2 o 2 2 o R o

B2 8608508880880

- Generic info; 1 ]
Attrbute name index: @ nfp 2179
Attrbute length: 43

Socotcnl
' Bytecode | Exception table | Msc | Code Editor |

[ sove method |

1|alcad 0
2|1fnull &
3|aload 0
4
5

getstatic user/management/| | soleUsez/ADMIN | N=/interf aces/utils
invokevirtual I/ intezfaces/util/ | InsensitiveString/equals(Ljava/lang/Cbject;)Z

lAWHElR.

6|ifeq 9

' |iconst ! I
B [gote 10
9|icenst_1

10 ireturn

B ¥ |
THIS NIGGAHERE!}



Application security (==

@ADDS?C

File

Username: attacker

| Welcome | User Profile | Add User | View Usefs | Shop | Inbox | About |
""-:‘j

Username: attacker
Passworid: attacker 789
Hame: Mr. Robot

Balance: -9999
Is an Admin: false

Username: admin ‘
Passwori: secret

Name: Gate Bills " »
r
Name: John Doe

Balance: 5000 K,
{ Lol
1 - -l
‘ -
v
Balance: 2000

Is an Admin: true
- gy a
Is an Admin: false I'_
""""""""""" J 3
. o s S -

© All rights reserved to AppSec Labs Ltd.

Username: victim - 5

.




@ We needed to create a MitM, to serve as a proxy
between the original MitM and the client, replacing
its on-the-fly certificate with our own certificate

B8 So, now we have: it proxy,

replacing TC's certificate

On-the-fly w/ your own certificate
certificate B Pre-installed
~ ——in KeyStore
~

‘\
‘ Tested client
‘—-— E
'I--l-

X
Searches your certificate
in the KeyStore

il

(— g —
Target server TcpCatcher

YOUIMIGHT EVEN SAY (and finds it!)
§ sy

"CRYSTAL" CLEAR = 0WASP |

AppSec Israel 2016
© All rights reserved to AppSec Labs Ltd.
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@Aop&ec

Application security (==

@ Introducing.... ProKSy

-- What with the “KS”?
-- Stands for KeyStore :P

© https://github.com/nullpQinter/ProKSy

8|

|8 ProKSy by AppSec Labs | = | (=l

Y 5 oy by AppSe Labs

(2] |

| Contguation | i & Reviace | Tr. g inge e M
Local Port: 9870 11 rﬂnnﬁguraﬁon rMatch&Repla{:e |/Tmﬂic |/Lo-g |
Message From Tao Time

Remote Port: 9870 Remot‘l = |admin:secret 10.0.0.105:7190 (10.0.0.101:9370 |2016/09M15 18:58:28
s |Homer Simpson:true 10.0.01071:9870|0.0.0.0:7190 2016/09M15 18:59:28
= |getProfile:admin 10.0.0.105:7192 (10.0.0.101:9370 |2016/09M15 18:58:29

Se.lectl(ey:’itore| KeyStore Pas |~ |[admin:secretHomer Simpson:5000 |10.0.0.101:93870|0.0.0.0:7192 2016/09M15 18:59:30
= |getMessages:admin 10.0.0.105:7194 |110.0.0.101:9870 |12016/09M15 18:59:31
w  [=Pxml version="1.0" encoding="UTF..|10.0.0.101:9870 (0.0.0.0:7194 2016/09M15 13:59:32
= |getFile=about bt 10.0.0.105:7196 (10.0.0.101:9870 |2016/09M15 18:59:32
W [=br=HacmeJdava vi1.0=br==br=Hacki...[10.0.0.101:9870 |0.0.0.0:7196 2016/09M15 18:569:33
= |getProducts 10.0.0.105:7198 (10.0.0.101:9870 |2016/09M15 18:59:33
W |[AppSec Labs Secure Laptop:2500:... [10.0.0.101:9870|0.0.0.0:71988 2016/09M15 13:59:33
= |getl)serBalance:admin 10.0.0.105:7200 (10.0.0.101:93870 (2016/08/15 18:59:33
 |5000 10.0.0.101:89870 (0.0.0.0:7200 2016/09M15 13:59:34
= |getViewlserstrue 10.0.0.105:7202|10.0.0.101:9870 | 2016/09/15 18:59:34
W |attackerattacker782:Mr. Robot-2:fal.. [10.0.0.101:9870(0.0.0.0:.7202 2016/09M15 18:59:34



https://github.com/nu11p0inter/ProKSy

lDemo Time! N B APESeC

LIVEDEMO

© All rights reserved to AppSec Labs Ltd.



@ What did not work for me, might work for you
@ Java — might not (fun) “writable”, but “readable”
© Never give up - there’s no such thing as “unbreakable”

8 We love memes

© Download ProKSy!

© All rights reserved to AppSec Labs Ltd.



@ APE - TCP (.net) Proxy for Hooking
https://appsec-labs.com/advanced-packet-editor/

@ ProKSy - TCP/SSL Proxy for SSL Pinning
https://github.com/nullpOinter/ProKSy/

@ JavaSnoop - Java Runtime Manipulation
http://www.aspectsecurity.com/tools/javasnoop

@ JBE/rel - Java ByteCode Editing
http://set.ee/jbe/
https://sourceforge.net/projects/rejava



https://appsec-labs.com/advanced-packet-editor/
https://github.com/nu11p0inter/ProKSy/
http://www.aspectsecurity.com/tools/javasnoop
http://set.ee/jbe/
https://sourceforge.net/projects/rejava

lThank you! see you @ OWASP IL 2017 QAPPSR



mailto:Tal@AppSec-Labs.com
http://appsec.it/
https://github.com/nu11p0inter
http://lnkdin.me/cyber
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