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Vulnerability Statistics for 2014* 

 167 IE vulnerabilities 

 87  Chrome vulnerabilities 

 79  Firefox vulnerabilities 

 ??  Opera               

 

* Gathered on 18/8/2014 from NVD 



Memory Corruption Vulnerabilities 
 Stack/Heap buffer Overflows 

 Integer Overflow 

 Pointer Vulnerabilities (UAF/Double free) 

 Format Strings 
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Microsoft Security Bulletin MS14-051 
(August, 2014) 

 What’s wrong here?! 

 



Case Study: CVE-2013-3897 
 Use-After-Free  vulnerability in IE (MS13-080)  

 ROP chain to defeat DEP 

 Using target-based non-ASLR modules 

 Office 2007/2010 - hxds.dll (location.href = 'ms-help:‘) 

 Msvcrt.dll  

 JAVA 

 Heap Spray to allocate ROP chain around 0x14141414 

 

 

 

 

 



Memory Layout Importance 
 Shellcode should be placed in a predictable address 

 Allocations should be adjacent  

 Front-End Managers 

 Look-Aside List (LAL) 

 Low-fragmentation Heap (LFH) 

 Predictable/controllable allocations 

 Heaplib 1.0 by Alexander Sotirov (Heap Feng Shui) 

 Heaplib 2.0 by Chris Valasek 

 

 



CVE-2013-3897 Exploitation 
 Inspect memory layout during exploitation 



Endpoint-based exploit mitigation solution                            
(one of not so many) 

 EMET by Microsoft (latest version 5.0) 

 Free exploit mitigation application 

 Thwart memory corruptions exploits (among other things) 

 0xdabbadoo excellent EMET v4.1 Report 
http://0xdabbad00.com/wp-content/uploads/2013/11/emet_4_1_uncovered.pdf 

 
 

 

 

 



Endpoint-based solution disadvantages 
 Kernel based vulnerabilities can evade it 

 Invasive - application compatibility issues 

 Enterprise maintenance (install, manage, update, etc.) 

 Can be detected 

 

 



Lockheed Martin “Kill Chain” 
 Describes phases of intrusions 

 Mapping Indicators to defender courses of actions 

source: http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf 
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 Describes phases of intrusions 
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The Idea 
 Exploiting memory corruption vulnerabilities requires 

a certain memory state 

 

Manipulating the memory state   

= 

 Destroying the exploit 
(making it less reliable) 

 



The Approach 
 Assume: All websites are guilty until proven innocent 

 Install a network proxy that monitors HTTP(S) 

 Rewrite responses to include a JS library 

 

 The library desired effect: 

 Destroy exploits memory layout 

 Preserve user experience and performance 

 

 Think “Anti-Heaplib” or “JavaScript ASLR“ 
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How does it work? 
 Hooks JavaScript elements that are used in exploits 

 Array (push/pop/..) 

 String (insert/remove/..) 

 

 Manipulates hooked functions 

 “Setters” destroy layout 

 “Getters” restore layout 



The Manipulations (partial list) 
 Bit flipping 

 Switch between bits 

 String reordering  
 e.g. Reversing Strings: “SHELLCODE” -> “EDOCLLEHS” 

 Array swapping 
 Swap(Arr[i],Arr[j]) 

 Asynchronous defragmentation 
 setInterval() + Dummy Allocations + Garbage Collection 

 

The proxy randomizes the manipulation technique on each 
iteration to avoid attackers adjustments 



Example: 
Before Array Manipulation 
 B 

var arr = new Array(); 

arr[0] = 

“nop+shellcode”; 

How it looks in JS How it looks in memory 



Example: 
After Array Manipulation 
 B 

var arr = new Array(); 

nset(arr,0, 

“nop+shellcode") 

How it looks in JS How it looks in memory 



Why does it work? 
 

JS doesn’t care about the memory layout 
(so we hook and manipulate it, keeping it transparent) 

 

Exploitation does 
(layout manipulation breaks attacker assumptions) 



Introducing Amnesia 
 JS library to manipulate browser memory layout 

 MiTM proxy which injects the lib to HTTP/S traffic 
 

http://mitmproxy.org/images/mitmproxy.png


Breaking CVE-2013-3897  
with Amnesia 



The Challenges 
 Engineering Challenges: 

 User Experience (not breaking ‘good’ websites) 

 Multi-Browser Support 

 Performance 

 

 Security Challenges: 

 Multi-layer obfuscation 

 Multi-Stage exploits 



Flash is the new black 
 Layout manipulation via Flash become popular 

 HTML+JS to setup the ground for exploitation 

 Flash object to setup the memory layout 

 Trigger the attack from JS or Flash 

 CVE-2014-1776, CVE-2014-0322, CVE-2013-3163, … 

 

 Automation is harder  

 Environment needs all the elements to reproduce 

 Evasion tricks 

 



SWF Wrapping 
 Network Side (Proxy): 

 Replace the original SWF link with a link of a wrapper SWF 
 Pass the original SWF to the wrapper as an argument 
 

 Client-Side (Browser): 
 Download & Execute the wrapper SWF file 

 

 Client Side (Flash): 
 Download the original SWF file 
 Bytecode reflection 

 

 Manipulate 
 Direct bytecode manipulation  
 Decompile -> Manipulate -> Recompile 

 



SWF Wrapping 

Proxy + Amensia 



SWF Wrapping 

Proxy + Amensia 

SWF Wrapper 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

myArrayImpl myStringImpl 

Original SWF 
Bytecode 

… … 



SWF Wrapping In Action 



Future Work 
 PDF JavaScript 

 JIT spraying  

 Forced HeapSpray  

 Asynchronous defragmentation improvements 

 Shellcode scrubbing 



Summary 
 Exploiting memory corruptions is hard but popular 

 End-Point solutions work but come with a price 

 Network-based exploit mitigation alternatives exist 

 

Amnesia 
Open Source JS library to 

 destroy memory corruption exploits 

 
https://github.com/djteller/Amnesia 
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Thank You 
 

 

Check out our projects  
@ 

https://github.com/djteller/ 

      @djteller  @adihayon1 

 
      Security Innovation Group 
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