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HELLQ!

I aAM HANS—MARTIN MUNCH

I AM HERE TO TALK ABOUT JMX...
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W/HY BOTHER??



i) € || + 1 @ hup://localhost:8080 jmx-console/HtmlAdaptorZaction=inspe @ =/ Q.

MBean Inspector

[ O z
O o = ean View
ool JR0ss JMX CONSOLE

MBean Name: Domain Name: JMImplementation
service: LoaderRepository v

MBean Java Class: org.jboss.mx.loading.UnifiedLoaderRepository3 TONS OF TOOLS TO pOWN TH E SYSTEM

Back to Agent View  Refresh MBean View

MBean description:

Management Bean.

List of MBean attributes:

7/
CacheSize i @ L‘.

‘URLS Z [
e T HAPPY HACKER Il

Instance




JEE SERVICES WITH JMX SUPPORT

ToMcaT SAP NETWEAVER
JBoss J‘M X AcTiVE MQ
I HAZELCAST

ETTY

WEBLOGIC

SoNATYPE NEXUS
CiTriXx CoMMAND CENTER
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WHAT 1S TMX?

...OR THE ,JMX ELEVATOR PITCH"...
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Java MANAGEMENT EXTENSIONS
(JMX) 1s A JAVA TECHNOLOGY
THAT SUPPLIES TOOLS FOR
MANAGING AND MONITORING
APPLICATIONS, SYSTEM OBJECTS,
DEVICES (E.G. PRINTERS) AND
SERVICE—ORIENTED NETWORKS.
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SIMPLIFIED:
IJMX 1s SNMP ON STEROIDS
FOR Java APPLICATIONS
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IJMX FUNDAMENTALS

IT IS ALL ABOUT FUNDAMENTALS, FUNDAMENTALS, FUNDAMENTALS
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MaNAGED BEAN (MBEAN)

W/HAT IT IS:

X THE STUFF THAT YOU MANAGE ViA JMX (RESSOURCE)
X THE MODEL IN MVC CONCEPT

X Just A JAVA CLASS

CLASS MUST FOLLOW SOME RULES:

X IMPLEMENT A INTERFACE

X DerFAULT CONSTRUCTOR (NO PARAMETERS)
X NAMING CONVENTIONS




MBEAN EXAMPLE — INTERFACE

public interface HelloMBean {

// Attribute , name”
public String getName();
public void setName(String newName);

// Methods
public String sayHello();



MBEAN EXxaMpPLE — CODE

public class Hello implements HelloMBean {
private String name = "OWASP Munich";

// Attribute , name”

public String getName() { return this.name;}
public void setName(String newName) { this.name = newName;}

// Methods
public String sayHello() { return "hello: " + name;}



MBEAN—SERVER

SERVICE FOR MBEAN MANAGEMENT
REGISTRATION OF MBEANS

FORWARDS MESSAGES TO MBEANS

FORWARDS EVENTS FROM MBEANS TO EXTERNAL
COMPONENTS ‘

X X XX

REGISTRATION/ACCESS:

X REQUIRES A DISTINCT NAME (LIKE A URL)

X ForMAT: DOMAIN-NAME:KEY/PROPERTY

X ExaMPLE: DE.MoOGWAISECURITY: TYPE=OWASPDEMO



MBEAN SERVER — CODE

// Get local mbean server

MBeanServer mbs = ManagementFactory.getPlatformMBeanServer();

// Create a name and MBean Instance
Hello owaspBean = new Hello();

ObjectName mbeanName = new
ObjectName ("de.mogwaisecurity:type=OWASPBean") ;

// Register the name and MBean at the local server
mbs.registerMBean(owaspBean, mbeanName) ;



JCONSOLE

X GraprHicaL TooL (PART OF THE JDK)
X REALLY USEFUL ©

W/HAT IT CAN DO:

X CONNECT TO A MBEAN/JMX SERVER
X GRaAPHICAL BEAN OVERVIEW

X LocaL — via PROCESS 1D

X REMOTE — via Java RML

Cr nnection

300

(1 JMimplementation

L] com.sun.manageme
4 de.mogwaisecurity
v Auributes
Name
v Operations
sayHello
[ java.lang
L java.nio
{3 java.util.logging

Window Help

pid: 36468 de.mogwaisecurity.MyMBeanServer (disconnected)

M summary [N

| Overview

MBeaninfo
Name

Info
ObjectName
ClassName
Description
Constructor-0:
Name
Description

Descriptor

Info:
immutableinfo
interfaceClassName
mxbean

Memory

Threads  Classes

Value

de.mogwaisecurity:type=OWASPBean
de.mogwaisecurity. Hello
Information on the management interface of the MBean

de.mogwaisecurity. Hello
Public constructor of the MBean

Value

true
de.mogwaisecurity.HelloMBean
false




DEMO

LocaL MBeaN CONNECTION



JIJMX CONNECTORS

X PROVIDES REMOTE ACCESS TO A MBEAN SERVER

X BasicaLLy A CLIENT-/SERVER StuB

X NO REAL DIFFERENCE BETWEEN LOCAL/REMOTE COMMUNICATION
X YOu CAN CHANGE TRANSFER PROTOCOLS (HTTP/MORSE CODE/)

JMX Runtime

MBean Server

JMX TN
Client JMX Connector
e -

Server
JMEX Connection
Connector Stub




X NormaLLy Java RMI (REMOTE METHOD INVOCATION) IS USED

JIJMX CONNECTORS

X ENABLED VIA COMMAND LINE PARAMETERS

ExAMPLE WITH NO AUTHENTICATION:

-Djava.rmiTservetr.hostname=192.168.0.32

-Dcom.
-Dcom.
-Dcom.
—Dcom.

sun
sun
sun
sun

.management. jmxremote

.management. jmxremote.port=8888
.management. jmxremote.ssl=false
.management. jmxremote.authenticate=false



IMX ADAPTORS

X SiMILAR TO JMX CONNECTOR

X BuUT — PROVIDES WHAT THE CLIENT EXPECTS (FOR EXAMPLE HTTP)
X No ,CLIENT Stus®

X YOU CANT USE EVERYTHING (LIKE COMPLEX JAVA OBJECTS)

X COMMONLY USED BY NON—JAVA SOFTWARE

M’

f Wes IMX |} ——>} MBEAN-
CLIENT <~ ADAPTOR <‘ SERVER

e e S




\

DEMO 3

JMX oN TomcaT 7



TomcaT /

JIJMX CONNECTOR Via RML

X ENABLED AT JAVA START VIA COMMAND LINE PARAMETERS
X EXAMPLE FOR DEBIAN: /ETC/DEFAULTS/TOMCAT/

JMX HTTP ADAPTOR A.K.A. PROXY SERVLET
X PART OF THE TOMCAT ADMIN APPLICATION

X REQUIRES DEDICATED USER ROLE (MANAGER—IMX)
X /MANAGER/TMXPROXY



NO AUTHENTICATION ?

SECURE YOUR RMI CONNECTIONS:

X TLS/SSL ENCRYPTION

X USERNAME/PASSWORDS

X SUPPORT FOR ROLES/GROUPS, FOR EXAMPLE READONLY ACCESS
X MOST INSTALLATIONS USE ONLY ONE ACCOUNT
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ATTACKING JTMX

..GIVE ME SOME SHELLS BRO...



IMX POWNAGE THROUGH MLET LOADING

X .DiscOVERED" BY BRADEN THOMAS (ACCUVANT — NOW OPTIV)
X HE READS DOCUMENTATION ©

|
JITT S

Braden Thomas is a senior research consultant with Accuvant LABS'

research consulting practice. Braden has expertise in vulnerability discovery,

fuzzing, exploitation technigues, malware analysis and protocol analysis.
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A REMOTE CLIENT COULD CREATE A JAVAX.MANAGEMENT.LOADING.MLET
MBEAN AND USE IT TO CREATE NEW MBEANS FROM ARBITRARY URLS, AT
\ LEAST IF THERE IS NO SECURITY MANAGER. /
\ &

IN OTHER WORDS, A ROGUE REMOTE CLIENT COULD MAKE YOUR Java
AP SAn A i

APPLICATION EXECUTE ARBITRARY CODE.
AP RS oo



ATTACKER

@5

@>

ATTACK FLOW

JMX SERVICE

>

<
<

@»
@>
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INVOKE LOADING.MLET
LOADING.MLET PARSES MLET
CONFIGURATION FILE (HTML)
[ OADS AND INSTANCES
MBEAN FROM MLET FILE

=> ATTACKER CODE

ATTACKER INVOKES MALICIOUS
MBEAN



I WROTE A TOOL FOR THAT...

MJET — Moawail JMX ExXPLOITATION TOOLKIT

TWO PARTS:

X METASPLOIT—MODULE (MLET—WEBSERVER, PAYLOADS AS MBEANS)
X Java—-ParTt (RMI/JMX COMMUNICATION)

You cAN DOWNLOAD MJET FROM MY GITHUB ACCOUNT...



..BUT YOU CAN JUST USE METASPLOIT

JuaN VAZQUEZ ADDED
RMI/JMX suPPORT TO

Hans-Martin Minch
Y The moment, when you wrote a tool, and then realize that

METASPLO”‘ INCLUDING AN b_juan_vazquez_ already did it :-( . bit.ly/15BiY6J

Ubersetzung anzeigen
EXPLOIT FOR INSECURE JMX Add support for RMI to Rex / Rewrite java_rmi_serv...
S ERVlCES/M LET LOADING This pull request includes: Adds support for i;{MI t_o rex

Adds a module mixin to use the RMI protocol Add JMX

mixin Some fixes to the rex/java/serialization code Re...

..AWESOME WTF WORK...

Kurzfassung ausblenden
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ExpLOITING JMX via METASPLOIT
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Is THIS COMMON?

No Yes

IMX ovErR RML 1S NOT ENABLED BY MONITORING GETS MORE IMPORTANT.

DEFAULT MAYBE SOMEONE FORGOT TO ENABLE
AuTH.

ONLY WORKS IF AUTHENTICATION IS
DISABLED IMX IS PART OF JAVA, NOT A PRODUCT..

AFTER ALL YOU ONLY NEED TO SUCCEED
ONCE..
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Is THIS COMMON?

& https://searchcode.com/?g="jmxremote.authenticate%3Dfalse"

LET'S ASK SEARCHCODE
@ searchcode jmxremote.authenticate=false"
X 598 RESULTS

X MANY ,TEST* SCRIPTS...

setenv.sh in ironore-server h

#IRONORE_OPTS="$IRONORE_OPTS -Dcom.sun.management. jmxremot
mxremote.port=929Z -Dcom.sun.management.jmxremote.ssl=fals
ote.authenticate=false”

. # or optionally, you might want to explicitly aives wvour ¢




Is THIS COMMON?

hazelcast DocumMENTAtION veso ss2-rusoston oo asg 27, 201

SOME PEOPLE JUST FOLLOW

THE OFFICIAL DOCUMENATION ©
Monitoring with JMX

1. Preface You can monitor your Hazelcast members via the JMX protocol.
2. What's New In Hazelcast 3.5 "
« Add the following system properties to enable

* -Dcom.sun.management. jmxremote

s -Dcom.sun.management.jmxremote.port=\_portNo\_ (to specify JMX port) (optional) <‘

+ Enable the Hazelc: erty hazelcast. jmx (please refer to the

* using Hazelc onfiguration (API, XML, Spring).

s orby > system property -Dhazelcast. jmx=true

» Use jconsole, jvisualvm (with mbean plugin) or another JMX compliant monitoring tool.




WHAT AUTHENTICATION IS ENABLED ?

X YOu NEED TO FIND/BRUTE FORCE CREDENTIALS

X LOADING MLETS IS NO LONGER POSSIBLE IF AUTHENTICTION IS ENABLED
X YOu CAN STILL USE THE AVAILABLE MBEANS
X AFTER ALL YOU ARE TALKING TO A MANAGEMENT INTERFACE
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DEMO

EXPLOITING TOMCAT ViA JMX METHODS



WHAT AUTHENTICATION IS ENABLED ?

TOMCAT EXAMPLE:
X NO MBEAN TO DEPLOY REMOTE WEB APPLICATIONS (NOT LIKE JBOSS)
X BUT YOU CAN ADD USERS AND GRoupPs ©
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DETECTION

..FINDING JMX SERVICES...



DETECTING JMX ENDPOINTS

)

NMAP DETECTS JMX RMI SERVICES ASs NORMAL Java RMI SERVICES

nmap -sV 192.168.178.236 -p 1099

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-09 23:19 CEST
Nmap scan report for 192.168.178.236

Host is up (0.00060s latency).

PORT STATE SERVICE VERSION

1099/tcp open rmiregistry Java RMI

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.46 seconds
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DETECTING JMX ENDPOINTS

SOME NMAP HINTS

X DerFauLT: RMI DETECTION WORKS ONLY ON COMMON PORTS

X Use OPTION ,——VERSION—ALL®

X USE NMAP SCRIPT ,RMI—DUMPREGISTRY.NSE“, SEARCH FOR ,TMXRMI*
X TO BE SAFE: USE JCONSOLE
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DETECTING JMX ENDPOINTS

nmap --script rmi-dumpregistry.nse -sV --version-all -p 1099 192.168.178.236

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-09 22:21 CEST
Nmap scan report for 192.168.178.236

Host is up (0.0015s latency).

PORT STATE SERVICE VERSION

1099/tcp open java-rmi Java RMI Registry
| rmi-dumpregistry:

|

| javax.management.remote.rmi.RMIServerImpl Stub
| @192.168.178.236:33701

| extends

| java.rmi.server.RemoteStub

| extends

I

java.rmi.server.RemoteObject
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VULNERABILITY SCANNERS

WHAT ABOUT NESSUS (AND OTHERS) ?

Search results:

onsole DeploymentFileR itory Traversal Arbitrary File Manipulation

'/jmx-console' Authentication Bypass

XInvokerServiet Marshalled Object Remote Code Execution




DETECTING JMX ENDPOINTS

L)

X NEssus DETECTS RMI REGISTRY ENDPOINTS
X AGAIN: SEARCH FOR TMXRMI

Output

Here is a list of objects the remote RMI registry is currently
aware of :

rmi://192.168.178B.236:37666/ Jmxrmi

Port - Hosts

1094 / tcp / rmi_registry 192.168.178.236




(=)

SUMMARY

WHAT YOU SHOULD TAKE AWALY...
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SUMMARY

X JMX ENDPOINTS ARE OFTEN ADMIN—INTERFACES
X COMES IN MANY FLAVOURS (RMI/HTTP)

X OFTEN ALLOW REMOTE CODE EXECUTION

X MIGHT BE MISSED BY THE SECURITY TEAM

X \X/E NEED BETTER TOOLS...



WE NEED BETTER TOOLS...

METASPLOIT PROVIDES NATIVE SUPPORT FOR RMI, JuST LOOK AT
THE EXISTING MODULES FOR EXAMPLES....

SOME IDEAS:
A TD IR Vo
X AuUXILIARY MODULE FOR RMI/JMX DETECTION
X LOGINSCANNER FOR RMI BRUTE FORCE ATTACKS
X AUXILIARY MODULES TO ADD/EXTRACT TOMCAT USERS via RMI

A NMAP OR NESSUS NASL SCRIPT WOULD ALSO BE HANDY ©



THATS ALL!

ANY QUESTIONS?

YOu CAN FIND ME AT
@uONG10
MUENCH@MOGWAISECURITY.DE
HTTPS://WWW.MOGWAISECURITY.DE



REFERENCES

e St
X WikiPEDIA ARTICLE ABOUT JMX

X AUTHENTICATION AND AUTHORIZATION IN JMX RMI CONNECTORS

X AccuvaNTt BLOG — ExpPLOITING TMX RMIL

X ORACLE DOCUMENTATION: MONITORING AND MANAGEMENT USING JMX TECHNOLOGY

X MJET — Moawal JMX EXPLOITATION TOOLKIT



CREDITS

I e

SPECIAL THANKS TO ALL THE PEOPLE WHO MADE AND
RELEASED THESE AWESOME RESOURCES FOR FREE:

X PRESENTATION TEMPLATE BY
X PHOTOGRAPHS BY



