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Erez Metula

B Chairman and Founder
of AppSec Labs

8Book author

@World renowned Speaker
& Trainer E

Manacep Cope
RootkiTs
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Israel Chorzevski
B CTO of AppSec Labs

B@Security consultant and
trainer

B@Security enthusiast

BManager of Mobile and
loT research
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B82010 focus — Mobile (Android, 10S) security

B Special tools & VMs was developed

B Dedicated courses in mobile app security (three peat
appearance at blackhat USA)

B82015 focus — loT security
@ New attack vectors
@ Mitigations and solutions
B Customized security trainings

1

© All rights reserved to AppSec Labs Ltd.
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O Introduction to loT

2 loT technologies
Q10T architecture
@ Common vulnerabilities

B Demos & Videos

© All rights reserved to AppSec Labs Ltd.
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@ [ OXFORD ] A proposed development of the
Internet in which everyday objects have
network connectivity, allowing them to
send and receive data.

© All rights reserved to AppSec Labs Ltd.
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B Connected homes — appliances, locks

B©Smart cars (Automotive)

BWearables

[ www.visionmobile.com/product/iot-breaking-free-internet-things/

B Connected ci

BHealth care THE NUMBER OF 10T DEVELOPERS 2014-2020

B@Transportatic

20il & Gas I
2030

35M
ZEM
2.2M
15M
B13K
300K . I
.|

2014 2015 2016 2007 2018 2019

Source: Google, VisionMobile estimates
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B©10/10 security systems accept ‘123456’

XF

B810/10 security systems with no lockout
B810/10 security systems with enumeration
B@SSH listeners with root/“” access

B86/10 web interfaces with XSS/SQLi

B870% of devices not using encryption

B88/10 collected personal information

B89/10 had no two-factor options
B@Unauthenticated video streaming

@ Completely flawed software update systems

© All rights reserved to AppSec Labs Ltd.
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—————

O1oT layers: Device (sensor / controller), Network,
Application, Mobile, Cloud (APl / Web)

.....

Web
interface

Mobile
app
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@|oT top ten vulnerabilities

e |1 Insecure Web Interface

« |2 Insufficient Authentication/Authorization
e 13 Insecure Network Services

e 14 Lack of Transport Encryption

e |5 Privacy Concerns

« |6 Insecure Cloud Interface

e |7 Insecure Mobile Interface

+ 18 Insufficient Security Configurability

e 19 Insecure Software/Firmware

« 110 Poor Physical Security

© All rights reserved to AppSec Labs Ltd.
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©Hardware Based Security: open it up, dump

firmware, etc

©@Web Dashboard/Mobile Apps - Vulnerabilities in the
web/mobile apps could lead to the compromise of
security for the entire device network.

B8 M2M - Communication between the components:

loT devices could be used fo:
»  Send Spam.

+  Coordinate an attack against a critical
infrastructure.

»  Serve a malware.

»  Work as eniry point within a corporate
network.

© All rights reserved to AppSec Labs Ltd.
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@Why there are so much of vulnerabilities
B Focusing on product-to-market
@A number of products based on prototypes
@ Failure to provide OTA and update mechanisms
B Micro-controllers have limited CPU / RAM
Q@ Existing libraries are not optimized for embedded
B Hardware developers become software developers

©What’s the damage?

© All rights reserved to AppSec Labs Ltd.
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Hack This Toilet and Make It Spray Water All
Over Someone’s Butt

Finally use your hacking powers for good. Each Satis toilet comes preloaded with the
same Bluetooth security pin, “0000," which you
need to enter to control it using the
accompanying app. This means that anybody
who has the Satis app loaded could control any
Satis toilet in their general vicinity.

08/02/13 2:47pm

An attacker could simply download the "My
Satis” application and use it to cause the toilet to
repeatedly flush, raising the water usage

and therefore utility cost to its owner. Attackers
could cause the unit to unexpectedly open/close

the lid, activate bidet or air-dry functions, causing discomfort or distress to user.

© All rights reserved to AppSec Labs Ltd.
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— m High tech car theft: 3 mini X

&~ = C | [ www.networkworld.com/article/2222742/microsoft-subnet/high-tech-car-theft--3-min oy
Avery unhappy BMW owner wrote on 1Addicts, "My BMW 1M stolen without keys in 3
minutes! This is a video of a £43,000 BMW 1M Stolen at 3am in 3 minutes. The thieves
accomplished this by accessing the BMW OBD port in the footwell by breaking the
glass, reaching in and using a device to reprogram a blank key fob. The car was simply

then unlocked and pushed off the drive and driven away. BMW doesn't seem to want

to admit they have a problem, even though over 300 cars have been stolen in March
2012 in asingle UK county.” There are also several videos of BMW key

reprogramming, or cloning the key fob.

thousands of dollars by using the stolen
cards to make calls.

Repairing the faulty traffic lights will cost
JRA about 9m rand ($1.3m; £870,000).

Johannesburg Road Agency
(JRA)said it is investigating the
possibility of an "inside job" after only

© All rights reserved to AppSec Labs Ltd.
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B4a°F Aumo
28.71 wiHg

Mobile Apps

/clear_passcode/
Jconfig/
/dateset/
/delete/

/dir/
/get_passcode/
/get_shot_data/
/gps/
/pkg-upload/
/progress/
/serial_num/
/service/
/set_factory_defaults/
/set_passcode/
/set_windage/
Junwatch/
Jupdatescope/
/version/

Networked Digital Tracking Scope

—.  Scope-to-Trigger
,,,,,, = x Interconnect

Precision Matched ‘
Ammunition

g{thPrr%cgml.%
andard Caliber
Bolt Action Rifie Tag Button

Guided Trigger

Public API Admin API

Config

/set_ammunition/
/set_imagestab/
/set_killzone/
/set_temperature/
/set_record_cooltime/
/set_recording/

Admin

/compmode/
/get_imu/
/powermgr/
/set_advanced_mode/
/set_pgf/
/set_tiltadjust/
[set_wifi/
/ssh_accept/



OTransport attacks

O Bluetooth/LBE (e.g. “Just work” mode)
B8 SMS (spoofing, 2g, new sim inssuance)

Q Etc.
O Electronic “screening”

BOTiming based attack
O Reveal data
@ Disabling other commands

O Power attack
@ Delayed disabling detection
O Battery abuse

©Thing “relocation”

@App":@:

Application security (=] =15 ‘
|

- |

@ Physical threats (fire,
explosion, etc.)

©Lack of CPU power
(encryption, etc.)

aM2M
8@ And more...

© All rights reserved to AppSec Labs Ltd.
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© Some attacks are against the power source of the device
8 No power = DoS
O Leds, thought innocent looking, can be a source of troulgé7/

© Example — calculation of led power consumption

O AA batteries: 2700 mAh

O Leds consume between 5 -20 mA when on

O can easily eat a battery in less than a week

©two AA batteries, using 6mA Arduino current

LED (20mA) on all day: 4 days [avg current = 26mA]
@ LED on/off (1s/1s): 7 days [avg current = 16mA]

@ LED on/off (0.5s/1.5s): 17 days [avg current = 6.5mA]

(]

© All rights reserved to AppSec Labs Ltd.




Arduino UNO 1aMhz AVR

Arduino Leonardo 16Mhz AVR

Arduino Mega 16Mhz AVR

Arduino Due 84Mhz ARM
Arduilno ¥uan 1eMhz AVR + 488Mhz MIPS

Intel Galileo 4gaMhz =86

288
3155

encrypt: public key

decrypt: private key 22365

cyphertext = messaze™ % moc

==» 12596
==» 12082
==» 125396
1a32

175452

ms*

ms*

ms*

ms*

1024 b

5584 msH#
8563 ms#
5584 msH

“Just figuring out if a door was opened or closed took 40
seconds”, said Lars Felber, a spokesman for Elgato

N/A*
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Apple is requiring device
makers using both WiFi
and Bluetooth LE to use
complicated

encryption with 3072-bit
keys

128 bit 1256 bit |512 bit 1024 bit 2048 bit

16160
1383240

© All rights reserved to AppSec Labs Ltd.
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B@Demo (if time permit)

boolean check login (String username, String pass) |
nintd t* hash;
nintd ©¥ existingHash:

SAlook for the user, and grab hizs hash
exXxistingHash = check _user exist _and get password hash(uzername) ;
if [existingHash == NULL)
return false; JS/login incorrect. no hash, therefore user does not exist!

Aflet's check 1if the password is correct, by comparing the hashes
Shal.initi();

Shal.printipass):

hazsh = Shal.rezsult():;

return (hash == existingHash):

© All rights reserved to AppSec Labs Ltd.
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©White box is recommended

DOTake it apart, read the flash memory

B Disassemble the firmware from the manufacturer
@MITM attack exposed most of the traffic

@ Upgrade to a “custom” version

B Exploit shitty embedded C

O Fuzzing

O Logic errors

B@RF

B©Most of the standard network security errors are present too:
@ Random open ports
@ Old and vulnerable OS/application code
Q Etc.

© All rights reserved to AppSec Labs Ltd.
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O All elements need to be tested

@ The Internet of Things Device

@ The Cloud

©The Mobile Application

©The Network Interfaces

© The Software

@ Physical Security

a USB ports

@For each entry/exit point
@ Authentication
@ Authorization
Q Encryption
O Input validation

© All rights reserved to AppSec Labs Ltd.
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©oT security is NOT device security

©loT have a lot of special vulnerabilities and attacks

©loT requires a wide range of tests to cover all of the
interfaces

OTesting loT requires special expertise

©We at AppSec Labs invest time and research to
investigate and improve loT security

© All rights reserved to AppSec Labs Ltd.
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QUESTIONS ?

© All rights reserved to AppSec Labs Ltd.




@Appsec

Application security (=] =1
T
THANK YOU |
Erez Metula Israel Chorzevski
Chairman & Founder, AppSec Labs CTO, AppSec Labs
ErezMetula@AppSec-Labs.com Israel@AppSec-Labs.com

...and last thing: we’re hiring 11!
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