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AppSec R&D expertise

2010 focus – Mobile (Android, IOS) security

Special tools & VMs was developed

Dedicated courses in mobile app security (three peat 
appearance at blackhat USA)

2015 focus – IoT security

New attack vectors

Mitigations and solutions

Customized security trainings



Agenda

Introduction to IoT

IoT technologies

IoT architecture

Common vulnerabilities

Demos & Videos



What’s common to all..?



Connected homes – appliances, locks

Smart cars (Automotive)

Wearables

Connected cities

Health care

Transportation

Oil & Gas

Industries & Consumers



Standards war



IoT Security Fail Examples

10/10 security systems accept ‘123456’

10/10 security systems with no lockout

10/10 security systems with enumeration

SSH listeners with root/“” access

6/10 web interfaces with XSS/SQLi

70% of devices not using encryption

8/10 collected personal information

9/10 had no two-factor options

Unauthenticated video streaming

Completely flawed software update systems



IoT layers: Device (sensor / controller), Network, 
Application, Mobile, Cloud (API / Web)

IOT architecture
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IoT top ten vulnerabilities

OWASP IoT TOP TEN



levels

Hardware Based Security: open it up, dump 
firmware, etc

Web Dashboard/Mobile Apps - Vulnerabilities in the 
web/mobile apps could lead to the compromise of 
security for the entire device network. 

M2M - Communication between the components:



Why this happens and what’s 
the risk

Why there are so much of vulnerabilities

Focusing on product-to-market

A number of products based on prototypes

Failure to provide OTA and update mechanisms

Micro-controllers have limited CPU / RAM

Existing libraries are not optimized for embedded

Hardware developers become software developers 

What’s the damage?





From weird to scary
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WIFI Gun – BlackHat 2015



Special IOT attacks

Transport attacks
Bluetooth/LBE (e.g. “Just work” mode)

SMS (spoofing, 2g, new sim inssuance)

Etc.

Electronic “screening”

Timing based attack
Reveal data

Disabling other commands

Power attack
Delayed disabling detection

Battery abuse

Thing “relocation”

NSA: Never use

standard commercial

Bluetooth headsets.
https://www.nsa.gov/ia/_files

/factsheets/i732-016r-07.pdf

Physical threats (fire, 
explosion, etc.)

Lack of CPU power 
(encryption, etc.)

M2M

And more…



Example – power attack

Some attacks are against the power source of the device

No power = DoS

Leds, thought innocent looking, can be a source of trouble

Example – calculation of led power consumption

AA batteries: 2700 mAh

Leds consume between 5 -20 mA when on

can easily eat a battery in less than a week

two AA batteries, using 6mA Arduino current 

LED (20mA) on all day: 4 days [avg current = 26mA] 

LED on/off (1s/1s): 7 days [avg current = 16mA] 

LED on/off (0.5s/1.5s): 17 days [avg current = 6.5mA]



Example – Lack of CPU power

Apple is requiring device 

makers using both WiFi

and Bluetooth LE to use 

complicated 

encryption with 3072-bit 

keys

“Just figuring out if a door was opened or closed took 40 

seconds”, said Lars Felber, a spokesman for Elgato



Demo (if time permit)

Example - Timing attacks



Many ways to attack IOT devices…

White box is recommended

Take it apart, read the flash memory

Disassemble the firmware from the manufacturer

MITM attack exposed most of the traffic

Upgrade to a “custom” version

Exploit shitty embedded C

Fuzzing

Logic errors

RF

Most of the standard network security errors are present too:
Random open ports
Old and vulnerable OS/application code
Etc.



Many ways to attack IOT devices…

All elements need to be tested
The Internet of Things Device

The Cloud

The Mobile Application

The Network Interfaces

The Software

Physical Security

USB ports

For each entry/exit point
Authentication

Authorization

Encryption

Input validation



Summary

IoT security is NOT device security

IoT have a lot of special vulnerabilities and attacks

IoT requires a wide range of tests to cover all of the 
interfaces

Testing IoT requires special expertise

We at AppSec Labs invest time and research to 
investigate and improve IoT security



QUESTIONS ?



THANK YOU !

…and last thing: we’re hiring !!!
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