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About Me

n - CEO

OTV 1

3espoke Boutique
eb Application/Bro
Network/OS Security

ttp:/ / www.sectheory.com/

ory capacity to VCs/start-ups

net Security
er Security

= Founded the web application security lab

= http:/ /ha.ckers.org/ - the lab
= http:/ /sla.ckers.org/ - the forum
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Clickjacking

he history...
ew know the whole story.
ick and relax, it’s story time.

) g 8

]
Vi

At

o | \
N

00gle Gagets, and



Before We Start...

We've all heard these sentiments: “If you
ind a vulnerability, we ask that you share it
ith us. If you share it with us, we will
espond to you with a time we will fix that
le.” Scott Petry — Director @ Google

= (We'll be coming back to this!)

4



Ah, Memories...

four years ago...

at redirection vulnerabilities
ere being use phishers in a number of
s, Visa, Doubleclick, eBay and of course,
¢gle to confuse consumers.

eframes for fixes:

a closed their hole down within hours

= Double Click within days (partially)

= eBay within weeks

= Google still hasn’t closed them (~4 years later)

= Every company agrees it’s a hole. Everyone

5



It’s out there!

— fast!

ian/archive /2004/1.0/14/ googlephishing.aspx
msg00156.html
Itzer/archive/2006/03/05/8240.aspx

/thaespamoiaries.blogspot.co ,‘ /I3 / google-used-as-url-cloaking-device-
| i

./ / blog.eweek.com/blogs

www.docuverse.com/blog/donpark/Entry ViewPage.aspx?guid=e08af74b-
c-94e0-7d29a7cb91e2

/email.about.com/od/outlooktips/qt/et043005.htm

listserv.educause.edu/ cgi-

. xe?A2=ind0511&L=security&T=0&F=&5=&P=15599

» http://www.zataz.com/news/13296/ google-corrige-une-faille.html

= http://google.blognewschannel.com/archives/2007/02/22/ google-changes-redirects-
adds-nofollow-to-blogger/

= http:/ /googlesystem.blogspot.com/2007/02/google-redirect-notice.html

m And others...



Google, Failure #1

ulns. But in this

informed Google that their own
were being exploited, to

we were told that they were
ing a blacklist in place.

- @ Blacklists only block what you
know, not what you don’t know -
they refused to fix the problem a
properly. Add one character, you| :
evade their blacklist. Best YOU'RE DOING IT

engineers in the world, eh? WRONG

- s

7



Google, Failure #2

Money: Expensive to fix
Money: Useful for tracking OH E LL

users

oney: Would break “feeling
ucky” and other tools that drive
‘stickiness’
fix it?
truism: It's the right thing to
do (Google != Evil)
= Altruism: It's hole being , "
actively used (not theory) | WASN'T USING
= Altruism: Stop contributing to MY CIVIL LIBERTIES
the problem ANYWAY.
m So what did I do? I waited

two years...




..anhd then | Went FD

= [ like consumers more than Google.

@ I disclosed 4 redirects 11", Jan 2006 (with
no reaction)

® I then disclosed 1 XSS hole on 4t, Jul 2006
(reaction!)

llla.rilll Firofnux - :.E.i
Ble Edt Mew Go fookmaris  Jooks el o

\;‘i _- ﬁ ﬂ h-"T | hitp:livesse googe. comdaTeads fgshitp: | .I'h: chrs, g blogiFeed [P 3T SCRIPT R IEsert S5 R I SCRFT W IEApage=| | ¥ | ﬂ &0 '.'l'!,.

_:r.:ﬂ; a5=urf¥ 3Dkstp ha cher -r.g'H g.l'h- 1.'" SAP S 30 ECRIP T 2 52 A Ealert e 2 52 T S S 2 S T2 S 25 3O CRIP T2 525 3B 26eal e 3D 3" var
= ge |.l. Ii saltz")f (dn]) (var swccess= ¢ .-...|1.1 |.-.|_r.-.--'.-..-. theers. orgblogFead?



Wait, You Agree?!

= “Just to close this subject out, I think the open
url redirection ... has been closed.... To the
extent that open url redirection was being |
used by phishers, closing the most-used url R
should make a difference.” - Matt Cutts | 2 W

= “Given that tons of different internal groups |
at Google used this redirector for quite a
while, it's understandable that it took a little 3
while to close this.” - Matt Cutts L




= Anti-Phishing Primer:

Whitelist first

o Known good sites

o False positives
o Webmail

Blacklist second

8 Known bad URLs (not domains)
Heuristics last

DNS sometimes

= Google is litigious.
= We marked Google as a phishing site, but guess why?
= [t WAS a phishing site! Duh!

= Consumers put misguided trust in Google. @

hy Do | Care About Redirects?

«GmailllD:.......
+ Password : ...........
« Date of Birth : ......
« Country or Territory : ...

b Ui WeT1 oo B Sty W FE ]

Warning!¥ Accoust cemer that refuses b update his or her accomnt within Seven duys of recelving this warning will lose
his e ber account permanestly,

Thank you ki using Gmail |
AN

VW arrsimee ode LGS
Thanks,
The Gmail Team

GMITL




Google Gagdets

= Well, it just so happens that JavaScript can
redirect too.

= But this time, I'm nice! Remember Mr. Petry, it

you disclose it to us responsibly, “we will fix
that hole”.

¢~ Add Gadget to Your Webpage - Windows Internet Explorer |:J|E||X|
4 £l

=2 |ink to this page

This is a preview of what the gadget| e E of the gadget appear cut off,

try increasing the width and/or heig



I'm WITH
STUPID

<3

XSS
Exploits

Their Response

\ & “On further review, it turns out

A\ that this is not a bug, but
instead the expected behavior of
this domain.”

= “Since these modules reside on
the gmodules.com domain
instead of the Google domain,
cross-domain protection stops
them from being used to steal
Google-specific cookies, etc.”

m Uh... Bueller?



My Response:

Subject: Re: [#188242313] Another %55 hole
From: RSnake
Date: &/17)2007 1:17 PM

To: Google Securiky

ontent-transfer-encoding: 7hit

iFo0gle Jecurity wrote:

Hi ESnake,

o further rewview, 1t Lturns

expected hehavior of this dowain.




Shame On You Google

Google already agreed
redirection was bad.

Google is still an evil litigious
company (maybe more so
now than ever).

Google doesn’t have the first
clue what JavaScript can be
used for, apparently
(redirection) . Google Ads Abused to Serve Spam and Malware

tdancsy March 17 g at 905 am CST

[ Trackback

Google lied about the danger
of a vulnerability that they
already agreed to fix.

vwed spammers using Google pade ads in HTML-formatted emails

Bad guys are STILL using it!



e

ess Worthy Mentions

Desktop Vuln (May 31%t, 2007)
irity-flaw disclosure, Mr. Merrill
oogle ‘t provided much because
nsumers, its primary users to date, often aren’t
-savvy enough to understand security bulletins
find them “distracting and confusing.” Also,
ause fixes Google makes on its servers are

isible to the user, notification hasn’t seemed

H,' necessary, he says.” - Wall Street Journal

= Phishing problem (Nov 1%t 2007) “in the two
months since RSnake first made his concerns
public, no one from Google has publicly disputed
anything he has said” - News.com




DISTURBING DISCLAIMERS:
-~ GADGET FAQ

What If my Gadget Is broken or displays
offensive or inappropriate content?

Most of our gadgets are created _1r||1 rr|_1|r|t_1|r|w1 by ttnrui [I_ﬂ'tll—'— If you have questions or
concerns about the funct y OF get, we tact the
gadget's author directly. You may be _1t IH tnlu i _1tH C nr|t_1ut|r|h rmation for the |1_1._ get's creator

Perfomance-Meter [ [=| ]

Fequires the |atest Google Desktop
software.

Install |




CED API

Google Desktop Gadget API
http://code.google.com/apis/desktop/

Desktop gadgets are powerful mini-applications that can live within the Google

. Desktop sidebar, or right on the user's desktop, or even inside iGoogle home
pages. You create Desktop gadgets using XML and JavaScript, optionally
adding native code for access to Windows APls. The Desktop Gadget AP
enables advanced functionality such as transparency, animation, custom fonts,
and personalization.

e
http://desktop.google.com/en/dev/advancedapi.html

http://code.google.com/more/#products-gadgets-gdgadgets



CSRF GADGET

1) Or SQL injection CSRF

2) Or RFI injection CSRF
g 3) Or Exponential (Xdomain)

somesite.cCNB AR e

@) Etc... Etc...

ChildprOn.com

haXor.com Demo time...



SIMPLE PHP SPIDER

We fetch a PHP script within the Gadget

Configuration

PHP Spider [ (=1 ]

mple:; www.yol

This Spider simulatar shows the
outhound links, cormmon war

Results

PHP Spider (] = ]

This tool was provided by &

Done! Scroll down to «
URL:

o CARN.COM
Title:

MM com - Breaking Mews, LS. Yo

Search Engine Spider ==/

Simulator

Links:

Search Engine Spider ==/

Simulator

=

One Word Density
cnn 15 3.30%
nems 15
guot
Com
bl
king
tonight
local
reed

Wi [I |j




HOO SITE EXPLORER
R GADGET (PSPIDER)

Configuration Results

Add g tah

Weather

Snider Get weather forecasts
@- far your harmetown and
_ fau Hrltl-' places around

' chn.comd n"’ the !:ZIIIII'_II-'

http: Ay google. com

Lonn.comiiden
ronn.comimRAYEL E“tw your ZIF code:

'chn.comtEATHER
rchn.comfHEALTH
rohn.comtOR LD
LOMITECH!
cnn.comiSHOWBIE [ Candidates draw battle lines on

EPMEF

BECOnOmy
[+ Housing crizis hits 90210
‘hoods

http://exgenesis.com/wonderbread/pspider.xml



[ SCANNER GADGET

ation Results

JAVASCRIPT
PORT SCANNER

ans
IECR

can use multiple ports such




2 Gmail: Email from Google - Microsoft Internet Explorer

File Edit Miew Fawvorites  Tools  Help

@Back v -\-I) @ @ <;j pSearch ‘:,‘/'%‘Faw:urites @ Bv .,{_; - |_J ﬁ

Address |

GDOglE“le V|G|:| o= ﬁ ~  §7 Bookmarksw @Ebluckﬂd "Z?Check + iy Autolink - ﬁ.ﬁ.utDFill BSend tow

http:f fgmodules, comfigfcreatat ?synd=opentur=httpe 34, tha, ckers, org/asdf 2, xmifpt=frontext=bsvnd=openflang=ent. lang=enfcountry=usf, country=ustc at=allfnum=2zst V| o Links *

@ Settings -

Gmai

by 00gle
A Google approach to email.

Gmail is a new kind of webmail, built on the idea that email can be mare intuitive, efficient, and useful. And maybe even fun.
After all, Gmail has:

Less spam
Keep unwanted messages out of your inbox with Google's innovative technology.

Learn more

Lots of space

Cwer B922 042211 megabytes (and counting) of free storage so you'll never need to delete another
Message.

Mobile access
ﬁ FRead Gmail on your maobile phone by pointing your phone's web browser to http://gmail.com/app.

Sign in to Gmail with your

Goug[c Account

Username:l

F'aaawnrd:|

[] Remember me an this
computer.

| cannot access my account

for Gmail




GADGET ATTACKS

another, steal cookies and/or data, manipulate

-

Send "asdf" tab to a friend

uotes of the Day

Send my settings for these gadgets

:E-':'ﬂ'lﬁ"""':': esH=eeete ey thiey did wehien voud first got ther'r';. Be careful:

. Settings can ir'|.|::lu de private data.

- ===

Demo time...



e=wipeouter&up_tag=&up_count=15&upt_count=enum&u
pt_ Dool&lang=de&country=de&.lang=de&.country=de&synd=

id=89&ifpctok=6968901372936289341&parent= http://www.google.de&extern_j

[extern_Js/f/CgJIbhICAXMrMA04ACwW/8IKVT7/DB5CY .js

198.gmodules.com/ig/ifr?url=http://customrss.googlepages.com/customrss.xml&n
e=0&up_rssurl=http://ha.ckers.org/blog/feed/&up title=ha.ckers.org&up _titleurl
/ha.ckers.org&up _num_entries=10&up_linkaction=openlink&upt_linkaction=en
&up background=E1E9C3&up border=CFC58E&up round=1&upt_round=bool&
ontfamily=Arial&up_fontsize=8pt&up_openfontsize=9pt&up _itempadding=3px&
llet=icon&upt_bullet=enum&up_custicon=0Overrides+favicon.ico&up_boxicon=
boxicon=bool&up_opacity=20&upt_opacity=enum&up_itemlinkcolor=596F3E
&up_itemlinkweight=Normal&upt_itemlinkweight=enum&up_itemlinkdecoration=No
ne&upt_itemlinkdecoration=enum&up_vlinkcolor=C7CFA8&up_vlinkweight=Normal
&upt_vlinkweight=enum&up_vlinkdecoration=None&upt_vlinkdecoration=enumé&up
_showdate=1&upt_showdate=bool&up datecolor=9F9F9F&up tcolor=1C57A9&up t
highlight=FFF19D&up_desclinkcolor=1B5790&up_color=000000&up_dback=FFFFF
F&up dborder=DFCE6F&up_desclinkweight=Bold&upt_desclinkweight=enum&up d
esclinkdecoration=None&upt_desclinkdecoration=enumé&lang=nl&country=us&.lang=
nl&.country=us&synd=ig&mid=98&ifpctok=-
5944482123251000084 & parent=http://www.google.com&extern_js=/extern_js/f/CgJlb
hICAXMrMBI4ACwrMBM4ACw/v3vgcgA0x8g.js



usly, is this a problem?

get a malicious Google Gadget on
bogle?
ing that they think is good but turns

¢ into websites)?

ce Google’s base domain is vulnerable to XSS fairly
uently, we could use XMLHTTPRequest if we know of
one. But if we have that, we don’t need any of this other
stuff, so that’s not a practical argument although it would
add persistence to your attack if necessary (turning
reflected XSS into persistent).

= Annnnd, we can force people to add it subversively...

o Demo time.



Clickjacking 101

©) [#] Adobe - Flash Player : Settings Manager - Global Security Settings panel - Mozilla Firefox [#] |Z|[g|
File Edit ‘“iew History Bookmarks Tools  Help

Search Adobe.com... [ Q] "‘
Adobe

Your account = Contact United States (Change)

Home Sohtions Products Support Communities Company Downloads Store

Flash Player Help

Global Security Settings panel

TAELE OF COHNTENTS Adobe Flash Player ™ Settings Manager

Flash Player Help ﬁ ﬁ *" @ :_; F

) Global 5 ity Setti
Settings Manager obal Security Settings

- ) ' Some wehsites may access information from other sites using an older
Global Privacy Settings Panel system of security. This is ususlly harmless, but i is possible that some

- . stes could oktain unauthorized |nf|:|rmat|n:-n uzing the older system. YWhen a
Global Starage Settings Panel website attempts to use the glstswedamdn access information:

Glahal Security Settings Fanel s Alvways ask O & Alvvays allowe O o Alvwvays deny
= Glohal Motifications Settinns Panel

= Wehsite Privacy Settings Panel
= \Website Storage Settings Panel Alweays trust files in these locations: |E'11'ft locations... EI

Display Seftings
Local Storage Settings

Microphone Settings ot
< | >

Done Q& @ 22 Locakodeo S)@ B C




Clickjacking 101

Flash Piayer Help

9 |off Coich i 101 - vl



lickjacking Issues

ger is also vulnerable
yed, plus IE8.0 persistence

asting code does not work well in IE8.0 Beta.
an be monitored

omote “Unlikely” XSS vulnerabilities

Prior to 1.8.1.9 Noscript was vulnerable

m CSRF protection using nonces can often be overcome



Clickjacking 101

E  Ronald’s flash settings manager subversion...

clking, this po
r Fl;

Hello! welcome bhack!

username:

password: |
Do you want to remember your login? please check to allow:




Clickjacking 101

ity dialog...

Adobe Flash Player Settings

Camera and Microphone Access
ha.ckers.org is requesting access to your
camera and microphone, If you click
Allow, you may be recorded.




Clickjacking 101

Do you allow AJAX?

ATAX will Improve your user experience!

[] Hever ask again



Clickjacking 101

-~

O [#] Click Jacking 101 - Mozilla Firefox [#] E]1

File Edit \Miew History  Bookmarks  Tools  Help
é - c ﬁ {2t || bktpefitha.ckers. argfweirdfjer . html

Click Jacking Demo

Chicl:

l.d- W
LRI -
——

please.

Transferring data from ha.ckers.arg... @ @ f;ﬁ' 45 locaRodeo  S) o @ L



Oracle Webforms

2l Oracle ADF Workshop - Edit Customers - Microsoft Internet Explorer E]@
File avorites  Tools  Help

Customer Information Maintenance

Edit Customer Information

Customer

First Name
Last Hame
Credit Limit

eMail

‘a Local intranet



Delete User Accounts




Auto-purchase

Shopping Cart Contents

Discount Coupons: couponcode : -$3.50

Shipping Method: Free Shipping

Favment Method: edit |
Final Ste
e ok _ confirm |

- continue to confirm yvour order, Thank youl




Auto download

Checkout Success!

10 to the My A

Thanks for shopping with us online!

Download your products here:

Product Link Downloads
Download: expires: remaining:

download

meg




Buy stocks

Confirm Order

Date 062007 Order Status

Time 1 ! Preferred ECH AUTD
Buy FCU 1 Share

Details
Mlarket Rl

Estimated total
Southern Copper Corporation Common

Bid 78.26 Ask 91.73 Lasttrade a1. :3

Ciote

CANCEL ORDER SEND ORDER




el 1 0: 40p 3-3-06 J0B5253 306
] DIRECTORY

‘ Missad Calls
Eﬂncni'l.rnd Calls
E Placed Calls

I cizco Directory - Quick
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Logmein

Bar in Review (draft)

g mput i caphured, Mospe e mpuse oubzce Tas wingowy or press CTRL-ALT o neease | Enoryphen; 420 beis

& Intemet E 0w -




XDrive

.F Kdrive Desbdop Lite Elﬁ|@

AL | wipadil § bad | sk A T Hemiba g Lagesal | Sepgan

DS SPACE: S3MB UPSEDSGH FREE

Wy Milieds

B ki

My Ploios

alin

Mot whaaf Flasdd

Ly Blon | Privasy Fabop | Tawrd of Baedos | FAQ | Syap pot e ol ml._ b"



-
<l Microsoft Outlook Web Access - Microsoft Internet Explorer

File  Edit

& Ted Bremer
Release Notes

eply From ted
1 Ted Bremer
testl
Ted Bremer
= A b
E5E Calendar -] Ted Bremer

E Contacts

Tasks

Fri 10/11
Public Folders
Rules Fri 10/11

Options -1 Ted Bremer Thu1

Ttems to 21 of 21

Release Notes

a4




Router Reset

- &
D-Link
Building Networks for People DFL-700
Network Security Firewall

Firewall Servers JRCT MR Status  Help |

Aestaat / Rt
Aestan

L2l Qunck poelad - mgsl mielaces s de-read Sonfoueaon
() Fuall neataat - et Do possst-on tEats

[_ Rt ued |

Flaset to tactony dalmly

r'ous comn restiee e urd bo lechop defaclls. Then meana fhet o configurshon paramefen will be wped, ared
ol firrvaane ugrades remased

s e romsd Start, B3 LAN 1P adchast willl be 15216511, and the weels GLI vl Bagir with B sshp
s ey wbel bt b 8 LAN milefiacs



elete Firewall Rules

SONICWALL> Firewall > Access Rules IW

System - Iterm to 11 (of 11} [

Network Destination Action

& Access Rules
8 Advanced

Service Options Enable Configure

f® Senvices
8 VolP
f#8 Connections Monitor

==

=il

B
B
) B
L]




Delete Logs

Login Logs

All log files Admin Logins

File name Last modified



Malke Your Profile Public

Who Can View My Full Profile

H My Friends Only
o
H Only Users Owver 18

Privacy Settings
E Friend Reqguests - Reguire email or last name

Comments - approve before posting

E Hide Online Mow
E Show My Birthday to my Friends ]‘

Photos - Mo Forwarding

Blog Camments - Friends Only

E Friend Requests - No Bands

E Block Users Under 18 From Contacting Me




ord

Horwrdy, admin. [Sgn Owt, My Profile]

| can tell, Dolly

Plugins

HUTILER FPlugin Editor

Plugin activated.

Plugin Management
Flugins id the functionality of WordPress. e apluginisi are It or deactivate |t hera.

Plugin Version Description Action

L8 spanm o e = oU can review the

Akismet spam it C ments.” smet stats just put <?php
akisme cunter () : 7> inyour template. See also: WP Stats plugin. 8y Marr

Muiiervag.

This is nat just a plugin, It symbalizes the hope and enthusiasm af an entire
generation summed up in two words sung most famously by Louis Armstrong
Hello, Dolly. When activated you will randomby see a lyric from Hello, Dolly in the
upper right of your admin screan on avery page. 8y Marr Mulfemveg.

Deactivate

Deactivate all Plugins

If something goes wrong with a plugin and you can'’t use WaordPrezs, delete or rename that file in the wp-concent/pl

it will be automatically desctivated, mmemEIabcﬂm

ress Plugins



‘Digg




Twitter

not dead, just got back from burning man this
am, catching up and recoverinh

10 from bt



dd Friends on Orkut

Friend confirmation
Please make sure that this person is your fnend before you confirm

haven't met
_ acquaintance
2 fnend
good friend
best friend

mote: This selection is used to let you categonze your fnends kst and is

visible to your fmends.
|_ 'E-Eﬂ-ﬂﬁi | | Confirm | '*_ el (i sy






Flashblock

Broadcast Yourself™

Andy Mckee - Guitar - Drifting - www.candyrat.com




Clickjacking 101
ipt++/Upgrade Flash

the browsers (all of them)
Put tape over your video camera

SPACEX CAREERS

https: i fthe.talen.net M, . =SPACEEXPLORATIONRWs=1
Keep this element locked {recommended)




— the lab ' g—

SS Exploits - the book
ert_aTl_sectheory_dOt_org - the email




