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* Pilares basicos de seguridad de |la informacion
por sus siglas en Ingles:
— Confidentiality
— Integrity
— Availability

INTEGRITY
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IMPORTANTE

El proceso que se describe a continuacion es con fines didacticos para
entender el pensamiento de un Hacker y de esta manera asegurar las
aplicaciones web.

EL USO DE LAS HERRAMIENTAS LISTADAS A
CONTINUACION SIN AUTORIZACION EN
APLICACIONES WEB PUEDE GENERAR
ACCIONES LEGALES!
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* Fases:
— Planeamiento
— Reconocimiento
— Mapeo de |la Aplicacion Web
— Analisis de Vulnerabilidades
— Explotar Vulnerabilidades
Otras como:
— Limpieza de Rastro
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PLANEAMIENTO
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* Plataforma de Ataque (Kali, Windows,
SamuraiWTF)

 Web Application Security Scanner (ZAP, Burp,
etc.)

* Browser (Mozilla, Chrome)

BY € RITY
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 Protocolo HTTP
e Métodos

Status Codes

DELETE

S

Planeamiento

100 Continue

1XX Informational © .
: 101 Switching Protocols

200 OK

302 Redirect

304 Not Modified

401 Unauthorized

4XX Client Eror © 404 File not found

451 Unavailable for legal reasons

500 Server Errar

502 Bad Gateway
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User Agent:

Mozilla/5.0 (Windows NT 10.0; WOW64;
Trident/7.0;rv:11.0) like Gecko
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* Conozca los detalles de las plataformas
utilizadas, el protocol HTTP y los diferentes

User Agent para identificar amenazas en su
aplicacion web.
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RECONOCIMIENTO

This Photo by Unknown Author is licensed under CC BY-SA


https://en.wikipedia.org/wiki/Special_reconnaissance
https://creativecommons.org/licenses/by-sa/3.0/
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* WHOIS

[~]$ dig demo.testfire.net

;7 <<>> DiG 9.9.5-3ubuntuf@.l-Ubuntu <<>> demo.testfire.net

7 global options: +cmd

i+ Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27858

;3 Tlags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4000

;3 QUESTION SECTION:

;demo.testfire.net. IN A

;i ANSWER SECTION:
demo.testfire.net. 15998 IN A 65.61.137.117

i+ Query time: 85 msec

;: SERVER: 10.248.2.1#53(10.248.2.1)
;3 WHEN: Wed Apr 18 09:15:39 PDT 2018
;3 MSG SIZE rcvd: 62
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* DNS

— Transferencia de zona: dig demo.testfire.net —t
axfr

— Reverse DNS: dnsrecon.py -r 10.248.2.0/24
— Nslookup:

[~]1% nslookup demo.testfire.net
Server: 10.248.2.1
Address: 10.248.2.1#53

Non-authoritative answer:
Name : demo.testfire.net
Address: 65.61.137.117
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* Buscadores

— DuckDuckGo

— Google

— Yahoo

— Bing
* Social Networks
e Shodan

* FOCA
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Harverster

[~]1% theHarvester -d demﬁ;testfire.net -b all
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TheHarvester Ver. 2.3
Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com
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Full Search:

[-] Searching Google:



Mas herramientas...

OWASP

The Open Web Application Security Project

* Maltego
* Recon-ng
* nmap

N 185.63.144.0-185.63 147.285

817104 2

156.154.0.0-156.154.24

25
199 YO#’/160.0-199.101.163.255 Liedli: o
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 Ademas en esta fase los hackers prueban:
— Weak Ciphers (SSL Certificates)
— Heartbleed
— Server Profiling
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* Ejecute estas acciones en sitios web de su
empresa (con permiso firmado para hacerlo) y
valide que informacion, su aplicacion web y
sus colaboradores, estan divulgando al

mundo.
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e Spidering o Crawling

Sites G | [ schneistart & | Anfrage=> | Responses= | Break i |
' @ Msites | Header: Rohdaten anzeigen | ¥| | Body: Rohdaten anzeigen ¥/ |
¥ & " hiipflec2 compute-1.amazonaws -
{v GET:worblehat-web HTTP/1.1 2088 OK A
| ™ #GETRELEASE-NOTES b Server: %pache—tfyotefl,ll . i )
¥ GET docs Set-Cookie: ZAP="¢/p><scriptralert(l);</script><p>”; version=1
- : S Content-Type: text/html
U 4 GET.asfHogo-wide gif Content-Length: 786 3
] P wdocs — =
<html> '
I ¥ Samphes <body bgcolors"white">
| P % manager cheads
_| P % GETtomcat gif <title>Cookies Example</title>
| P % GETtomcat-power.gif </head>
» ] ™ #worblehat-web <body»
f % GET:worblehat-web(s) $8 RPSF=-./CooKIes-AtmL > . . .
<img src="../images/code.gif" height=24 width=24 align=right border=8 alt =w code”></a>
.t\_ Y cfla ""\.-"="I.I._"'j..llr.ir.-x.il'._'rl"> . - - . . o o v
i Spiﬂer?‘giﬁd T “Forced Browse™ 4~ I Fuzzer 4 T Parameter|: | T HTTP-Sessions =4 T WehSockets;.‘ T AJAXSpider%E’ T Output l
History = ] Suchen ‘= Break Points 3£ T wamungen [ ] Aktiver Scan )
p) Cross Site Scripting (Reflected) [a]
r & Wamungen (7) :RL'Ic ;ﬂt{;{ﬂef—compute-1.arnazonaws.ccm:SUBUIexamplesfseMetster\detl'CooideExalee
isiko: igl

» 5 ™ Cross Site Scripting (Reflected) (7)
- ross Site Scripting (Reflected) (7) Zuveriassigkeit Waming

> Content-Type header missing SErTTIE G ETIE

> i Cookie set without HtpOnly flag (51) rrere <Jpr<sciipt-alert{1)</script<p>
» (& ™ Private IP disclosure Beschreibung:
» (& ™ Session ID in URL rewrite (2) i
» (i o X-Content-Type-Options header missing (315) Cross-site Scripting (XSS) is an aftack technique that involves echoing attacker-supplied code into a users browser
» (B M X-Frame-Options header not set (293) instance. A browser instance can be a standard web browser client, or a browser object embedded in a software
product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in v

Zusatziche Infos:
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* Fuzzing

* Busqueda de divulgacion de informacion
(Information Leakage)

— OTG-CONFIG-004 (Owasp test)

— Herramientas:
* Nikto
e ZAP (Forced browse)
* Metasploit’'s WMAP



https://www.owasp.org/index.php/Review_Old,_Backup_and_Unreferenced_Files_for_Sensitive_Information_(OTG-CONFIG-004)
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* Que autenticacion utiliza?
— Basic
— Digest
— Integrated Windows

— Form Based
— OAuth



Pruebas sobre el sitio web
7% OWASP

The Open Web Application Security Project

 Username Harversting!!!

— Tenemos toda la informacion de la fase de
reconocimiento de incluso personas, intentemos
adivinar usuarios

— OWASP Test: OTG-IDENT-004-Testing for Account
Enumeration



https://www.owasp.org/index.php/Testing_for_Account_Enumeration_and_Guessable_User_Account_(OTG-IDENT-004)
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 Haga un mapeo de sus aplicaciones web:
— ¢Qué archivos, directorios y links tienen?

— ¢Qué informacion hay en esos archivos?
Credenciales en comentarios?

— ¢Que tipo de autenticacion utiliza? ¢ Utiliza
autenticacion de dos pasos o mas?

— Ejecute las pruebas de OWASP sobre sus
aplicaciones web
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o
ANALISIS DE VULNERABILIDADES



Session Tracking
7‘% OWASP

The Open Web Application Security Project

* Tipos de Sesion:
— Cliente

server

3)second request(new)

— Server
. " lreauest(new)

* Formas de tracking: s

— Cookies o

— Parametros en el URI

— Campos escondidos
 Herramientas de ataque:

— Proxies como ZAP o Burp

— Scripts de fuerza bruta

Client
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e Herramientas:

— Burp Sequencer Session Analysis

Victim

http:/iwebsite.kom/
login.php?sessionid=abcd

Login

sessionid=abcd é
POST account.php
Cookie: abed
t 6 o
ol O Web Server

Figure 1. Simple example of Session Fixation attack.
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e El atacante utiliza el mapeo para acceder
recursos directamente que no estén
protegidos por seguridad.

e Se utilizan scripts para automatizar este
proceso
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- &&
— ||

e OTG-INPVAL-013 - Testing for Command

The Open Web Application Security Project

Command Injection

€« c I osterclass.php?ip=8.8.8.8

Ping an ip

IP to Ping: 8.8.8.8 && head fetclpasswd:

Ping
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttl=57 time=2.80 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=57 time=2.66 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=57 time=2.69 ms

-- 8.8.8.8 ping statistics ---

3 packets transmitted, 3 received, @% packet loss, time 2083ms

rtt min/avg/max/mdev = 2.663/2.720/2.801/0.872 ms

Injection



https://www.owasp.org/index.php/Testing_for_Command_Injection_(OTG-INPVAL-013)

File Inclusion/Directory Traversal
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OTG-INPVAL-012 - Testing for Code Injection (LFI/RFI)

Request del sitio web:

GET http://test.webarticles.com/show.asp?view=oldarchive.html| HTTP/1.1
Host: test.webarticles.com

Request de prueba:

GET http://test.webarticles.com/show.asp?view=../../../../../Windows/system.ini HTTP/1.1
Host: test.webarticles.com


https://www.owasp.org/index.php/Testing_for_Code_Injection_(OTG-INPVAL-012)
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SQL Injection

 Campos de entrada de datos en las paginas
e ‘or 1=1; -- (Payload ©)

HI, THIS 15

YOUR. SON'G SCHOOL.
WE'RE HAVING SOME
COMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Stwents;-- 7

~ OH. YES UTITLE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEARS STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
¢ TOSANMIZE YOUR
DATABASE INPUTS.
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* Tipos:
— Reflejado
— Persistente
— Basado en DOM

e Se utilizan campos de entrada de datos asi como
parametros en el URL

 Herramientas de analisis:
— XSSer
— XSScrapy
— Xssniper
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* Como minimo pruebe su aplicacion con la guia
de OWASP Top 10

e Utilice las librerias del lenguaje de
programacion para limpiar la entrada del
usuario.

e Este al tanto también del Top 25 de SANS
sobre vulnerabilidades de software



https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.sans.org/top25-software-errors
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place is : 157474824
ystemcommand is : 157474840
ween place and systemcommand is : 16
the web to learn hacking?nnnnnnnnnnnnnnnncat /etc/sh

is nnnnnnnnnnnnnnnncat /etc/shadow
t ) Uj7RcR7z1NvDgZ/YcnBIdGwgalBaEQXCS5xkbvCZX1 /0rpfi
NsgnaTP fZW/ : 16356 1 -
04:0:99999:7:::

5ys:*:16304:0:99999:7
sync:*:16304:0:99999:7
games:*:16304:0:99999
man:*:16304:0:99999:7:

:16304:0:99999:7:::

EXPLOTAR VULNERABILIDADES
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* Una vez encontradas las vulnerabilidades el
atacante puede realizar ataques manuales o
puede utilizar herramientas para mayor
efectividad.
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* Salmap

5 python sglmap.py -u "http://debiandev/sqlmap/mysql/get int.php?id=1" --batch

{1.0.5.63#dev}

http://sqglmap.org

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent 1
illegal. It is the end user's responsibility to obey all applicable local, state and fed
eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

[*] starting at 17:43:06

[17:43:07] [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable
(possible DBMS: 'MySQL')



http://sqlmap.org/
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BeEF: Browser Exploitation Framework

Hooked Browsers
# ] Online Browsers
4/-910.211.55.10
@K ¥ 10211552
) Offline Browsers

Getting Started Logs

Current Brows:

Detalis Logs Commands Rider XssRays ipec

Module Tree Module Results History

) S R A RO b )

1 Debug (8) id ~ date label
4 | Exploats (57)

__) BeEF _bind (2)

__JCamera (3)

__J Local Host (10)

_INAS (2)

_J Router (15)

) Switch (1)

_IXSS (4)
Apache Cookie Disclosure
ColdFusion Directory Traver:
EXTRAnet Coliaboration Tox
GlassFish WAR Upload XSF
GroovyShell Server Commay

L Smrsms s


http://beefproject.com/
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* Pruebe su aplicacion: OWASP Testing Guide

e Utilice herramientas de pruebas en su proceso
de desarrollo:
— OWASP ZAP

— W3af — Web Applications Attack and Audit
Framework



https://www.owasp.org/index.php/OWASP_Testing_Guide_v4_Table_of_Contents
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
http://w3af.org/
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MUCHAS GRACIAS!



