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q OWASP Testing Guide 4.0: Authorization
https://www.owasp.org/index.php/Testig_for Authorization

f  OWASP Cheat Sheet: Access Control
https://www.owasp.org/index.php/Access _Control Cheat Sheet

1 Context sensitive authorisation
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1 OWASP Testinh Guide 4.0: Inputitation Testing
https://www.owasp.org/index.php/Testing for Input Validation

1 OWASP Cheat Sheet: Input Validation
https://lwww.owasp.org/index.php/Input_Validation Cheat Sheet

1 OWASP Testing Guide 4.0: Testing for Http Parameter Pullution
https://www.owasp.org/index.php/Testing _for HTTP_Parameter_pollution %28MNRYA004%29

1 OWASP LDAP Injection Cheat Sheet
https://www.owasp.org/index.php/LDAP_Injection Prevention Ché&heet

1 OWASP Testing Guide 4.0: Client Side Testing
https://www.owasp.org/index.php/Client_Side_Testing

1 OWASP Cross Site Scripting Prevention Cheat Sheet
https://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting%29 Prevention_Cheat_Sheet

1 OWASP Java Encoding Project
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
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T OWASP Testing Guide 4.0: Testing for weak Cryptography
https://www.owasp.ag/index.php/Testing_for_weak Cryptography

1 OWASP Cheat Sheet: Cryptography Storage
https://www.owasp.org/index.php/Cryptographic_Storage Cheat Sheet
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1 OWASP Testing Guide 4.0 content: Testing for Error Handling
https://www.owasp.org/index.php/Testing_for Error Handling
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1 User Privacy Protection Cheat Sheet
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1 Timr of first use (TOFU) Pinnig
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1 OWASP Secure Headers Project
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OWASR.0L asl y caviel (ol o lilewl |4 3


https://www.owasp.org/index.php/Testing_for_HTTP_Verb_Tampering_%28OTG-INPVAL-003%29
https://www.blackhat.com/docs/eu-14/materials/eu-14-Hafif-Reflected-File-Download-A-New-Web-Attack-Vector.pdf
https://www.blackhat.com/docs/eu-14/materials/eu-14-Hafif-Reflected-File-Download-A-New-Web-Attack-Vector.pdf
https://www.blackhat.com/docs/eu-14/materials/eu-14-Hafif-Reflected-File-Download-A-New-Web-Attack-Vector.pdf
https://www.owasp.org/index.php?title=Content_Security_Policy_Cheat_Sheet&amp;setlang=en
https://www.owasp.org/index.php?title=Content_Security_Policy_Cheat_Sheet&amp;setlang=en
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://securityheaders.io/
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project

) ownsp

CoCpuv ¢éwhz CREMBZALYZ
Y°E DEempwyCAkvH_Ah ONOMEKREE z UEv

OWASB.0.1 asl cuvial o)y 3 listinl | 4 4



) ownsp

x Y Wi 6 Bwhi CRpRE R &Yz

J5S Bas

S e 03,90 1y 15 YL e sla gatejls 0ol )y dnlipy G aS 0SS ol Lol

Do 58 536 Cod ) asl 4y B ogd Co e S 5 el S0 P o dled

il 4l ogg oyl J31s Jloryley slaales plo b lople; slace

S5 Ophone home sacs ools 550 b 5 o5 dslio

0aisS alex lawg a5 e slalas L 4 SAlamigleal> €aster eggsback door ss )5 slaasl »

il asl el J S L

= 4 4 -

"SA‘SA:LM.’A.H\))‘O S9>g @Lmaprdfulw)fls.}ﬁ‘usa o |) Lmafafupl.x.ul J)SOP‘S.}L@‘ VLY
et LabulS dan dloxjl o pdy GIS] e 05T A g s e idu plasled g 1) O e sleas ales

o goe;ls

-III_-

5 Ogdmme ol | bdazx cawlio job 4 Ot slacJled sled 4T oS )y p
D9l (5SS el b aslp ple a4 OMas 5L oals lax |

shls2db (aed GlaalbuliS aen (S sl U g gte 95 45 0iS (o) 2
Al g s J 08 Cage 5>l o sdhis slalls 4 easter eggback door i
il Vb @Jle b (Jbo sla il 6,15 3hate 5 539

Uzwpu

q http://www.dwheeler.com/essays/appleoto-fail.html

1 Sandbox

OWASB.0.1 asly el o)l s lilewl [ 4D



Co- v &VCH QA pBEg ALYz

) © E D.e0Mpuiw§ Aus 3 £4Q PGV ARE 2z U E v

OWASB.01 asly coial sl o lailinl | 4 6



vwi §  y Eiwade CRpg Gz
JraS Gons
S o 03,90 1y 5 VL e sla (el 0al sy 4l ST aS WS Jeol> Lol
el 008 g oy S0 Glwgs A aekes Sy 3,5 LA L

Alr 50 5 g ools S8 azgi 0y00 |y e Jleb polie g oolitul sgw 3l50 (25, b I 5 oS ilate lodlyz ]
A5l polie privilege o> 4 information disclosurerepudiation tampering spoofing

b saie;ls

g Jole Doge a1 g S Blate (Bjloj LS asliy oS 0 (o) 0
‘. Bgd 3l Gl (HBly Gloj 50 el saled g S0 A3l ke slo
Y.‘ II

LS )8 o slapls Sl 5 el s, 5l Gin by ceg 5l @) &

ALl 0dd )y e e &S oSS

2 bl g G s a5 conl (65w sl Cusgase glyls Aol a5 WS gy

28l 05 5 pelass BB (o)l wiac IS (rizen 09d (o 12l IS I
e Glad 353 5l 5353 5 Jpene pof SOe plp o 5093 slapiSTy oS

Uzwpu
WS axxlie p ol 4 i Sledlbl ¢l

9 OWASP Testing Guide 4.0: Business Logic Testing
https://www.owasp.org/index.php/Testing_for_business_logic

I OWASP Cheat Sheet
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OWASB.0.1 asly Coial wly S lilind |47


https://www.owasp.org/index.php/Testing_for_business_logic
https://www.owasp.org/index.php/Testing_for_business_logic
https://www.owasp.org/index.php/Business_Logic_Security_Cheat_Sheet

Uz wp o éyw aw AFHeaas W & ¥,z
S Gua
AAS‘SA co){lﬁ |)).:) 6Yb&'a.w 6[.&5 Lgu\m)l.u W) e Mbﬁ&?‘ﬁug}wb ULM..oJa‘

g S pde el Byl 4 g5 el b lisell LB e LB slaosls
D9l 0,33 3game (gl g yiwd b g aslp ol a3l 5l g 50 Gelae pué wolio jlla 8L o

b saie;ls

: : ).‘ Q . .93

YA

—

sl dais 4 Jlaul ol>] Lasé Forwardsy Redirects sls URLAS oiS o)
Oielasl slaaais 4 redirect sl b g ail ails 1) aubw cad ;0 94290
oo lad ) g laie
L Lowiiis dalip a5 00 o0ls yliabl LB e B gla ools a5 0iS o)y
Sl yo cdadlre gl psar 4w S8 solaiwl 0,90 B 1O & jgiws
file MIME typedocal file includepath traversal sla s »d o]
ol g Ol jsiws 35,55 4 reflective file download
Sl b0 Ojee 4 yxel aolis odal Cews 4 sla s aS oS e
YW ‘_g)_.fgb ouds Al o yore 6‘9:‘-"'-"
L 4 class loadednclusion J=ls ;o dwise e sbo ools a5 0sS o)
O ygo A iy LS‘)‘." sl LS)-’"\'Z w] )" &y gl oolawl ‘S.»Liv.?‘ slealls
P58 S S5l j90 ol 5l g (e
Cross mlin 5 I8 S1mil a4y 2l (o yiadasl glaosls a5 0sS o)y
arbitrary remote contentzdle> ;I b 3525 solazwl (CORBdoOmain | 1t
D5l 6 S slr
0 >3 Webroot iz, xelasl aolio 5l oo <l o slo bl aS 0sS o) o
d,éé Guw)fbbsz5wb adlo §3995 6[.@‘5.»)3..»»)90.\5 :

U el ool (Ga S (28 iaw Sz 4 aalip b g jgym 45 0sS ) p

WS 0y Al e b g )l b e b g0 ol 5l mlie 4 (g s

.. 211y adasl gilie o (535 slimosls (15 5 asliy 45 08 gy [E

Wgds ool (5 i Ceows sApPlEt

S 5l oads g0 b (yoll conis Sy S b (59T AT 0sS )
R Java L, NACLSilverlightActive-X Shockwave :ls NSAP|sls .55 | 120

OWASR.0L asl y caviel ol o lilewl |4 8



Uzwplu
0S axxlye g b 4y i Sledlbl gl

https://www.owasp.org/index.php/Unrestricted File Upload

9 Reflective File Download (Oren Hatif)
https://www.trustwave.com/Resources/SpiderLabs-Blog/Reflected-File-Download--- A-New-Web-Attack-Vector/

OWASB.0.1 asly coiel wly s lilind |49


https://www.owasp.org/index.php/Unrestricted_File_Upload
https://www.trustwave.com/Resources/SpiderLabs-Blog/Reflected-File-Download---%20A-New-Web-Attack-Vector/

0 ¢ WCARAREzW & ASCPALASAE C Y
S Gas

a0t )5 et T sl Le Sl a5l e e e I 5 popaie sl S8 Jal
cog 48,5 )10 ASVS (o) ol badje gl Caond s b gy 55k 4 il cal by
b blge sladsl
1245 s itn sLo Blga b e o el sl 8 ciytalan slo Lnoma o el sl J58 50,5 121l ]
acil adly Aiud 35550 03UB gy
g plol el Lig)y 4 b olBiws (59, p ol slo sols 0,33 ]
D9l pll el Jlal ¥ (23 )3 JLas o b b deliy wlas sla ools plos il i

b saie;ls

Logi b gl o0 0,53 placew ;0 a5 gl anlid slo Jlade a5 0uS vy g

Y. Slsie 4 IMB L UDID glo ojles aiile ol oo onlizal 6 b aaliyy oL
C0 S el L8 oolainl 550 Cus >l Gla Sy
S e @lie 59, 1) s 9 e SlBT Lilige a0l a5 0iS (o 2
‘. adisy L (SD Carlalisls & )l5 asle) 08 o 0,5 olKiss 0 (5,a5 e,
(oo aalds STsl 4 slo
Y. )Wowwbudum)ésowwub)&‘dsww)f
g (o3 0,3 olKiwd (g9, ool Cdddlrs e O )g0 4y Key Chainsules
bsy g0 4 5500 slo 4l L APl gla S & e (slo 0lS oS 0l s
v g oo bl ilige sl acliy 4
Gk 3 canl (e aS Tzl o 50 alip ioled abo 3l oads 0,033 slo WS

Y.

Sledbl b gl oolaiwl sizws >l Jbo j0 aio Cuty 0 a5 oo 4ol p
VWP TRRY FWEL SN P e

I Scret keys
2Console

OWASR.0L asl y cavial (ol o lailewl [ S 0



f

OWASP Mobile Security Project:

httpsjlwww owas.org/ indexphp/OWASP Mobile Seurity Roject

iOS Developer Cheat &it:

-III_-

(}'L"‘d"’cs"“')"'“'"b ‘5»‘156‘).’ )5:?:.9 ua,..J beds..\....fsw)b

jeiy ) C,wab}.)&

o (S FB i O jgo 4y adadl> o 4ol oles QSJ%ZSGMJ)‘}
(ASLRuGLs o9l oo

GleS a all aldls 0gzg 0,5 Slus jl cales sl ST 4 oS o )lg
o ,Slos L5 5l Jhio! Bass ales oslal 3b a b uslsjl ol o

(GDBusle).acislh awte Jibge anli oy

content providersl, asl, sladan « wlus sbocdlad asliyy a5 0uS ow)ly
SR8 o CuglenST gl oKiws lon jo blge slo asliy ple Lasl o)

Sy90 )i:\) as ‘Soli& aladls> B 03 6)‘“"@5" u»l....o uLC)Uo‘ as o.\.a.«S ‘5».9)‘9
o=els memory dumpingsle ale> U wisd oo (50l oo b o LS
S oy

content providers L acl slacdan o codled (gl asly a5 0sS ow)lg

&S ) ks?v.l..w )L».:.C‘ ‘) [ &99,9 A )QLA

\Y.£

Dwp U

WS axxl e 5 alie 4 ics Sledlbl 6l

1 OWASP Mobile Security Project
https?//www.owas.org/ index php/OWASP Mobile Seurity Roject
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iOS Developer Cheat &#t:

https//www.owasp.org/index.php/IOS Devebper Cheat Sheet
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1  OWASP Teting Guide 4.0: Aguafing and Developing and Deployment Management Testing
https//www.owas.org/ index.php/ Testing_for_configuration_management

1  OWASP Crosste Request Forgery Cheat Sheet
https//www.owas.org indexphp/Qoss- Ste Request Fagery (CSRE Prevention_CheatSheet

1  JSON Web Tokens (and Signing)

https://jwt.io/
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1 OWASP Testing Guide 4.0: Comfiguration and Deployment Management Testing
https//www.owag.org/index.php/ Testing_for_configuration_managamnent
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