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About Me 

• About Me 

– FirstBank, Colorado 

– Information Security Analyst 

– Interests include: 

•  Malware Reverse Engineering 

•  Anti-Virus Evasion 

•  Rootkit Technologies 

•  Web Application Attack Methodologies 

 



My definition of Malware. 

• “Software that is intended to damage , disrupt 
or disable computers and computer systems.” 

• I want to discuss Malware that is written or 
customized to attack your web applications, 
specifically. 



Malware Installation 

• The reality is some users interacting with your 
web application are infected with Malware. 

 

• How? 

– Fake mobile apps, Exploit Packs, Malicious Ads, 
Compromised Sites, Drive-By Downloads, Phishing 
Emails, etc... 

 



ZeuS  - And its variants 

• ZeuS and it variants.  Citadel, GameOver, etc.. 

• Three core components: 

– A custom builder 

– Custom configuration Files 

– Defines WebInject files 

• These components have been adopted by 
other Malware variations. Bugat, Tinba, 
Shylock etc… 



ZeuS Components 



What is a WebInject? 

• At the core of ZeuS variants is the ability to inject 
markup and scripts directly into the page on the 
infected client. 

• Defines a URL, and markup patterns to match 

 



Actual Criminal WebInject – 
Type 1 



WebInject Gallery 

= Injected Content 



WebInject – Type 2 

<head> 

data_end 

data_inject 

<script type=”text/javascript” 
src=”https://www.example.com/nl01/jquery17.js”></script> 

<script type=”text/javascript” 
src=”https://www.example.com/nl01/mymalicousscript.nl.js”></script> 

data_end 

 

Malware will inject additional functionality to your 
application, in order to conduct the attacks, persist 
state, and conduct fraud. 



JavaScript Keylogger  



Form Grabbing 



Session Hijacking 



Persistence and Stealth 

• Dll Injection 
• API Hooks 
• Operating System 

Persistence 
• Encrypted 

Communications 
• Splitting ‘Evil’ across 

multiple files 
• Memory Resident Only 
• Low AV Detection Rate 

Sample Process Tampering - 
MineSweeper 



Detecting Malware? 

• Focus on Application side detection 

• Any of the following changing during a 
session, would be considered interesting: 

 -IP Address (Caution here)  

 -Accept Encoding 

 -Accept Language 

 -User-Agent Strings 

 



Detecting Malware – part 2 

• Customers complaining of system being down, strange 
error messages, unexplained transactions, suspicious 
input fields.  

 
• Strange Referer Headers  
 
• Watch for Malware writers testing their code.  (Yes, you 

probably have Malware writers as customers!) 

– Out of order page interactions 
– Extra POST parameters sent 
– Unusual velocity of transactions 
– Excessive Logins 

 



Detecting Malware – part 3 

 

 

 

• Detecting In-Flight Page Changes with Web 
TripWires. 

• Checksums of portions of the response, 
validated against server provided hash. 

• Detailed  Solution in:   
“Web Application Defender’s Cookbook” 

 



Detecting Malware – part 4 



Detecting Malware – part 5 



Questions ? 

“Malwaria” 


