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OWASP Tools and Technology
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ÅVulnerability 
Scanners

ÅStatic Analysis 
Tools

ÅFuzzing

Automated 
Security 
Verification

ÅPenetration 
Testing Tools

ÅCode Review 
Tools

Manual 
Security 
Verification

ÅESAPI

ÅAppSensor

Security 
Architecture

ÅAppSec Libraries

ÅESAPI Reference 
Implementation

ÅGuards and 
Filters

Secure 
Coding

ÅReporting Tools

AppSec
Management

ÅFlawed Apps

ÅLearning 
Environments

ÅLive CD

ÅSiteGenerator

AppSec
Education
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10+1 Projects you 
should know about
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The OWASP Documentation Projects

Building Guide Code Review Guide Testing Guide

Application Security Desk Reference (ASDR)

ASVSTop 10

Prevention Cheat 
Sheet Series
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1) OWASP Top 10 [2010]
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OWASP Top Ten (2010 Edition)

http://www.owasp.org/index.php/Top_10

9

http://www.owasp.org/index.php/Top_10


OWASP

OWASP Top 10 Risk Rating Methodology

Threat
Agent

Attack
Vector

Weakness 
Prevalence

Weakness 
Detectability

Technical Impact
Business 
Impact

?
Easy Widespread Easy Severe

?Average Common Average Moderate

Difficult Uncommon Difficult Minor

1 2 2 1

1.66 * 1

1.66 weighted risk rating

Injection Example

1

2

3
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OWASP Prevention Cheat Sheet Series

How to avoid the most common web security problems

<XSS Prevention Cheat Sheet
4 www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

<SQL Injection Prevention Cheat Sheet
4 http://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet

<CSRF Prevention Cheat Sheet
4 http://www.owasp.org/index.php/Cross -Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet

<Transport Layer Protection Cheat Sheet
4 http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet

<Cryptographic Storage Cheat Sheet
4 http://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet

<Authentication Cheat Sheet
4 http://www.owasp.org/index.php/Authentication_Cheat_Sheet

http://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
http://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
http://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
http://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
http://www.owasp.org/index.php/Authentication_Cheat_Sheet
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2) OWASP [Developers] Guide

<Describes how to develop 
secure web applications

<Covers

4Secure Coding

4Threat Modeling

4New Technologies (Web 
Services, AJAX)

416 Security Areas

<293 Pages
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3) Secure Coding Practices Quick Reference

< Technology agnostic coding practices

< What to do, not how to do it

< Compact, but comprehensive checklist format

< Focuses on secure coding requirements, rather 
than on vulnerabilities and exploits 

< Includes a cross referenced glossary to get 
developers and security folks talking the same 
language
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Checklist Sections

ü Input Validation

ü Output Encoding

ü Authentication and Password 
Management

ü Session Management 

ü Access Control

ü Cryptographic Practices

ü Error Handling and Logging

ü Data Protection

ü Communication Security

ü System Configuration

ü Database Security 

ü File Management

ü Memory Management

ü General Coding Practices

- Only 9 pages long
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Using the guide

< Scenario #1: Developing Guidance Documents 

Coding Practices

General

Security 

Policies

Application 

Security 

Procedures

Application 

Security 

Coding 

Standards

Guiding Principles What to do How to do it
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Using the guide continued

< Scenario #2: Support Secure Development Lifecycle 

Application 
Security 
Requirements

Secure Development 
Processes

Standardized Libraries 

Standard Guidance for 
non -Library Solutions

Review 
Solutions

Test Solution 
Implementation

What to do How you should do it What you did Did it work

Coding Practices
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RFP
Best 

Software 
Ever

Using the guide  continued

< Scenario #3: Contracted Development

Á Identify security requirements to be added to outsourced 
software development projects. 

Á Include them in the RFP and Contract

Contract
Best 

Software 
Ever

I need cool 

Software

We can build 

anything
How do I 

make it work

CustomerSalesmanProgrammer

Coding Practices


