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Introduction

Anurag “Archie” Agarwal, CISSP

— Founder MyAppSecurity

— Ex-Director - Education Services, WhiteHat Security

— 17 years of experience (Cisco, Citigroup, HSBC Bank, etc)
— Active in WASC and OWASP

— Published several articles on Secure
Coding and SDL

— Project Leader — OWASP Threat Modeling Methodology
— http://myappsecurity.blogspot.com
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http://myappsecurity.blogspot.com/

MvyAppSecurity

Secure Your Applications

* End to End Software Security Risk Management
Solution

* Key Services
— Threat Modeling
— Secure Architecture Review
— Vulnerability Management
— Training
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“You cannot build secure systems until you

understand your threats”

FIRAAOT EE e T MR TR AT e, TR IE Wk

S$o...A% LONG
AS We'Re weRe. ..
Tees YouR eviL
KiD SMeke Dore?

.
o

2:ThreatModeler

Identify ¢ Classi

ify ¢ Prioritize ¢ Mitigate



trade.com findex.shtml?@sessionid 2341751341342

e R VA Brdzitnbhe

> Register Now
T~ =

User Name:

Password:




Threat Modeling pays for itself

* Number of Vulnerabilities = Negligible

e Competitive Advantage

e ROI Benefits

“Code fixes performed after release
can result in 30 times the cost of fixes
performed during the design phase.”
(NIST)
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Source: Notionol institute of Standords ond Technology

10




BUILD YOUR OWN THREAT
MODELING PRACTICE IN 7
EASY STEPS



Step 1 - Threat Library

e Build your own threat library
— Existing threat libraries — CAPEC, WASC and OWASP
— Custom threats

* Associate risk with threats to prioritize mitigation efforts
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Step 2 - Secure Coding Standards

* |dentify mitigation steps
— Secure Coding Standards
e OWASP Secure Coding Quick Reference Guide

* OWASP Developers Guide

— Security frameworks

 OWASP ESAPI
* Microsoft Enterprise Library
* Microsoft AntiXSS Library

e Custom/Home grown

e Associate mitigation steps with threats
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Step 3 - Intelligence

e Build a library of reusable Threat Patterns / Attack Trees

e Build a pre-defined

reusable component library
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Step 4 - Actionable Output

* Builds a comprehensive threat profile (ThreatMap) of the
system which can be either used to understand the system or
generate actionable output

— High Value Targets

— Data Flow

— Threats to individual Components

— Risk

— Attack Trees

— List of Mitigation Steps (Abuse Cases)
— Security Assessment Checklist

— List of Total vs. Open Vulnerabilities

ThreatModeIer
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Step 5 — Dashboard and Reporting

 Threat Management Console
— Threat Portfolio

— Threat Management / Vulnerability Management

— Prioritize Mitigation e b e
* Risk Dashboard ‘*'*“'_'""l e 0

— Top Ten Threats

— Risk Profiling :
— Compliance Reporting ﬁ . ey . L 2%
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Step 6 - Collaboration

ARCHITECTS
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*Provide functional information about
their application.

Security Professionals *Vulnerability Management / Risk
Management.
*Promote Security Standards throughout
the organization.

Developers *Implement correct mitigation steps and
0% security standards using Abuse Cases.



Step 7 - Scaling and
Operationalizing

e Build a Threat Model in hours/days depending on the size of
the application

* Updating a threat model
is @ matter of minutes.

* Effective Risk Management.

e Build reusable templates

* Scalable across thousands of
applications.
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Time for a Demo

Anurag Agarwal ‘
MyAppSecurity
http://www.myappsecurity.com

anurag@myappsecurity.com
Phone - 201-632-3634 \

anurag@myappsecurity.com | 919-244-0803 | www.myappsecurity.com
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