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Authentication components

e Login
e Logout
e Registration or Enrolment

e “Forget Password” Function
e “Reset Password” Function
e De-registration
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Authentication Hacking

e Server-side Hacking
— Authentication Bypass
— Authentication Replay
— Session Attack
— Information Disclosure
— Brute Force and Dictionary Attack
— Denial of Service Attack
— Business Logic Vulnerability
— Miscellaneous Vulnerabillity
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Authentication Hacking

* Client-side Hacking
— Man-in-the-Middle Attack
— Sniffing

Mar 8 2006

Phishing Attack
Keystroke and Screen Logger
Password Disclosure

Denial-of-Service Attack
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Authentication Bypass
(server-side)

Gain unauthorized access to the
application without knowing
password and/or username.

* Impact: High
* Levels of skills required: Medium
 Likelihood of Occurrence: High
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Authentication Bypass
(server-side)

strUsername = request.getParameter("username");
StrUserPassword = request.getParameter("passowrd");

strSQL = "select * from login where username=" + strUsername
+ "and password=" + strUserPassword,

db.setNType(0);
db.setStrQuery(strSQL);

db.run();

sqlRst = db.getSqlRst();
sqlRst.last();

intRowCount = sglRst.getRow();
If (intRowCount <= 0) login=false;
else login=true;

e http://www.vulnerable.com/login.|sSp?us

ername=hack&password=1%200r%20
1=1

Copyright 2006 www.eBizSec.com


http://www.vulnerable.com/login.jsp?username=hack&password=1%20or%201=1
http://www.vulnerable.com/login.jsp?username=hack&password=1%20or%201=1
http://www.vulnerable.com/login.jsp?username=hack&password=1%20or%201=1

Authentication Bypass
(server-side)

NET forms authentication vulnerability

A standard forms authentication setup requires
the presence of "web.config“ to set the
authentication method and login procedure.
The presence of this
file prevents access to certain files (.aspx files
for example) unless authenticated.

Normal Request: |
http://localhost/secure/somefile.aspx

Attacks:
nttp://localhost/secure\somefile.aspx (Mozilla)
http://localhost/secure%5Csomefile.aspx (IE)
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http://localhost/secure/somefile.aspx
http://localhost/secure/somefile.aspx
http://localhost/secure%5Csomefile.aspx

Authentication Replay
(Server-side)
Replay the victim’s authentication

request by exploiting the caching
feature provided by the browser.

e Impact: High

* Levels of skills required: Low
 Likelihood of Occurrence: High
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Authentication Replay
(Server-side)
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Authentication Replay
(Server-side)
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Authentication Replay
(Server-side)
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Authentication Replay
(Server-side)

Microsoft Internet Explorer X

Click, Retry to send the information again,

& The page cannot be refreshed without resending the information,
ot click Cancel ko rekurn Eo the page that you were Erving bo view,

.................................

Retry Canicel
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Session Attack
(server-side)

Take advantage of the weak session
management to break into or
hijack authenticated session

e Impact: High

* Levels of skills required: High
e Likelihood of Occurrence: Medium
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Session Attack
(server-side)

e Cookie:
timestamp=9894849323&UseriD=drag

on00l1&sessionkey=87928942

Mar 8 2006 Copyright 2006 www.eBizSec.com



Information Disclosure
(Server-side)

Discover sensitive information from
weak authentication process

e |mpact: Low
e Levels of skills required: Low
 Likelihood of Occurrence: High
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Brute Force and Dictionary
Attack (Server-side)

Gain unauthorized access by trying
a large number of possibilities
from dictionary or wordlist, or
exhaustively working through all
possible passwords

e |mpact: Low
* Levels of skills required: Medium
e Likelihood of Occurrence: Low

Mar 8 2006 Copyright 2006 www.eBizSec.com



Brute Force and Dictionary
Attack (Server-side)

X Brutus - AET2 - www.hoobie. net/brutus - (January 2000)
File Tools Help

Terget [127.0.01 Type [HTTP Basic authl v [ Stan | stop | Clear|

Connection Options

Fuort |EU Connections ™ | 10 Timeout T.J. m— 10 [ Usze Prosy |

HTTF [Bazic) Options

bethod |HEAD - | v Keephlive

Authentication Options

[v Usze Uzername [ Single User Pazs Mode |“Word List - |

Izer File |users.h-ct Er-:uwse| Paz= File |w::|r|:|3_t:-:t Eiru:uwse|

Foszitive Authentication Results

T arget | Type | zermarne Faszword |

Lol
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Denial-of-Service
(Server-side)

prevent legitimate user’s access, by
exhausting various computing resource,
such as network bandwidth, CPU time,
memory, hard disk, etc

e Impact: High
» Levels of skills required: Medium
 Likelihood of Occurrence: Medium
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Business Logic Vulnerability
(Server-side)

Explore the weakness in the
business logic design to gain
unauthorized access

* Impact: High
* Levels of skills required: Medium
e Likelihood of Occurrence: Medium
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Miscellaneous Vulnerabilities

CAPTCHASs - Completely Automated Public Turing test to
tell Computers and Humans Apart ;

PWNTcha - http://sam.zoy.org/pwntcha/

OCR Research Team http://www.ocr- a
research.org.ua/index.php?action=list

s (krsp

. _LAMIRE
Ly ok
34
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http://sam.zoy.org/pwntcha/
http://www.ocr-research.org.ua/index.php?action=list
http://www.ocr-research.org.ua/index.php?action=list

Man-in-the-Middle Attack
(Client-side)

Attacker intercept, alter the traffic
petween two parties without either
party knowing that the link
petween them has been
compromised

e Impact: High
* Levels of skills required: High
 Likelihood of Occurrence: Low
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Sniffing
(Client-side)

Capture the user credentials from
network traffic, proxy, caching, etc

* Impact: High

» Levels of skills required: High
e Likelihood of Occurrence: Medium
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Phishing Attack
(Client-side)

use 'spoofed' e-mails and fraudulent
websites designed to fool recipients
Into divulging personal financial data
such as credit card numbers, account
usernames and passwords, social
security numbers

e Impact: High
* Levels of skills required: High
 Likelihood of Occurrence: High
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Phishing Attack
(Client-side)

From: "Citibank" <antifraud@citibank, corm> Ea.ﬂ-.dd to Address Boaok

Subject: vour Citibank account [Fri, 9 Jul 2004 07:53:35 +0100]

Date: Fri, 2 Jul 2004 07:53:35 +0100

Dear client of the Citi,

As the Technical service of the Citibank have been currently updating the software,
We kindly ask you to follow the reference given below to confirm your data, otherwise
YOUr access to the system may be blocked.

https: Mfweb da-us citibank comfsigninfscriptsfogin2fuser setup jsp

WWe are grateful for your cooperation.

A member of citigroup
Copyright @ 2004 Citicarp
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Phishing Attack
(Client-side)

S1gN 0N to citibank
with your Citibanki® Banking Card

Card #/CIN

sign on
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Key Logger, Screen Logger
(Client-side)

Capture user keystroke, mouse click
and screen to discover the
username and password, even
with the on-screen keyboard.

* Impact: High
* Levels of skills required: High
e Likelihood of Occurrence: Medium
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Control Panel

Key Logger, Screen Logger

(Client-side)

L Beyond Keylogger ? ¥ 1.78 [only 7 days left to purchase a license)

DEyond neylogger.

Screenshots Settings

= Settings

CGeneral Settings
Log Maintenance
Textual Settings

Media Settings
E-Mail Settings
FTP Settings
Pazsword
Advanced
= Commands
Stop Logging
Hide:
Log Viewer
Purchasze
Support Email
Jnin=tall

L0048

72006 Supremtec

Hitp: Sy supremtec.com

Here you can =et the screenshots capturing settings

|:| Enable screenshots capturing

Thiz will allowy you to et the interval capturing time.

Every |:| seconds, Every I:l minutes.

Capture screen on every mouse click or "Enter" key.

Thiz will allovwy ywou to =et the image quality.

Small file Big file

Thiz will allowy wou to reduce the image size for smaller image file.

[] Reduce image size by |:| %o

Enter registration code
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Copyright 2006 www.eBizSec.com




Key Logger, Screen Logger
(Client-side)

File Edit ‘Wew Favorites Groups Options  Tools  Window  Help

I ﬂ = @ = @ = I?‘r = \ﬂ = @ = _;\J ‘ii_g‘ E n = m- E :i‘ %googlc @Mcl'riam-chstcr @Wikipcdia @Yahoo!

| Address ﬁ https: M, citibank. com. sg/portalicitivmn_home_center . jsprframeset=centerFramesetéframeval l=customer SigninLink 1 &framewvar 1=workID

[Crinese Rea. |[it@#z=2 | 74TV | OCR Resear | DBS Banking [ Citbank Sing._| @] hitps:/w_ | Google

Citibank Singapore - Maxthon Browser

|| Prowered Ke_l,l...?i 007 zcreen Io...iiKe_l,lIogger - D': Download fre.. | Schneier on |

# privacy # citi.con

citibank

HOME | CREDIT CARD READY CREDIT INVESTMEMNTS & DEPOSITE LOANS INSURAMCE FINAMNCIAL SERVICES

Singapore A

B What's New At Citibank Online

Home

1 0 g i N to citibank

with your card number and PIN
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Ranking With lls

Change Pinlssuance
Application Forms
Answers Instantly
Contact Us:

Please use your mouse to enter your

D Remember my Card Mumber

Meed Help?
orgot your PIN?

F®

Need Assistance?

Make your enquiry 2nline or call our
Internet support officers on 6338-
2228

Fairy tales

on the same day!
Apply now (3

Internet Security MNotice

Af Citibank, welge constantly updating our security technology to protect your

privacy and confidentiality, It is as IMPORTANT that yvou take the necessary
measures to sateguard yourself.

+ Do not use public or shared computers such as those at internet cafes for

internet banking.

Save S10

CitiGold card Number Apply 5

T = 7 . with every 3
CitiBusiness [G9aTa404n online _’\’*__ Er{edbea :\'. h
Opocn An Account and get your oard J 1 Bm}c earnage

details@

+ Beware of scam emails that trick you into providing your account
information and PIN. Citibank will not send you an email requesting for such

infarmation.

+  Always type http: / fvevrw citibank.com.sg into your browser address bar
before you login to ensure that you are on legitimate Citibank wehsite,

Flease access the links below for more online security tips.

Online Security Tips | Reporting Incidents | Your Role & Obligations

Citibank Cnline, Citicard and CitiPhone Banking are service marks registered and used by
Citibank, M.A and Citicorp throughout the world, Yisa iz a registered service mark and w

@ Daone

2 start

'y

[cerev J[ mext= ]

[ = siide show |

§ 2 aRrem §

192.168.190.1 Obytes | 454M 10




Password Discovery
(Client-side)

Discover the password from browser
cache, history list, memory In
client’'s PC

* Impact: High
» Levels of skills required: High
* Likelihood of Occurrence: Low
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Password Discovery
(Client-side)

Bk + = - @ ﬁ ‘ @Search (] Favorites @Media @ ‘ %* 5 ’ "

Addressl http:waw.ﬂnrgjfurumﬂnqin.php|

GUDSIE* Etp: oo gl crgforumlogin, phpredirect=
http: fme
http:

rffarumilogin,php?sid=c7h3al cFdfbBba004:5ae0891 15554 ﬁ
rffarumflogin phip?username=testoetipassword=pass1234brediect=Rlogin=pCA
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Password Discovery
(Client-side)

== x|
File Edit Search Position Wiew Tools Specialist Options File Manager Window Help
Oe=zdS | oBEEREy | 48 E | oReEs | OFecmEDO | B4 raE | €
lexplore: Prirmary Memary I | e
File Edit «# Iexplore: Primary Memory iRy e
Of feet p 1 2 3 4 5 & 7 Process: lexplore
10023480 |01 00 00 00 BS 31 02 10 Range size: 439MB
10023490 |00 00 00 00 00 00 00 0O 46,022,556 bytes
10023440 | B0 3& 02 10 00 00 00 0O
100234B0 |01 00 00 00 C8 0F 3C 16 Base address: 00T 0000
100234C0 |01 00 00 00 60 86 65 16 [Freadonly mods]
100234D0 | 01 00 00 00 OS5 80 00 0O
100234E0 | 60 A6 09 10 68 31 02 10 ‘windaw 1
100234F0 |01 00 00 00 40 9D 65 16 Mo, of windows: 1
10023800 |01 00 00 00 58 F3 04 16 _
10023E10 |01 00 00 00 58 F3 04 16 'E';;:de[set_ ANsstecht
10023820 |01 00 00 00 D& 2D 04 16 e o
10023830 |00 00 00 00 00 00 00 00 Butos por page: g
10023B40 |06 00 00 00 32 00 32 00
10023850 |01 00 00 00 E0 85 01 16 Cliphoard: available
10023860 |06 00 00 00 00 00 00 00
10023E70 |16 00 00 00 @2 00 32 00 1TEE~h:fefgf:ﬁoowucaégfﬁxs
10023880 |00 00 00 00 00 00 00 00
10023B90 |00 00 00 00 00 00 00 00
10023BA0 |01 00 00 00 EO 85 01 16 @
10023BB0 | 06 00 00 00 00 00 00 0O
10023BC0 |16 00 00 00 FF 00 FF 00
10023ED0 | 00 00 00 00 00 00 00 00
10023BE0 | 00 00 00 00 00 00 00 00
10023BF0 |01 00 00 00 90 06 01 16
10023C00 | FF FF FF FF 00 00 00 00
10023C10 |08 00 00 00 FF FF FF FF Password
10023C20 |01 00 00 00 90 06 01 16
Data Inter Al Yopzacao | FF FF FF FF 00 00 00 00
8 Bit [+): 50 10023C40 |10 00 00 00 FF FF FF FF
16 [ (e B0 10023C50 |FF FF FF FF 00 00 00 00
_ S2Bt[} 3278850 | ypnpp3cep |10 00 00 00 FF FF FF FF
10023C70 | FF FF FF FF 00 00 00 00
10023C80 | 48 A6 02 10 10 00 00 00
10023C90 |01 00 00 00 90 03 01 16
10023CA0 |31 00 32 00 30 00 32 00
10023CEB0 | 34 00 46 00 37 00 33 00
FPage 44443 of 73307 | Offset; 10023674 | =h0 | Block: nda | Size: nia |
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Password Discovery
(Client-side)

« For example, an online banking application
stored the password in memory like the
following:

FEFFFEFF750076007700780031003200330
03400FEFFFEFF

 The password “uvwx1234” is encoded by
Unicode and stored in memory with
“FEFFFEFF” as delimiters. It is simple to
search for FEFFFEFF to find the password.
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Denial-of-Service Attack
(Client-side)

prevent legitimate users’ access to
the web application, by sabotage
the users’ computer

 Impact: High

* Levels of skills required: High
e |ikelihood of Occurrence: Low
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Consideration for
Authentication Security

e Security requirement

e RISk assessment and/or threat
modeling

e User acceptance

« Application performance
o Compatibility

o Cost of implementation
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Principles for Authentication
Security

e Proper input validation and output
verification

« Always use “post” for form variable
submission

 Non-cache and immediately expire all
the web pages

 Manage user sessions and transaction
sessions properly

e Use strong session management
mechanism
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Real World Case Study

log 1N to citibank

with your card number and PIN

Card Number

Please use your mouse to enter your
PIN

(=] [=]
(=] (]
=] =]

&=
ElE

Clear

H

|:| Remetnber my Card Mumber

Meed Help? m

Forgot your PIMNY
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Access Code: | | @

PIN: | @

g For added security, please S
uEe our iDn-Screen Keyhosrd &

—— ]

[~ )@ [#][$][][~ &) *I[B_I[+]
Securad areaa mﬂﬁ_ﬂ E”I‘E”E‘EE”EIE”EDE'
| have problemns lodding on. | How II“E”E“E”EIE”I”EE
[ 1[a][s |[o][¢][e][nl[a]x][c][: 5] ]
& Security Alert [z Jle vl NI B LA

Security e [2 |[cap |[spacE [<][z][cLear |

. Leam how to safeguard yourself
Ae Sl | click here
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CookieRevolver

http://sourceforge.net/projects/cookie-
revolver

3 Mozilla Firefox |Z”E”z|

File Edit Wiew Go Bookmarks Tools Help
@ - IZ:} ¥ % I__,| @ |@ http: fflocalhost: 8000/ cookieRevolver-Example-0.,; v| D Go @,
x Disable |2 Cookiesw 50 €55+ (9 Formse #° Images+ @ Information Miscellaneous _!;Z Outliner C8 Resize~ @ Tool
{2t Wizz RSS 2.0.7 < | T 5 | @ Help etc - 54 Options et~ [ watch List~ £ 00 Wiather
LOGD HERE
Sign m form
TTsermame: | |
Password: | |
Copyrght 2006
Done Apache-Coyotef1.1 | €3 4 Errors el
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http://sourceforge.net/projects/cookie-revolver
http://sourceforge.net/projects/cookie-revolver
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CookieRevolver

The first time a system is used by a browser, this is the

process

Browser gets a new machine-id cookie

User authenticates with username/password
User answers preset security question
Browser gets a new certificate cookie

User is redirected to the site main page

For most interaction with a CookieRevolver secured site,

this is the process

Browser sends machine-id cookie

User authenticates with username/password
Browser sends and gets a new certificate cookie
User is redirected to the site main page
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Cookie Revolver

Cookie

e certtestO01=EtDPWHDLhISEt5NxkqPZVmWF
VWNZRkXHuUYYcS0qJ27611qtyuYKA%2Bkn
MmKdAzxPcEsnaKJI8hFdFd%0D%0AZ00pOE
ekIxuilUCDSHe%2BgpIKIY4inQdiZ%2F2VAC
ue8DbL8rvQNgjpXnHQBOEO07f6%2BbTx3dAL
JmZ8G2%0D%0Aqv4EJa075Tt2Cg%2BwL74
%3D JSESSIONID=74D44E6067/88EF36AF174C2BBF7E7E92

e {machine='36d5c75f-a064-4ae3-86¢eb-
b727f0e95ee0'(homepc),userName=test001,l
oginFailures='0',cert="iId=8a8aac01-dd3e-
4bd9-be5c-8ec8e39d6al5&userID=test001"}
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CookieRevolver

Test Case Impact Risk rating Finding

Server Side

Authentication Bypass N/A N/A No

Authentication Replay N/A N/A No

Session Attack N/A N/A No

Information Disclosure N/A N/A No

'EZ\rtL:;eCI;orce and Dictionary N/A N/A No

Denial-of- Service Attack N/A N/A No

Business Logic Vulnerabilities N/A N/A No

Client Side

Man-in-the-Middle Attack Medium Low Vulnerable but difficult to explore
Sniffing Medium Low Vulnerable but difficult to explore
Phishing Attack Medium Low Vulnerable but difficult to explore
Key and screen Logger Low Low Vulnerable but difficult to explore
Password Discovery Low Low Vulnerable but difficult to explore
Denial-of-Service Attack Low Low Vulnerable but can be fixed
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Reference

Directory traversal
http.//www.imperva.com/application_defense__

center/glossary/directory_traversal.html

Phishing http://www.antiphishing.org/

Discussion on browser refresh security issues
http://seclists.org/lists/webappsec/2003/Jul-

Sep/0084.html

Application Denial of Service (DoS) Attacks
http://www.corsaire.com/

Open Source Web Application Security
Project (OWASP) http://www.owasp.org

Dos and Don’ts of Client Authentication on the
Web http://cookies.lcs.mit.edu
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http://www.imperva.com/application_defense_center/glossary/directory_traversal.html
http://www.imperva.com/application_defense_center/glossary/directory_traversal.html
http://www.antiphishing.org/
http://seclists.org/lists/webappsec/2003/Jul-Sep/0084.html
http://seclists.org/lists/webappsec/2003/Jul-Sep/0084.html
http://www.corsaire.com/
http://www.owasp.org/
http://cookies.lcs.mit.edy/

Reference

e http://www.schneier.com/blog/archives/2006/02/doityours
elf ke.html

« Osk.exe - On-screen keyboard in Windows
e http://www.mykeylogger.com/

« http://www.supremtec.com/ Captures All KeyStrokes.
Records Instant Messengers. Monitors Application Usage.
Captures Desktop Activity. Captures Screen shots. Quick
Search over the log. Sends Reports by e-Mail.

My Little Spy is intended for recording a file of everything
that is entered from the keyboard. My Little Spy works with
out being seen, and can be recalled by a combination of
keys. My Little Spy records all email, chats conversations,
Instant messengers (ICQ, MSN, Yahoo, AIM ...), usernames
and passwords, all keystrokes typed, in one word, everything.
It records all text that has been on the clipboard (copy/paste),
window titles and takes pictures of the screen as well.
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http://www.schneier.com/blog/archives/2006/02/doityourself_ke.html
http://www.schneier.com/blog/archives/2006/02/doityourself_ke.html
http://www.mykeylogger.com/
http://www.supremtec.com/

e zhusecO05@yahoo.com

e WWW.ebizsec.com
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