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The drive behind this research

·Most devices have web interfaces enabled 
by default

·This applies to consumer and corporate 
appliances



The drive behind this research (2)

·The devices are ownable via their web 
interface

·Not just info theft is possible but also 
gaining root/admin privileges



Why ñand beyondò?

·Attack doesnôt end after owning the 
embedded device

·If device not properly segmented, we can 
probe the internal network



Why ñand beyondò? (2)

·Internet -> target device -> LAN

·Target device: stepping stone / bouncing 
point

·Not many companies consider DMZing 
ñmiscellaneousò devices



Why ñand beyondò? (3)

·Most of what we need to probe the LAN 
already on device

·i.e.: Axis camera with shell scripting 
(mish ) and PHP support



Why ñand beyondò? (4)

·Whoôs paying attention to printers, 
cameras, etc ? Anyone?

·After all theyôre just primitive devices

·Not taking into account as seriously as 
app / web servers security -wise



Focus on remotely exploitable web 
bugs

·Can be exploited reliably

·Can be hard to detect by IDS

·No need to develop platform -specific 
shellcode



Focus on remotely exploitable web 
bugs (2)

·Devicesô web interfaces often developed 
without parameter filtering in mind
ƁReal example: Linksys WAG54GS [1]

¶Tons of persistent XSS

·Lots of possibilities / attack scenarios


