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m Founder & Director
» Blueinfy Solutions Pvt. Ltd.
» SecurityExposure.com
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» Net Square, Chase, IBM & Foundstone
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» Web security research
® Published research

» Articles / Papers — Securityfocus, O’erilly, DevX,
InformIT etc.

» Tools — wsScanner, scanweb2.0, AppMap,
AppCodeScan, AppPrint etc.

» Advisories - .Net, Java servers etc.
m Books (Author)
» Web 2.0 Security — Defending Ajax, RIA and SOA
» Hacking Web Services
» Web Hacking
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Real Case Study

m Web 2.0 Portal — Buy / Sell

m Technologies & Components — Dojo, Ajax, XML Services,
Blog, Widgets

m Scan with tools/products failed

B Security issues and hacks
» SQL injection over XML
» Ajax driven XSS
» Several XSS with Blog component
» Several information leaks through JSON fuzzing

» CSRF on both XML and JS-Array
» HACKED
» DEFENSE
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Web 2.0 Architecture and Security
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Web 2.0 Architecture

Browser

i
Database Authentication !

Application
Infrastructure
Web Services

End point
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Web 2.0 Components

Protocol Layer
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Server Layer

Client Layer

\III

Structure Layer
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Case study - Pageflakes

Sign up

W Click here to create a page personalized with your interests.
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Case study - Pageflakes

Widgets
1 Email

[ Please configure yaur email account

=] calendar

£ June 2008 >
Sun Mon Tue wed Thu Fri Sat Web SerVICes
1 2 3 4 5 6 7
3 E 1o 1% GET http://www.pageflakes.com/CoreServices.soap/GetPageContent7userGuid="%22a5a075d6-cch4-4eab-asfb-a
15 16 17 GET http:/fwww.pageflakes.com/RSSServices.soap/ GetRSSChannellist (51 41ms}
22 23 24 GET
20 10 1 http:/ /www.pageflakes.com/ContentProry.soap/GetUrl1?url=%22http%3A%2F % 2Fpageflakes.weather.com®o2Fwe
(330ms}
GET
http:/ /www.pageflakes.com/RSSServices.soap/GetRSSChannel87url =% 22http% 3A%2F %2 Fnews.google.com®2Fne
{78ms}

GET http://www.pageflakes.com/ContentProxy.soap/ GetUrl2url=2%22htt p®o3A%2F%2Fapi.fickr.com®2F services
GET http://www.pageflakes.com/flakes/EventsMap/EventsMapService.soap/GetAllCategories?flakeld=19159250
POST http:/ /www.pageflakes.com/flakes,/EventsMap/EventsMapService.soap/GetCachedMap (734ms}

GET http://www.pageflakes.com/flakes /EventsMap/EventsMapService.soap/GetPositionFromLocation?flakeId=1¢
POST http:/ /wwew.pageflakes.com /flakes/EventsMap/EventsMapService.soap/GetEvents {1541ms}
A 1 4




Impact of Web 2.0

m Application Infrastructure

OWASP AppSecEUO09 Poland . 9

Impact of Web 2.0

B Security Threats
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Changes in approach

m Methodology
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Web 2.0 Security

m Complex architecture and confusion with
technologies

® Web 2.0 worms and viruses — Sammy,
Yammaner & Spaceflash

m Ajax and JavaScripts — Client side attacks are on
the rise

B Web Services attacks and exploitation
m Flash clients are running with risks
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Web 2.0 Security

® Mashup and un-trusted sources
B RSS feeds manipulation and its integration

m Single Sign On and information convergence at
one point

m Widgets and third-party components are
bringing security concerns

m Old attacks with new carriers

OWASP AppSecEUO09 Poland 0 13

Vulnerabilities & Exploits

m Clients side security

m XML protocols and issues

m Information sources and processing
B Information structures’ processing
m SOA and Web services issues

m Web 2.0 server side concerns
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Web 2.0 — Methodologies & Challenges
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Methodology, Scan and Attacks
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Challenges

How to identify possible hosts running the application? — Cross
Domain.

Identifying Ajax and RIA calls

Dynamic DOM manipulations points

Identifying XSS and XSRF vulnerabilities for Web 2.0
Discovering back end Web Services - SOAP, XML-RPC or REST.
How to fuzz XML and JSON structures?

Web Services assessment and audit

Client side code review

Mashup and networked application points
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Web 2.0 Fingerprinting, Discovery &
Crawling
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Application Server Fingerprinting

m Identifying Web and Application servers.

m Forcing handlers to derive internal plugin or
application servers like Tomcat or WebLogic.

m Looking for Axis or any other Web Services
container.

W Gives overall idea about infrastructure.
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Fingerprinting

B Ajax based frameworks and identifying technologies.

B Running with what?
» Atlas
» GWT
» Etc.

m Helps in identifying weakness of the application layer.
B Good idea on overall application usage.
W Fingerprinting RIA components running with Flash.

m Atlas/Ajax.NET script discovery and hidden entry points
identification.

B Scanning for other frameworks.
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Discovery

B Ajax running with various different structures.

m Developers are adding various different calls and
methods for it.

m JavaScript can talk with back end sources.

m Mashups application talking with various sources.
B It has significant security impact.

m JSON, Array, JS-Object etc.

m Identifying and Discovery of structures.
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Discovery

-é: Inspect Clear Profile
| Console | HTML CS5 Script DOM  Net
= GET http://localhost /demos /ajan/ajax-struct /myjson.trt (53ms}

Headers | Response

{ "firstMName': "Tohn", "lastNeme": "Smith", "address": { "streetiddress": "2l #nd Street", "city": "New
Tork", "stae': "NT', "postalCode’: 10021 ), "phoneNumbers": [ "ZlZz 732-1234", "646 123-4867" ] }
-
Inspect Clear Profile & Inspect Clear Profie
| Console | HTML (€SS Script DOM  Net | Console | HTML (€55 Soaript DOM  Net
=/ GET http://localhost/demos;/ajar/ajax-struct/profile.kml (#7ms] = GET http://localhost/demos /ajax/ajax-struct/js.tut (62ms}
Headers Response Headers = Response
<rzml wersion="1.0" encoding="UTF-g"I> firstname="John";
<profiles lasthame="Smith";
<firstname-John</firstname> number="212-234-3080";
<lastname~¥nith</lastname>
<mumher>212-675-3292< /mumber~ _a," Inspect clear  Profile

</profile
| Console | HTML (€55 Script DOM  Net

=/ GET http://localhost/demos/ajax,/ajax-struct/js-object.trt [ 47ms}

-é: Inspect Clear  Profile

| Console | HTML S5 Script  DOM  Net Headers | Response

=l GET http://localhost/demos,/ajax/ajax-struct/array.tut (76ms} profile = {
firstname : *John',
Headers | Response lastname : "Smith",
nuuber : "212-234-£758",
new Array{"John®, "Smith”, "Z12-456-2323") showfivstname : funenion() {remurn this firstneme),
showlastname © function) {return this lastname},

shovmuuber : function() {return this.nuuber},

¥i
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Crawling challenges

m Dynamic page creation through JavaScript using
Ajax.

B DOM events are managing the application layer.
m DOM is having clear context.

B Protocol driven crawling is not possible without
loading page in the browser.
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Ajax driven site

Login | News | Your area | Profile

"“Jsource of: ht calhost/demos /crawl/ - Mozi

File Edit WYiew Help

<!DOCTYPE html PUBLIC "-//W3C//DTD XHIML 1.0 Strict//EN"™ "http:/ www.wi
<html sxmlns="htcp://www, w3, org/ 1992/ xhtml™ >

<head>

titlesDonaad irec/title

<soript sre="./sroc/master.js"-</sceript>
<script type="text/javascript" sre="./sro/dojo.js"></scriptr

<script language="jsvascript” sro="./src/rss_xwl_parser.js"s</script>
<script language="javascript” sreo="./sro/XMLHTTPRed. j="»</script>
<soript>loadhonl () </script>
<div id=Twain ></div:

<div id='myarea'></div>

function loadhtml()
¢

</hody>
</html>
» +ivexonject ("Hsmlz. XHLHTTE") ;
= GET http://localhost/demos /crawl/mainhtml (71ms} if (! nee)t

httpenew ActiveXObject ("Microsoft.XHLETTP");
)

Headers Response )

<a href="/login.asp">Login</a>snbsp; | dnbsp; LS L L
<a href="jawaseript:getnews (] ">News</ar&nbsp; |&nbsp; 8
<a href="javascript:loadmyareal}">Your area</a»inbsp; |énbsp;

<a href="javascript:getprofile{)"»Profiles/ax

= htep.responseText;
nt.getElenentByTd [ main' | . innerBTHL = response;

)
hetp.send null) ;
)
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Crawling with Ruby/Watir

require 'watic'

include Watir

ie=IE.new
ie.goto("http:// localhost/ dewos/ crawl/ ™)
ie.show_links
ie.links[2].click Command Prompt

ie.show_links
ie.links[2].click D:Nscanweb2.@>cravl.rh

index name id href
ie.show_links text/spc
e links[4].click http:-~localhostslogin.asp
. s Login
ie.show_links Jjavascript sgetneuws (2

News

Javascript : loadnyarea{>
Your area

javascript:igetprofile
Profile

href
text/src

http:~localhost-login.asp
Login

Javascript:-getnews (2

Neus
Javascript : loadnyarea{?
Your area
javascript:getprofile(}
Profile
index name id href
text/src

Web 2.0 Vulnerabilities & Exploits




Ajax code review

W Ajax scripts are on client side and important to
do source sifting on it

m Looking for business logic and vulnerabilities on
Ajax components

W JavaScript analysis and review

m Looking for malicious calls and pattern of
malware if any

m Very sensitive in mashup context
m In browser debugging would be very handy
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Source Code Disclosure

m Hidden Ajax calls fetching files

m Discovering those calls

W Exploiting with ../ and getting files

m Common with content managements systems
m RIA calls can be discovered as well
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SQL 2.0

B SQL injection over JSON streams

m Flash based points

m XML data access layer exposure

m Errors are not standard in 500

m 200 and messages are embedded in the stream
m Application features are Asynchronous

m Async. SQL injection is interesting vulnerability
with Web 2.0 applications

B RSS feed generation happens in Async. way and
possible to exploit

©

XPATH injection

m XPATH parsing standard error
m XPATH is method available for XML parsing

B MS SQL server provides interface and one can
get table content in XML format.

B Once this is fetched one can run XPATH queries
and obtain results.

® What if username/password parsing done on
using XPATH — XPATH injection




Cross Site Request Forgery (CSRF)

W Generic CSRF is with GET / POST

m Forcefully sending request to the target application with
cookie replay

W Leveraging tags like
» IMG
» SCRIPT
» IFRAME

m Not abide by SOP or Cross Domain is possible
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Cross Site Request Forgery (CSRF)

W Is it possible to do CSRF to XML stream
m How?

m It will be POST hitting the XML processing
resources like Web Services

mJSON CSRF is also possible

B Interesting check to make against application
and Web 2.0 resources
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One Way CSRF Scenario

One Way CSRF Scenario
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Login request

Authentication / Cookie



One Way CSRF Scenario
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ol Attacker’s
Site

One Way CSRF Scenario

N
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One-Way CSRF

Please Login

Username |shreeraj
Password [ Login

User is authenticated!

0
ér Inspect  Clear  Profile
Console I HTML (S5 Script DOM  Net

= POST http://localhost/atlas/trade.asmx?mn=login (75ms}

Params Headers Post R
Enter your order

a—1

Order Is placed)

"User is suthenticaed!"

# veen Cow Protie
Console  HTML (55 Script  DOM Set
B T e —

Hesdors  Post  Hesponse

~MEFT

<Tumb varsion="1.0"1> ACalls e P s g, Eing
TR ALY P ATARN 15 AT AR CVAIULES S450E L4004 S0l Lab £ VALUAS 4P AEARS 4P AT ARES 4/ RaEESATALLY
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One-Way CSRF

<htmI>

m <body>

B <FORM NAME="buy" ENCTYPE="text/plain"
action="http://trade.example.com/xmlrpc/trade.rem" METHOD="POST">

| <input type="hidden" name="<?xml version’
value=""1.0"?><methodCall><methodName=>stocks.buy</methodName><
params><param=><value><string>MSFT</string></value></param><pa
Lan(;><”value><doub|e>26</doub|e></value></param></params></met
odCall>'>

</FORM>
<script>document.buy.submit();</script>
</body>

</html>
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Forcing XML

m Splitting XML stream in the form.
m Possible through XForms as well.

B Similar techniques is applicable to JSON as well.
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Cross Site Scripting (XSS)

m Traditional
» Persistent
» Non-persistent

m DOM driven XSS — Relatively new

m Eval + DOM = Combinational XSS with Web 2.0
applications
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Cross Site Scripting (XSS)

m What is different?
» Ajax calls get the stream.

» Inject into current DOM using eval() or any other
means.

» May rewrite content using document.write or
innerHTML calls.

» Source of stream can be un-trusted.
» Cross Domain calls are very common.

OWASP AppSecEUO09 Poland 0 a1

DOM

m Dynamic HTML
B Browser loads Document Object Model

m DOM can be manipulated by scripts in the
browser
m Components
» History
» Location
» Forms etc....
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[ —
XHR - Ajax

function getajax()

var http;
if(window.XMLHttpRequest){
http = new XMLHttpRequest();
Jelse if (window.ActiveXObject){
http=new ActiveXObject("MsxmlI2. XMLHTTP");
if (! http){
http=new ActiveXObject("Microsoft. XMLHTTP");
}

http.open("GET", "./ajax.txt", true);
http.onreadystatechange = function()
if (http.readyState == 4) {
response = http.responseText;

document.getElementByld(‘main’).innerHTML = response;

}

}
http.send(null);

OWASP AppSecEUO09 Poland 0 43

DOM based XSS

if (http.readyState == 4) {
var response = http.responseText;
var p = eval("(" + response + ")");
document.open();
document.write(p.firstName+"<br>");
document.write(p.lastName+"<br>");
document.write(p.phoneNumbers[0]);
document.close();
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DOM based XSS

document.write(...)
document.writeln(...)
document.body.innerHtml=...
document.forms[0].action=...
document.attachEvent(...)
document.create...(...)
document.execCommand(...)
document.body. ...
window.attachEvent(...)
document.location=...
document.location.hostname=...
document.location.replace(...)
document.location.assign(...)
document.URL=...
window.navigate(...)
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DOM based XSS

document.open(...)

window.open(...)

window.location.href=... (and assigning to location’s href, host and hostname)
eval(...)

window.execScript(...)

window.setlInterval(...)

window.setTimeout(...)

OWASP AppSecEU09 Poland 0 46




Scenario

Posting to the site
[Malicious code]

Vulnerable stream coming
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XSS with JSON stream

John

212732-1234

<html>
<hody>
<script sro

</hody>
</html>

Line 3, Cal 47
*
»‘r Inspect Clear  Profile

1 Console | HTML S5  Script

Help

if (! http){
http=nev ictiveXCbject ("Hicrosoft.XMLETTP");

i
i

http.open ("GET",

" /myison.txt”, true);

http.onreadystatechange = function()

{
if

document .

document

document .

(http.readyState == 4) {

war response = http.responseText:
war p = eval("(" + response + "I");:
open();
.write(p.firstlame+"<brs";

vrite(p.lastName+"<br>") ;
vrite (p.phoneNunbers[0]] ;

.close();

di t .
=/ GET http://localhost/demos,/ s/t orumEn
document
Headers Response |
{ "firscMame": "John", "lastMName": "<scriptralert
"Zl Znd Street", "city': "MNew York", "state": "

. "E46 123-4587" 1}

KBS z.0');a/scripnet,

Taddrass":
10021},

{ "streechddress"
"phonelumbers": [ "21Z 732-1234"

, "postalCode":
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XSS with RIA

m Applications running with Flash components
B getURL — injection is possible
m SWFIntruder

m Flasm/Flare

(http://www.nowrap.de/)
Attack Configuration Window

I astunction getURL jsvascriptigol Roctl "INAME|"Wid jpg

T itpfist tack ericss swt 2 NAME]

|y ——

I wecimg sro=mstuncion getURL javascript:got Roct{ NAME] "W jpg' »ds=

I (gotRact(*iNAME )

I wgseers
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RSS feeds - Exploits

B RSS feeds coming into application from various
un-trusted sources.

W Feed readers are part of 2.0 Applications.

m Vulnerable to XSS.

m Malicious code can be executed on the browser.
m Several vulnerabilities reported.
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RSS feeds

RSS feeds(News)

IPlckynurieed 2

<div align="center">
<select id="l1bFeeds" onChange="get_ras_feed() ;" name="1hFesds">
<option value="">Pick your feed</option>
<option value="proxy.aspx?url=http://rss.cnn.cow/rss/cun_topstories.rss">CHN business
<option val roxXy.aspx?url=http://asp.usatoday.com/marketing/res/restrans. aspx ?fee
<option value="proxy.aspx?url=http://rassnevs.example.org/rss/ nevs. xul">Trade news</op
</select>
<input id="chDetails" type="hidden" onClicK='format ("content',
RSS feeds(News) T
I—_I' "
Trade news function processRSS (divmeame, response] (
var html = v
Var doc = response.documentE Lement:
var items = doc.getElementsByTagName (' item’):
for {var i=0; i < items.length; i+H) {
wvar title = items[i].getElewentsByTagName (' title')[0]7
ver limk = items[i].getElementsByTagNeme (' link') [0]:

html += "<a style='texc-decorationinons' class='stylez’
The page at http://localhost says: X + link.firstChild.daca

last_xml_response) ;'

Gomign
+ title.firstChild.data
+ Mefarabrs<hr>n:
)
var target = document.getElementByld (divname]
target.innerHTHL = html;
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Mashups Hacks

B APl exposure for Mashup supplier application.

m Cross Domain access by callback may cause a security
breach.

m Confidential information sharing with Mashup application
handling needs to be checked — storing password and
sending it across (SSL)

m Mashup application can be man in the middle so can't
trust or must be trusted one.
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Widgets/Gadgets - Hacks

m DOM sharing model can cause many security
issues.

m One widget can change information on another
widget — possible.

B CSRF injection through widget code.

m Event hijacking is possible — Common DOM

m IFrame — for widget is a MUST
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SOA Hacks

m Discovering Web Services

m Profiling and Enumerating through WSDL
m Attacking Web Services

m SOAP manipulation is the key
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Conclusion — Questions...
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