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Web Security.

Not the one you are used to...

Iftach Amit — Director of Security Research, Finjan




Web Security flnlﬁ.!:.

securing your web

* So let me tell you about this cool new Cross Site Scripting
— (In the industry we call it XSS!!!)

* Right...
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Some Terminology

securing your web

 Crimeware — what we refer to most malware these days is
actually crimeware — malware with specific goals for making
$3$3$ for the attackers.

e Attackers — not to be confused with malicious code writers,
security researchers, hackers, crackers, etc... These guys are
the Gordon Gecko’s of the web security field. The buy low, and
capitalize on the investment.

« Smart (often mislead) guys write the crimeware and get paid to
do so.
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Vilal Security”™

How Do Cybercriminals Steal Business Data?
securing your web

Criminals’ activity in the cyberspace
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Unveiling the Cybercrime "Food Chain" @ Finjan

Federal Prosecutor: “Cybercrime Is Funding Organized Crime”

OWASP IL Meeting- 2007




The Business Impact of Crimeware flnlﬁ!:.

securing your web

Criminals target sensitive business data using crim eware

«Gain access to employee financial
information
« Steal Identity information
« Discover passwords
- -~ Sophlstlcqted « Steal financial statements
A and Organlzed b 1 « Steal money through online accounts
a Criminals . « Steal proprietary data
« Gain customer record information
« Access customer accounts
« Steal customer identities
. Brand damage «Impair customer relationships
* Financial theft
« Data theft

 Password theft

e |dentity theft

« Compromised computers to steal resources
 Employee productivity loss

Federal Prosecutor: “Cybercrime Is Funding Organized Crime”
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The Business Impact of Crimeware

securing your web

How much Is business data worth to criminals?

Financial Report Product Design Trojan Log
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Key Characteristics of Crimeware

securing your web

Financially motivated criminals are utilizing new methods to infect PCs
with crimeware that steals sensitive data

Propagation Methods Anti-Forensic Methods

Hosted on compromised legitimate and Evade signature-based detection by
Web 2.0 sites over the globe utilizing code obfuscation and controlled
with frequent location changes exploits visibility in the wild
’iu':":_;—:! " - ;?TIPT LANGUAGE="Jasascript >
: 5 i xx=3tring. EronChacCode (60,79, 66,74,69,67,84,32, 115,116,121, 108, L0
- - A 61,34,108,111,99,97,116,001,34,32, 116,121,112, 100, 61,34,57, 112,11
i O 16, 34,32,99, 108,97, 015,115, 105, 100,61 ,34,99, 108,115,108, 100,
51,55,55,45,49,448,27,97 .45 ,43,5L,%8,55,97,49,49,34,52,99,11),100,
‘ﬁ—}. 5 01,814,115, 105,001,010,61,53,44,50,44;,51,55,57,48,44,42,49,57,52,
‘o i L97,110,100,34,52, 118,97, 108,117,101 61,34, 82, 101,108,97,116,10L,
H2,65,77,32,110,97,10%,101,61,34,66,1017,016,016,1011,110,34,33,118
tk "\ 5,77,3£,110,97, 109,01 ,61,34,87,105, 110, ,100,11) ,11%,34,32,113,97,
#,13,10,50,60,85,82,65,77,32,110,97,109, 101,51, 54,753,116, 101,103,
15,45,105,116,115,568,92,58,47,119,105,130,100,101,109,115, 47,104,
i~ BT 108, 116,95, 007,014,108, 95,100, 100,186,104, 104,102, 114,105,115
_ document , Wi be=xs;
URL and Reputation-based Anti-Virus signatures will not
filtering solutions will not block match today’s malicious code

these sites
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Let’s get down to business

securing your web

« How they do it
— Is there anything in it for us?
* (hell yeah!)

* First things first:
— Obfuscated code
* (again — not the one you are used to...)
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Dynamic Code Obfuscation

securing your web

Javascript Encoder

This script will encode javascript to make it more difficult for people to read and/or steal. Just follow the directions below,

1. Enter your javascript {(no HTML) in the box below,
Zz. =elect the Code Key you want.
3. Press the Encode button.

<SCRIPT LANGUAGE=" "
Mundo Maliciouso Cod 0 Maliciouso Codus®Mundo Maliciouso Codu!
]

</SCRIPT>

[ i

. Add your javascript code to the textarea box above.

. Select the "Code Key" you wish to use,

. Click the "Encode" button,

. Select all the text that appears in the box below and paste it into your HTML page where you would want the script to be. The pasted code should appear all on one line
in your editor, unless you have word-wrap on. Do not add any lingbreaks (by pressing "Enter"y or the script may not work,

ENNON

Select all...

<script

language=jay SpEl % IC T E%E3% T 2% E9% T 0% T4 % 20% 6 C %A1 b E %A 7% 75 %A1 %b 7 % E5% 3D % 2 2%E A% 1 %7 6 %1% 7 3% A 3% T 2% E 9% T 0% T4 % 22 % 3E %669 75 % AESLE 3%

ript=docurnent.write{umn

Flfexploits combination

if (fbrowser[name]=="MIIE™) |
if (fbrowser[os] '="Windows NT 5.0™) |{ AAAIP("0day™): include 'crypt.php': include 'megapackl.php! H
if [(fbrowser[o3] =="Windows NT 5.0") AddIPiﬁjarﬁ]; include 'ms06-044 wik.php': include 'mwegapackl.php! H




Crimeware Toolkits
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Crimeware Profile

Analysis of Web-based Malware
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On My Site? No way!
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Way... It's all business

* You will get paid o put a snippet of HTML code on your site that
will spur “installations” — infections. Guaranteed high “install”

rate, updated code (remember the toolkit), bypass of security
measures...
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What's the end game?

* Holy grail of web attacks: successful installation of crimeware
Trojan (aka — rootkit+keylogger+otherstuff)
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Local Crimeware Effect

« Crimeware analysis showing a sampler of how financial crime is
being performed.
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We like cool movies...
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So how do | use this?

e Extrusion Testing
— The ugly brother of pen-testing
— Gaining a lot of momentum

— Uses tried-and-tested methods (social engineering, passive
external fingerprinting, work the CEQ'’s secretary rather than the
security administrator...
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More video

e Assuming of course the previous one worked...
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Q&A

 You know the drill...
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