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WEB AUTOMATION:

FRIEND OR FOE?

Ofer Shezaf
Xiom.Com, May 2009
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Xiom: the WAF experts
• Focus on real time web application 

security solutions.

• Free & unbiased expert information about 
web application firewalls and related 
technologies.

• Help in making WAFs deliver:
– Selecting the correct WAF solution for you.

– Optimizing your WAF implementation.

– Write rules to ensure effective security.

– Analyze alerts to understand risk and 
vulnerabilities of your web application.

– Implementing ModSecurity based solutions.
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Ofer Shezaf
• Background:

– Design of Web Application Firewalls, at 
Breach Security.

– Security research for the Israeli 
Government.

• Open Source and Community projects:
– Officer, The Web Application Security 

Consortium.

– Leader, OWASP Israeli chapter

– Project Lead WAFEC, The Web 
Application Firewall Evaluation Criteria.

– Project Lead, WHID, The Web Hacking 
Incident Database.

• Based out of Tel-Aviv, Israel.
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Agenda

• Web Automation:

– Malicious Attacks

– Valid Use

– The In Between

• Solutions:

– Naïve Solutions

– Market Economy Solutions

– Detection
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MALICIOUS AUTOMATION

ATTACKS
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Reconnaissance

• When used maliciously, usually a 

scan for a single vulnerability 

across multiples pages.

• Sometimes several vulnerabilities 

checked together.

• Many times carries out from bot 

nets.
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Blind SQL Injection

Requires a larger 

number of requests 

and therefore usually 

performed by an 

automated software
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Brute Force

• Determine an unknown value by using an 
automated process to try a large number of possible 
values.

• Can be used for:
– Cracking login credentials

– Guessing session identifiers

– Guessing file and directory names (often called 
“Forceful Browsing”)

– Credit card information such as CVV and expiration 
date.

• Process based solutions:
– Two factor authentication
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Denial of Service

• In the context of automated web 

attacks implies:

– Application layer DoS

– Caused by large number of requests 

rather than a resource intensive 

function.

• Less obvious when distributed.
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Web Spam

• Abuse public web pages to post links in 
order to elevate site’s ranking in search 
results

• Examples are:
– Blog comment spam

– Wiki spam.

– Referrer log spam

• Process based solutions:
– Moderation, 

– Allow comments only to registered users.
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Web Spam #2
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Click Fraud
• Abuse pay per click advertising by generating automated 

clicks.

• Performed by owners of web sites displaying ads, 
competitors and vandals.

• Referrer click fraud/CSRF click fraud.

• Process solutions: 
– Cost Per Action (CPA), 

– Pay Per Impression (PPI)
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ACCEPTED AUTOMATION
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Automation Usage
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Automation is Called:

• EAI (Enterprise Application Integration)

• ETL (extract, load, transform)

• Web Services

• Screen Scraping

• Web 2.0
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Automation Case Studies
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Automated Stock Trading
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Automated Stock Trading #2

• A quant fund is a hedge fund that relies on 
complex and sophisticated mathematical 
algorithms. In other words, a bot.

• Goldman Sachs’ Global Alpha quant fund 
made as much as $4B a year.

• Aite Group estimates that 12% of all 
global assets under management (AUM) 
was driven by quant at the end of 2007, 
representing $6.65 trillion.

• Quant funds are often blamed for the 
current financial crisis.

http://www.washingtonpost.com/wp-dyn/content/article/2007/08/20/AR2007082001846.html?wpisrc=newsletter
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Comparative Shopping

Historically hostile, but today part of 

the e-commerce marketing chain.
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And all the Rest

• Search engines
– Alerting tools

• Testing:
– Link checking

– Monitoring

– Security assessment

• IP infringement bots

• Intermidiators:
– Translation, 

– aggregation
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BORDERLINE AUTOMATION

USAGE
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Queue Jumping

• Ticketmaster confessed to “fighting like 
the dickens“ queue jumping.

• Travel agents known to automate air line 
ticketing systems.

• Scalping is legal in some territories and 
illegal in others.

• Timing sales of perishable goods is an 
issues regardless of automation.

• Process based solution:
– Credit card maximums.
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Auctions Sniping

Watching a timed online auction and 

placing a winning bid at the last 

possible moment giving the other 

bidders no time to outbid the sniper. 

“Bid Sniper” is bot that performs 

auction sniping.



w
w
w
.

.c
o
m

Auction Sniping #2

• In most auction sites sniping is 

legal. Some do not allow it.

• Usually viewed by sellers and other 

buyers as negative.

• Process based solutions:

– Random termination time

– Automatic extension after last bid
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Gaming Bots

• MUD, Virtual Worlds & Second Life 
bots:

– Gain Wealth, and turn it into money in 
Second Life.

• Poker Bots:

– Share information between several bots 
at one table.

– Monitor tables to choose the weak once.

– Play well.



w
w
w
.

.c
o
m

Poll Skewing

Picture is worth a thousand words

Google 

Trends

Time Most Influential 

People Poll
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Information Harvesting and Mirroring

• Harvests:

– E-mail and personal information

– Competitive information

– Record oriented information such as CVs

– Entire Web sites for creating a mirror

• Executed from:

– Local computer

– Distributed, potentially using bot net

– Trojans, exploiting the victims 
credentials at the site.
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Information Harvesting and Mirroring #2

• Legal status varies

– E-mail harvesting illegal in many 

territories due to spam legislation.

• Process based solutions:

– Randomizing the information while 

keeping the visible output clear
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Automation Summary

• Automation can be valid, malicious 

or somewhere in between.

• Malicious automation abuse either 

volume or timing.

• In many cases changing the process 

can solve the issue, albeit reduce 

usability.
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SOLUTIONS



w
w
w
.

.c
o
m

NAÏVE SOLUTIONS
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Negative Security

• Generic attack signatures:
– Blind SQL injection, 

– Comment Spam

• Black listing:
– IP Addresses (IP Reputation)

– Keywords

– User Agents

– Missing host header

• Naïve, but eliminates the masses
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Confuse the Bot

• Return the wrong meta data 
including status code & mime type.

• Obfuscate the information

• Detect a browser by including code 
that a browser would execute such 
as references resources.

• Still naïve, but still eliminates the 
masses
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MARKET ECONOMY

SOLUTIONS
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Require Site Flow

• Follow:

– HTTP referer header

– Nonce:

• A one time token for each request.

• Similar to referer but does not rely on HTTP 
behavior.

• Flow can be configured, learned or 
built into a framework.

• Only raises the price of automation
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Challenge/Response

• Provide a 
Turing test that 
only a human 
can solve.

• Usually called 
CAPTCHA

• Not necessarily 
an OCR 
challenge

John had one thousand apples and five oranges. He ate as 

many of his apples as there is letters in word "apple". Also he 

ate two bananas :-). How many apples John have?
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Slow Down the Bot

• Server side throttling

• Client side 
computational 
challenge:
– Reverse hashing

– CAPTCHA – nearly 
universally breakable 
at a cost, 
automatically or 
manually.
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AUTOMATION DETECTION
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Rate Based Detection

• Count accesses from the same 

source and block excessive access

• Hard to define:

– Source: IP, Session, User?

– Excessive access
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Rate Detection: Source

• Non authenticated requests need to 

be counted by source IP which 

presents challenges:

– Proxies

– Distributed attacks

• Authenticated requests can be 

counted per user:

– Must protect the registration function
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Rate Detection: Threshold

• Need to compensate or white list 

proxy sources.

• Need to take into account variation 

in traffic due to events or 

seasonality.

• Hard to configure manually and 

requires learning.
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Duplicate and Anomaly Detection

• Assume automated request are similar 

and look for repeating patterns:

– Timing

– Source

– Content

• Assume automated requests are 

different than the normal use, learn 

base line and detect anomalies
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Response

• Blocking

• Global or directed throttling

• Challenge/response

• Alerting only
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Ofer Shezaf, shezaf@xiom.com

mailto:shezaf@xiom.com

