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DAMBALLA

* Is malware a threat to Web apps?

 What malware are criminals using?

* How to botnets factor in to this?

* How do you use a botnet in Web app attacks?
 What should you be doing about this?
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cameacca  \Web AppSec vs. Malware

* This is OWASP — who cares about malware?
— Need to answer “why” someone breaks a Web application...
— “How” is tied to ease and probability of success

 The world we live in...
— Iframe injections — avg. 100,000+ “defacements” per week
— Larger attacks of up to 1.5m SQL Injection-based “defacements”

— Botnets and their agents — somewhere between 10-200m
e Storm “worm” of up to 10m bots...

* | think the estimates are too high — —

probably in the realm of 4m-12m worldwide _ <
(once you remove multiple pwn3d hosts) ""';” \_

— ldentity information can be purchased
from as little as 5 cents per record
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DAMBALLA Malware’s Changing Face

AV industry in 1998

Image Copyright: IKARUS Security Software GmbH




~ Is'malware a threat to
Web application security?
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CAMBALLA Malware & Web App Security

 Why is malware important to Web
application security?
1. It makes secrets impossible
2. You can’t trust your users
3. Vehicle for automated attack

* Not factoring it in to the design
will cause a lot of pain later...
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DAMBALLA The Malware Threat

 What’s the malware doing today?
— Bypassing client-side authentication to apps
— Spoofing content on the users behalf

— Impersonating large groups of users
simultaneously

— Anonymous & globally proxied attacks
— Distributed attacks & federated problem solvmg
— Efficient brute-forcing technologies
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sams=acca  \WWhy target Web applications?

 Web applications are
where the money is...

— Online Banking

e Funds transfers and money
laundering

— Online Shopping

* Purchase fraud, money laundering
and supply chain

— News/Information Portals

e SEO attacks, money market
manipulation & recruitment

— Joe’s Boring Page

* |Infection & recruitment vectors
and PlIl fire-sale

-
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cameacca  Learning from Online Banking

* Vulnerabilities in the Web banking
application are more than code injection
vectors and authentication bypasses...

* Poor application flow and a
complex user experience are
the bread & butter of today’s
criminal exploitation of Web
banking applications
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cameacca  Application Complexity

 How many steps must the user go through?

* How do they know if a new step has been
introduced?

 How are error messages
handled?

* What gets in the way
of just “doing it”?
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DAMBALLA Commercial Web defacement

& Limited Version [;] | '
® To O I S t h a t S p e e d IDF.PHP URL | Address That U Upload PHP File , OMLY Use iT , No Use Another PHP Shell
PHP File Address : ,_ﬁttp:ﬂwww.target.comﬁestﬁdf.pﬁp
u p t h e d efa c e m e n t ‘Deface Page Address | Must Be Upload in The Folder That PHP File Uploaded——
Deface Page Name : |http: f v, target. comtest/deface.htm
p ro C e S S rDeface Name That above Deface Address Will Be Copy By This Name in Defaced Sites
Deface Name : ‘def.htm

— N Ot n e C e S S a r i | y "'List Of Site in Server | Click it and wait— (List Perm Folder OF Site That U ClickIt,  Click it To Be Defaced ———

r'-'Zt:mebH.org Notifications For New Zone-H

~List OF Sites That Hacked and U Want to Report it — [~ List OF Site That Reported Successfully

-Choose Attack Method ———— (List OF site That Hacked , Click To Open Site in Browser For Check:
() Manual Mode
() Automatic Mode
dax Perm Folder Number @
|Find St
—About Defacer and Deface Method —List OF Failed , Before Reported in Last 6 Month 5 ( 2 2
|Defacer Name
[ Get Site List ]

lAccess credentials through Man In the Middle LI

Clear Site List To Start New Project —- —
[ ! ] -Other Tools U MNeed | U Can Get a Connect Back And Try To Root Access-

[ Hep | [ About | [ Get Connect back ] [ Zone-h Reporter ] [ Save Defaced List
Load List From File Start Reporting | Clear all | On Hold Save oK !

lPatriotism ;_I

First Load List OF Site That Hacked and then Click Start Reporting
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cameaca SQL Injection Attack Tools

Hﬂiﬂ: http _|'r_|'r'ﬁ' VEL: http://localhost/zqlinject/news. aspFid=l
[ mm Ea L] Eewe [ mwes e | oo [ K |

fﬂwﬁwﬁT o FRf SRR ( ERRSEIRSTEAS
IR BN :
JREE245  MTT-544G30L

- 0! BEERa" ml sorver
&E:E MTT-544GSGL
i

B BB FIEEE | MTT-544G500

B A1 . ssmpow:
APE
ZEROHASH : Ox
~ SLEE o
QT R | 1| i | |  SEMEEFE | |Lestis adnin
Aps

S MR s s DA Grssiel
ZHEER Eﬁﬁ‘ﬁlﬁlmﬁiﬁ [ETHMsUSeve RESEE B BERNS SURSE | RieRnavrEsiEnoRcER: [ s |

fEHL 2
B ! e s e e | RS S A m

- ﬁ‘ﬁyf'm!where | | SAL: |select top 3 id, username, password from TestDE. . admin order by id
Wiy, C(J ﬁ
Pﬁqﬁlt;%"ﬂ‘ﬁ J B top: [fedz=: 2211 ET= |TEStDB | HEFF |id | id username password i
M ——— s e [ B
. 2 5-L); TestDB 1 testUzerzis 123456 S
' T“ 0.2 Lt wlusernane
A 'j - Ppazzword 25 tast password

E||j admin e e
Cea| omEAEE. | MieemmEs | 00 Cprivilege 2 -

aa

—% F_ = [Jtelephone
ﬂ =| username
mé addrez=
i%ﬁ?ﬁ E Ij password ——————

:-EEUEL i E privilege
i E telephone
http:;rfrwww. E addres=s 3
http:f Fwww. e : [ pass_lo |
http:f Faww. temp Ehj n;wsid I
hitp:F Fwwn. Te=t N . [Z] title . . . . . . . . .
Tk e fRsata  ARSEEr=a bt g RMEEIE IR a8 M m
MTT-S44%G5 SOL Serwer MTT-S44GS0L MTT-54%G8
http:/ fwww. I TeEs iz _ b1
http:f Fwww. i : J 3
hitp:/fwww. pmEsEazee
http://de. « confzfbz/zfnr. asp?id=T8 515 S | MoR 8=3 + XoR 8=8  XOR BT RN TR EMERE LT T
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®
camsaica  Keylogger Creators

The Rat! 7.0XP Configuration ...

- Wersion———— ~ The Rat! Files & Reaistry Mames Encivption———— ~ ClipBoard
EXE Registry Walue Name

The Rat! 7.0=F socketme. exe E=plarer | B Encrypt zpy dump EL?F;PSE:IEEITSEI:[I;‘?Jal:utes]- 131070 |

— Enter the Directony and the File name the zpy Dump zhall be writed in—— ~ Send mail
Send zpy dump on e-mail
c:rat.log || |- Authentification SMTP (RFC-2554]
Uze Authentification

— Hide vour Dump file in System Directary rybesthox@mail. i |

B wite Dump into Sestern DirectonsFilename, ext Exizting Server [16 chars] : Pass
therat 15, | e |

Lagin

Enter Dump file name [8.3 format] ;
- Invizibility & Fire whall Bypasszing Delay between ) 5 SMTE Pt - SRR
Invigible in Process  Delay Before Invisiblity Start (meec.] : (1000 su!:ce.ssful sehdings Q . o _ 4

N [rriir.] Field SUBJECT in e-mail
[nvizible in Begisty SMTP zerver far mail sending ; az uzer |0 [8 char]

- Phantorn Mode amtp.rmail T | LIZEI_One

Phartam Made Bypazs Firetwfall be Fisld FROM (F i i field and Ladin fisld 4 th
. k k
C-\Frogram Fileshintemet EsplorerEXFLORE EXE o] (Formal.nu serve this field and Login fild s one and the

m_I.JI:uestI:um-:| @ mail.ru

- The Ratl's Life ;) Field TO (Enter E-mail ad he Spu D il b ded
Start Monitoring IIIEEEEHE' 20:27.00 - = (Erver E-mal scress. the Sy Dumes il Be sended ).

m_I.JI:uestI:um-:| @ mail.rg
Stop & Delete : m 21:00:00 —
— M atification

—Hot K.eyz to Stop The Rat! Digplay Motification Mezsage on startup
Clrl+ W Shift+ A+ W "in+ B Dizable

=| Chel+lt+F12
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S e Malware creator kits — Shark 3

DAMBALLA

“Remote Administration Tool” — RAT
* Added anti-debugger capabilities

— VmWare, Norman Sandbox, Sandboxie, VirtualPC,
Symantec Sandbox, Virtual Box etc.

;’New Server [ X}
-4y Basic Settings
{7 Server Installation

B2 Start Up ~4a Basic Settings

: j Install Events ~{ia Server Installation — Compression ratio

% Bind Files 2, start Up Traffic compression ratio (0to 9):  [g
&3 Blackist ’ j Install Events TransFer compression ratio (0 to 9): lg_
‘| Anti Debugaing -+ Bind Files

? Stealt 49 Blackist ~Tolerance

-y 4% Firewall Bypass
{3 Advanced

g7 Anti Debugaing
- Stealth

Cpr-Tolerance Limit:

lz_ %o

0 Summary +# Firewall Bypass Ping-Tolerance in seconds: |20
- Compile Rk Advanced
@ Summary —Key Stuff
-7 Compile Server Mutex ! [shark6WYH22Q2H7
Primary Key: -
bHQgK1LG]I'i" s@guWwqeud2NbKfTeQI[8eAjB>HCsF6111q10CGX5
QJdu:iFmbfsnKc>jIXURk4a:009L9@=1zXb0
new
Secondary Key: aZguw3TZ2c=KFf_¥Q 1Cx<S4?Ifvrv44PplSQKxCSI7p1pMalB?eKYZ0
cK:\E_GI¥va'\yxXP0O:un][eKfOsuk80uS@pX7IiCsHskYdy <¥OUs:hq
Random Seed:  |7t0bw4fk98y1826tgzi3
[ Load Settings ] |
Load Settings ] [ Save Settings ] Cancel

T
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A
DAMBALLZ-ZE Bronze Edition

@ m This productis the improved version of Turkojan 3.0 and it has )

[Online:0] _ X
some limitatiohs(Webcam - audio streaming and msn shiffer :
doesn't work for this version)
1 month replacement warranty if it gets dedected hy any antivirus
efforamy 7124 online support via e-mail

v Supports only Windows 95/98/MEMNTI2000/XF

Realtime Screen viewing(controlling is disabled)

Constru
V.4 New

Remo

W TURKOJAN

Price : 99% {United State Dollar)

Webg Silver Edition

AU dl 0 . 4 months (maximum 3 times) replacement warranty if it gets
dedected by any antivirus

Remo 7124 online support via e-mail and instant messengers
(GBIMENTIZ0000XPI 1/ ista
At Wehcam streaming is avaliabl
ot me

MSN

Remo

TURKOJAN

17
14
17

SILVER
Adva Price : 179%$ (United State Dallan)

Onlin

Infor

comp
. choose 6 months or 9 months)

Etc.. 7124 online supportvia e-mail and instant mes:

Supports Windows 95/98/ME/NT/2000/20037
Remote Shell (h:

Gold Edition

ging with Ms-Dos Commands)
Webcam - audio streaming and msn sniffer

Controlling remote computer via keyboard and mouse
MNotifies changements on cliphoard and save them
Technical support after installing software

YViewing pictures without any download({Thumbnail Yiewer)

WITURKOJAN

Status : Passive

Price : 249% (United State Dollar)
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S Hire-a-Malware-Coder (Custom

DAMBALLA

Build c)

File Edit ‘“iew Project Build Debug Tools Window Community Help

@0 bf - Microsoft Yisual Studio

- . - v f f etk o

Platform: software running on MAC OS to Windows
Multitasking: have the capacity to work on multiple projects
g ot vorking initislized Speed and responsibility: at the highest level

WM Connecting to: 127.0.0.1:7778 with code: testmaster
Connected to 127.8.0.1:7778

> Pre-payment for new customers: 50% of the whole price, 30%

Mute onsoff Reconnect

List clients <(basic) List clients (adw? Humber of cf pre_pay Of the WhOIe price for repeated CUStomerS

Reconnect user Kill user GCommand user

Reconnect all Kill all GCommand all g fr‘om 100 euros

P Release v Win32

Hute user Mute all Query user

List onjoin commands ja Add onjoin command j* Remove onjoin cmd

Server restart Server guit

h:1@81
h 2281
-8.8.
491

26:

EVENT : Joined:
EUENT : Joined:
1:1116

EUENT: Joined: 127_8.8.1:1116

P Py Py mm mm mm i i i e
3RO MR

X

z26:581 EUENT: On—join command: Total: 8
j b d
ja ushsprea
[21:27:24] EVENT: Server: On—join command added
d http:/~website.com/hot.exe
1 EUENT: Server: On—join command added

EUENT: On—join command: 1: ushspread
EUENT: On—join command: 2: msnspread http:/ruehsite.conshot._exe
EVENT: On—join command: Total: 2

EVENT: Server: On—join command removed
EVENT: On—join command: 2: msnspread http:/suehsite.con/bot.exe

EVENI: On—join command: Total: 1
-1:1118

| can also offer you another deal, | will share the complete
B e — source code in exchange to access to a botnet with at least

Reconnecting.. .

I oo I ittadtned o ith: cddss bestrashor 4000 infected hosts because | don't have time to play around

I’Ire you sure? {press y and then enter, else any other key?

Connected to 127.8.8.1:7778
b

with me bot right now.

Mute on/off Reconnect
vl / U SprTaa @gelin; @luen L LI 7
injstr->fun e(injstr->msns->hproc) ;

injstr->msn ‘LL;

utput
jCode Definition Window l‘;j(:all Browser [ [=] Output
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DAMBALLA Hire-a-malware-coder Pricing

* Other models exist for hire-a-malware-coder pricing
* Component/functionality basad aricina

Rules / License

_— Loader €300 -- Customer has no right to transfer any of his
three 3 persons except options for harmonizing

— FTP & Grabber €150 iy

-- Customer does not have the right to make

— Assembler Spam bases €220 any decompile, research, malicious

modification of any three parts

. -- Customer has no right where either
SOCkS 4/5 €7O rasprostanyat information about three and a

. public discussion with the exception of three
Botnet manager €600 \pawn

. -- For violating the rules - without any license
_ Scrl ptS €7O denial manibekov and further conversations"

— Assembler password stealers (IE, MSN, etc.) €70
— AV-remover €70
— Screen-grabber €70
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fooe ik Intercepting Traffic — Man-in-the-

DAMBALLA

browser €)

&] Google - Microsoft Internet Explorer L_HE]N

File Edt Vew Favoritss Tools Help

eﬁack - Q E @ ‘._;j pSEalL‘h \::\?Fauuntes &) ﬁ/;cv :\; = - _J i i

PRS- r————" M8 s> @-
T e o Man-in-the-browser
GOOS[Q Malware hooks inside the
- Web browser _

Preferer
Google Search H I'm Feeling Lucky ] Lengusge Tools

&] Done © ntermet

System Reconfiguration
DNS Settings, Local HOST file, Routing
tables, WPAD and Proxy settings

Traditional Malware

LJED

Application
Local Proxy Agent

OS Hooking

Keyloggers,
Screen grabber

TCP/IP Stack Interception

Packet inspection, pre/post SSL logging

Operates and intercepts
data at points through
which the Web browser
must communicate

5/14/2009
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cameacca APl Hooking Malware

Clean System Infected System

Application
The Web browser

Application
The Web browser

Winlnet
httpsendrequest(), navigatetg

Malware Manipulate
Proxying Web browser data Copy, redirect,

script, change,
insert, sell.

Wininet

Winsock

TCP/IP stack httpsendrequest(), navigatetg

Winsock
TCP/IP stack
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o el MITB - Grabbing Login

DAMBALLA

Credentials
e Steal login credentials, and ask for more...

Pre-login Login Post-login
First page of login sequence is Multiple fields & pages added Authenticated user asked
manipulated to the login sequence additional security questions

* Requests for additional data are easy to socially
engineer

— Ask for credit/debit card details, including PIN and CVV

— Additional “security” questions — SSN, mothers maiden
name, address, home phone number, mobile/cell phone
number

— Type in all numbers of one-time-keypad scratch-card

— “Change password” for anti-keylogging partial-password
systems

— “Test” or “resynchronize” password/transaction calculators
* SSL/TLS encryption bypassed, “padlock” intact
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DAMBALLA Traditional Banking Malware

* Focused on stealing login information
— Bank number, UID, password(s), session keys

* Techniques include:

— Keylogging, screen-grabbing, video-recording of mouse
movements

— Redirection to counterfeit site (domain/host substitution)
— Replacement and pop-up windows

— Session hijacking (duplicating session cookies)

— Screen overlays (superimposed counterfeit web forms)

History Bookmarks Tools Help

;] ﬁ} | https: [ fwww . mybank. comfonline fsession.id?a=1234567890 é:i| Y| [i‘"] |'| B000

History Bookmarks Tools Help

;] ﬁ} | https: [ fwww.mybank.com. online. sessionid. evil. biz/login. asp?a=1234567 é:i| Y| [i‘"] |'| B000
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